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Glossary

AG — Advocate General

BIIDPA — British, Irish and Islands’ Data Protection Authorities

CJEU — Court of Justice of the European Union

CSA — Concerned Supervisory Authority
DPA — Data Protection Authority

DPC — Data Protection Commission

DPIA — Data Protection Impact Assessment
DPO — Data Protection Officer

EDPB — European Data Protection Board
GDPR — General Data Protection Regulation
IMI — Internal Market Information System
LED — Law Enforcement Directive

LSA — Lead Supervisory Authority

0SS — One Stop Shop

SCCs — Standard Contractual Clauses

SMC — Senior Management Committee
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Introduction

2020 was the second full year of application of the GDPR
and the Law Enforcement Directive (LED).

This annual report details the extensive span of regulatory
work completed by the Data Protection Commission
(DPQ) in 2020 in the discharge of its wide-ranging role

in overseeing and regulating the application of EU data
protection and e-privacy laws. During this period, the DPC
has continued to drive compliance and accountability by
organisations with their obligations under the EU's legal
framework for personal data processing. In particular, the
DPC has progressed over the last year definitive inter-
pretations of key principles and requirements of EU data
protection law through a range of enforcement actions
and through the conclusion of the proceedings the DPC
initiated in 2016 in the High Court seeking a reference

to the Court of Justice of the European Union in relation
to EU to US personal data transfers. While transfers of
personal data occur from every EU member state to the
US, the DPC has made a unique contribution as a data
protection authority in bringing clarity to and pursuing
enforcement of this aspect of EU data protection law.

.
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Large-scale inquiries

A headline feature of the GDPR in replacing the previous
EU Directive were the dissuasive enforcement tools

it offered to deal with cases posing significant risk to

EU data subjects, including arising from intentional

or negligent behaviour on the part of organisations.
Accordingly, the DPC has pursued a range of cases

to establish whether infringements of the GDPR were
occurring and what actions and sanctions would be
necessary to remedy any such infringements found.
Several of the DPC's large-scale inquiries were concluded
in 2020. Each inquiry concluded with a detailed decision,
the identification of infringements in many cases and the
imposition of a range of corrective measures including
fines arising from the assessment of those infringements.

A number of the inquiries that progressed in 2020

were cross-border in nature and so, as required by the
Article 60 procedure laid down in the GDPR, the DPC
transmitted a draft decision for consideration by its fellow
EU supervisory authorities before the decision could be
finalised. In the case of Twitter International Company, a
final decision was issued through the Article 60 procedure.
This decision provided an important analysis of the data
breach notification and documentation requirements
imposed on organisations by Article 33 GDPR (a detailed
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summary of that case can be found in the Appendix).
Separately, a draft decision was also submitted to the
Article 60 procedure by the DPC in the case of WhatsApp's
compliance with its transparency obligations under the
GDPR. That draft decision is currently progressing through
the co-operation procedure at EU level. Cross-border
cases in relation to Ryanair and Groupon were also
concluded through Article 60 by DPC in 2020.

As the pipeline of inquiries being concluded by DPC
continues to yield final detailed decisions, it assists all
organisations in their understanding of how the law
applies. These large-scale inquiry cases are detailed in
chapter four of the report.

Law Enforcement Directive (LED)

A sufficient number of inquiries have also now been
concluded under the LED to support a view that there has
been significant under-engagement with — and imple-
mentation of — the requirements of the Law Enforcement
Directive in Ireland. This perhaps reflects the dominant
nature of the preparations relevant organisations were
making for the more general framework law (the GDPR).
Nonetheless, this is an important area of protection of
rights that requires personal data processing for law
enforcement purposes to be specified in terms of its
objectives and purposes in law. The outline of the DPC
decisions arising from inquiries in respect of personal data
processing by local authorities and An Garda Siochana in
chapter 6 of this report illustrate the point.

Complaints

Aside from the larger-scale inquiries, day-to-day work in
handling the tens of thousands of queries to the office
from organisations and individuals continued throughout
2020 serviced by an expanded and dedicated team at
the DPC. 4,476 complaints against organisations from
individuals were resolved last year. The complaints raised
by individuals ranged from issues with securing access

to their personal data from all types of organisations, to
complaints about excessive personal data collection, to
unauthorised and unnecessary disclosure of personal
data to third parties. Cases concerning employment law
disputes continue to be heavily represented in the range
of complaints we received.

In terms of identifiable trends, it's becoming an increasing
feature of the complaints received by the office that issues
are being raised with the DPC that, in truth, have little or
nothing to do with data protection. While the DPC delivers
meaningful and effective outcomes in those cases where
an identifiable data protection issue is discernible from the
complaint received, the DPC is concerned that the overall
volume of complaints it receives — a growing number

of which disclose no identifiable data protection issue

at all — reflects a desire on the part of many individuals

to have access to an independent and easily-accessible,
no-cost dispute resolution service for general grievances
originating in a disparate range of personally challenging
events. These can include events associated with their
working environment, medical treatment, a marital/rela-

tionship dispute, problems with builders working on their
home, issues with where or how their neighbours park
their car on the street, how their child was dealt with at
school following an incident with another child, and so on.
However, the DPC, no matter how empathetic it might be
to the issues raised, cannot operate beyond its statutory
remit. And the risk that arises if both complainants and
the DPC over-reach is that data protection regulation as
intended is rendered meaningless because it becomes
the law of absolutely everything.

An unwelcome trend

Another phenomenon we continued to see in 2020 was
that of both organisations and individuals attempting to
misuse the GDPR to obfuscate or pursue other agendas.
That said, there can be genuine confusion on the part

of many as to how GDPR does and does not apply, and
sometimes issues are just not black and white. Where
inaccurate assertions circulate — whatever the reason or
motivation — these will only be resolved over time as we
call them out. As an example, an ongoing issue arises with
organisations deleting CCTV footage after they are on
notice of an access request for that footage claiming the
GDPR requires them to delete it every seven days.

Breach notifications

The number of breach notifications to the DPC remained
high in 2020 but the DPC is more convinced than ever
of the value of the mandatory requirement to notify
under the GDPR. It allows the DPC to gain insights into
the risks around the security and processing of personal
data arising in organisations on a case-by-case basis and
to intervene and guide on mitigation measures around
those risks, where appropriate. In general, the responses
we receive from organisations encourage the DPC in the
view that most organisations want to comply and value
the input of the DPC. Details of breaches notified to the
DPC are set out in chapter three.

Special projects relating
to Children, Cookies

Special projects undertaken by the DPC in 2020 included
the publication of comprehensive draft guidance on the
specific protections required for processing children’s
data under the GDPR which underlines that the best
interests of the child must always be to the fore. This draft
guidance now open for public consultation is the product
of a focussed consultation run by the DPC around the
issues of children’s data and which involved specific con-
sultation directly with children through their teachers and
youth groups. The guidance will benefit children across
the EU in particular when implemented by the many
platforms operating from Ireland that process the data
of EU children. A synopsis of this guidance is set out in
chapter eleven of the report.

In addition, the DPC completed early in 2020 a “regula-
tory sweep” of some of the frequently visited websites in
Ireland in order to establish the levels of compliance with
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e-privacy regulations (“cookies” regulation) in Ireland. The
results of the sweep which were published in April 2020
made for disappointing reading. Following the completion
of the exercise, the DPC produced specific and detailed
guidance of what is necessary to comply with the regu-
lations. By year-end the DPC had also investigated and
commenced enforcement action against a number of
website operators. This process of cookies investigations
followed by enforcement action will continue throughout
2021. It's worth equally commenting that the EU Commis-
sion has proposed a range of new legislative measures to
regulate digital services in the form of the Digital Services
Act and the Digital Markets Act. Whatever the final form
these laws take, it appears as a positive to the DPC that
regulation in this area is being looked at more broadly.

Guidance

The DPC continued its focus on issuing guidance useful to
individuals and controllers. In particular, the DPC has also
sought in 2020 to increase the supports it provides to the
over 2000 Data Protection Officers (DPO) now appointed
in organisations across Ireland. The DPO role is a
challenging one demanding a range of hard and soft skills.
Data protection is a rapidly evolving and advancing area
of law and requires specific resources and abilities. The
DPC will continue to populate the dedicated area on its
website for DPOs and is keen to see skill and resourcing
levels rise in this area as responsibility and accountabil-
ity under GDPR necessarily rest with the data controller

in the first instance. Whilst ex-post enforcement by the
DPC will always play a central role in the discharge of

its regulatory functions, the DPC is also mindful of the
importance of encouraging compliance at source.

This importance of encouraging compliance from the
outset was well underlined through the intervention by
DPC, partly delivered by means of an on-site inspection at
Facebook's premises in Dublin, in February 2020. The DPC
had received short notice from Facebook that it planned
to roll out a dating service for EU users from mid-Febru-
ary. The DPC sought documentation including the DPIA
underpinning the decision to implement this service

(and at such short notice) in the EU during its onsite
inspection. Arising from this exercise, Facebook deferred
implementation, pending resolution of a number of
personal data processing issues pertaining to the service.
While the newspaper headlines ran to the effect that

DPC had “cancelled St Valentine’s Day”, the outcome was
positive in terms of ensuring what was rolled out many
months later had improved the position of data subjects.

In addition, the DPC continued its commitment to
outreach and again spoke at a vast array of events
nationally and internationally in order to share
information, promote understanding, and debate and
clarify its interpretation of the law. The feedback we
receive is that these contributions by the DPC are very
much appreciated and energise the sectoral groups we
address in their efforts to comply.

The Global Pandemic

There's probably no foreword to any 2020 annual

report that can be written without mention of the

global pandemic that hit in 2020. For the part of the

DPC, the pandemic provided some instructive and clear
examples of the true value of the protective framework
the GDPR represents. In the many mandatory consulta-
tions by Government with the DPC on new public health
initiatives with personal data processing implications,

the GDPR provided the guard-rails to ensure initiatives
were proportionate and secure in terms of how rights of
individuals were protected and balanced. The significant
consultation and engagement between the DPC and
public health authorities on the Covid-19 contact-tracing
app provided one obvious example of this. The DPC was
particularly pleased to see health authorities in Ireland
show leadership — and demonstrate best practice — by
publishing the Data Protection Impact Assessment and
Source Code for the contact tracing app, helping to ensure
a high level of trust amongst the public. Challenging issues
around how Covid-19 PCR test results were communicat-
ed in certain workplace settings where mass testing was
implemented also arose and the GDPR again underpinned
the identification of the correct approach, and the
balancing of interests required.

Data Transfers, Litigation

In July 2020, the Court of Justice of the European Union
delivered judgment in proceedings initiated by the DPC
in the Irish High Court in 2016, where the DPC sought

a reference on issues relating to the use of Standard
Contractual Clauses to underpin personal data transfers
from the EU to the US. The CJEU judgment set out a
detailed ruling in relation to US laws and practices as
they impact on the protection of EU personal data and
clarified that regardless of what legal transfer mechanism
is used to transfer data, EU users’ personal data must
have equivalent protections to that which it enjoys in the
EU. The DPC initiated an inquiry into Facebook's transfers
to the US following on from the judgment. This inquiry
was the subject of a judicial review by Facebook, which
was heard before the High Court in December 2020.
Judgment is awaited.

2020 was a busy year overall for litigation for the DPC and
a full outline of the cases in which DPC was a party and
which concluded or judgment was delivered are set out
on page 54. Details of the direct marketing prosecutions
of organisations by the DPC which concluded during 2020
can be found in Appendix 3.

EU Cooperation

The DPC's participation at the European Data Protection
Board remained intense in 2020 but logistically easier.
Resulting from travel restrictions, all meetings from

April onwards were held virtually and in total the DPC
contributed to almost 200 meetings of EDPB (between
plenary and expert groups) last year, including acting as
rapporteur on some files. The goals of harmonisation and
democratic input in decision-making are an important
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part of the regulatory regime introduced by the GDPR
but their implementation in practice remains very much a
work in progress.

Brexit

Preparing for the final exit of the UK from the EU
continued as a focus for the DPC in terms of ensuring
Irish-based organisations understand the data protection
implications of the UK becoming a “third country”. The
EU-Commission’s short-term (and temporary) initiative
to provide for continued data free flows between the EU
and UK at the start of 2021 has eased the pressure on
Irish organisations for the moment. The EU Commission
has announced it will propose an adequacy decision

in respect of the UK in the next few months which will
require approval through the EU comitology process.

Finally....

The progress the DPC has made in 2020 provides a

solid platform on which to build in 2021 across our
enforcement and complaint-handling functions in
particular. There are many other areas of the GDPR that
remain for exploration to the benefit of organisations and
data subjects alike including codes of conduct and certifi-
cation. The GDPR must be understood as a project for the
now but equally for the longer-term. The DPC intends to
continue as a leader in its full implementation.

fd

Helen Dixon

Commissioner for Data Protection
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Executive
summary

Supporting Individuals
From 1 January 2020 to 31 December 2020:

* The DPC received in excess of 23,200 electronic
contacts, almost 10,000 phone calls and 2,000 postal
contacts;

e The DPC handled a total of 10,151 cases in 2020, up
9% on 2019 figures (9,337).

* The DPC received 4,660 complaints from individuals

under the GDPR; 23,200

* Overall, the DPC concluded 4,476 complaints, includ-
ing 1,660 complaints received prior to 2020;

* Over 60% (2,186) of complaints lodged with the DPC
in 2020 were concluded within the same calendar
year; and

emails

* The DPC continued to reduce conclusion times for
cases (average days taken to conclude a case has re-
duced by 53% since the GDPR came into application).

In 2020, the most frequent GDPR topics for queries and
complaints continued to be: Access Requests; Fair-pro-
cessing; Disclosure; Direct Marketing and Right to be
Forgotten (delisting and/or removal requests).

! Electronic communications comprise both emails to the DPC's
info@ account and webforms submitted

8 ANNUAL REPORT 2020



Supporting Compliance

e Total valid breach notifications received in 2020 was
6,628.

* Breach natifications up 10% on 2019 figures.

e Of the total recorded breach cases, 90% were con-
cluded in 2020 (5,932 cases).

The most frequent cause of breaches reported to the
DPC was unauthorised disclosure (86%).

The DPC launched a redesigned website in November
2020, making its resources more convenient for users
and introducing a new section specifically for DPOs.

In the last year, the DPC has published almost 40 pieces
of guidance, including blogs and podcasts, to make
information as accessible as possible for people.

In 2020, the DPC continued to develop its DPO Network,
transitioning to online supports as a result of the
pandemic. In addition to increased resources on its
website, DPC staff presented at multiple webinars and
events aimed at DPOs.

The DPC continued its partnership with the Croatian
Data Protection Authority, AZOP, and Vrije University in
Brussels on an EU-Funded project (The ARC Project) to
provide practical supports to SMEs.

Regulating

As of 31 December 2020, the DPC had 83 Statutory
Inquiries on-hand, including 27 Cross-Border Inquiries.

In May 2020 the DPC issued its first fines under the
GDPR, levying two separate fines against an Irish state
agency.

In the same month, the DPC sent Europe’s first
major-scale Article 60 Draft Decision to the Concerned
Supervisory Authorities.

The DPC triggered the EDPB's Article 65 Complaint
Resolution Mechanism in 2020, becoming the first
supervisory authority to do so.

In December 2020, the DPC issued its first fine in a
cross-border case, fining Twitter International Company
€450,000.

Also in December 2020, the DPC sent forward its second
major-scale Article 60 Draft Decision to Concerned
Supervisory Authorities. This Draft Decision concerned
WhatsApp and was ongoing at year-end.

In 2020 there were 14 judgments delivered and/or final
orders made in proceedings to which the DPC was a

party.
Through Supervision action, the DPC has brought about

the postponement or revision of three scheduled big tech
projects with implications for the rights and freedoms of

individuals.

Europe’s
First

major-scale Article
60 Draft Decision
(sent by DPC
May 2020)
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Decisions
Some highlighted Decisions from 2020:

Organisations

Kerry County Council

Waterford City and County Council

Tusla Child and Family Agency (3 breaches)
Tusla Child and Family Agency (1 breach)
Tusla Child and Family Agency (71 breaches)
Health Service Executive (HSE South)

Health Service Executive (Our Lady of Lourdes Hospital)
Ryanair

Twitter International Company

Groupon

University College Dublin

Engaging with Civil Society

In 2020, the DPC opened an extensive consultation

on its draft guidance on the rights of children as data
subjects — Children Front and Centre: Fundamentals
for a Child-Oriented Approach to Data Processing. This
consultation was still open at year-end.

Engaging with Peers
Since 1 January 2020, the DPC:

* Received 354 complaints from peer Data Protection
Authorities (DPAs) in which the DPC was identified as
Lead Supervisory Authority;

* Attended over 180 EDPB meetings, most of which
were conducted virtually due to pandemic-related
travel restrictions;

o Continued to have representatives on all European
Data Protection Board (EDPB) subgroups and act as
co-coordinator of the Social Media Subgroup; and

* Hosted a virtual meeting of the British, Irish and Is-
lands’ Data Protection Authorities (BIIDPA) welcoming
representatives from Bermuda, the Cayman Islands,
Gibraltar, Guernsey, the Isle of Man, Jersey, Malta and
the United Kingdom.
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Decision Issued
25-Mar-20
21-Oct-20
07-Apr-20
21-May-20
12-Aug-20
18-Aug-20
29-Sep-20
11-Nov-20

9-Dec-20
16-Dec-20

17-Dec-20

Mainstreaming Data Protection

Staff of the DPC presented at almost 100 speaking events
in 2020. Since Covid-restrictions came into effect, all
staff-participation has been conducted online.

The DPC remains committed to driving awareness of data
protection rights and responsibilities, producing almost
40 items of guidance, including technological advice,
Cookie compliance and Covid-related concerns.

Other Activity

In 2020 the DPC:
e Concluded 147 electronic direct marketing inves-
tigations;

* Prosecuted six companies for sending unsolicited
text messages or electronic mail to individuals;

¢ Handled 37 Law Enforcement Directive com-
plaints; and

* Increased DPO-registration compliance to 96% for
Public Sector bodies; and

* In April, the DPC published new guidance in relation to
the use of cookies and tracking technologies.
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Roles and

» bl

Responsibilities

Functions of the DPC

The Data Protection Commission (DPC) is the national
independent authority in Ireland responsible for
upholding the fundamental right of EU persons to have
their personal data protected. Accordingly, the DPCis
the Irish supervisory authority tasked with monitoring
the application of the General Data Protection Regulation
(GDPR) (Regulation (EU) 2016/679).

The core functions of the DPC, under the GDPR and the
Data Protection Act 2018 — which gives further effect to
the GDPRin Ireland — include:

* driving improved compliance with data protection
legislation by controllers and processors;

* handling complaints from individuals in relation to
potential infringements of their data protection rights;

* conducting inquiries and investigations into potential
infringements of data protection legislation;

e promoting awareness among organisations and the
public of the risks, rules, safeguards and rights incum-
bent in the processing of personal data; and

* co-operating with data protection authorities in other
EU member states on issues, involving cross-border
processing.

12

The DPC also acts as supervisory authority for per-
sonal-data processing under several additional legal
frameworks. These include the Law Enforcement
Directive (Directive 2016/680, as transposed in Ireland
under the Data Protection Act 2018) which applies to
the processing of personal data by bodies with law-en-
forcement functions in the context of the prevention, in-
vestigation, detection or prosecution of criminal offences
or execution of criminal penalties. The DPC also performs
certain supervisory and enforcement functions in
relation to the processing of personal data in the context
of electronic communications under the e-Privacy
Regulations (S.I. No. 336 of 2011).

In addition to its functions under the GPDR, the DPC
continues to perform its regulatory functions under the
Data Protection Acts 1988 and 2003, in respect of
complaints and investigations that relate to the period
before 25 May 2018, as well as in relation to certain limited
other categories of processing, irrespective of whether
that processing occurred before or after 25 May 2018.

In addition to specific data protection legislation, there are
in the region of 20 more pieces of legislation, spanning

a variety of sectoral areas, concerning the processing of
personal data, where the DPC must perform a particular
supervisory function assigned to it under that legislation.
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DPC's Senior Team

The DPC's Senior Management Committee (SMC) comprises the Commissioner for Data Protection and the seven
Deputy Commissioners. The Commissioner and members of the SMC oversee the proper management and
governance of the organisation, in line with the principles set out in the Code of Practice for the Governance of State
Bodies (2016). The SMC has a formal schedule of matters for consideration and decision, as appropriate, to ensure

effective oversight and control of the organisation.

The DPC's SMC comprises:

Helen Dixon Anna Morgan
Commissioner for Data Deputy Commissioner —
Protection Head of Legal

-l

Graham Doyle

Deputy Commissioner —

Head of Corporate Affairs,
Media & Communications

John O'Dwyer
Deputy Commissioner —
Head of Regulatory Activity

Funding and Administration —
Vote 44

The DPCis funded entirely by the Exchequer. From 1
January 2020, the DPC was funded through a new Vote
of the Oireachtas — Vote 44. The Commissioner for Data
Protection is the Accounting Officer for the Commis-
sion's Vote. As a Vote body, the Accounting Officer must
prepare the Appropriation Account for the DPC's Vote
for submission to the Comptroller and Auditor General.
As required, this includes the Accounting Officer’s
statement on the DPC's systems of internal financial
control. The 2020 gross estimate provision for Vote 44 —
Data Protection Commission was €16.916M of which
€10.552m was allocated for pay-related expenditure, and
€6.364m of which was allocated to non-pay expenditure.
The funding for 2020 represented an increase of €1.6M
on the 2019 allocation.

The DPCis preparing its financial statement for 2020 and
this statement will be published on the DPC's website
following the conduct of an audit by the Comptroller and
Auditor General.
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Dale Sunderland
Deputy Commissioner —
Head of Regulatory Activity

Colum Walish
Deputy Commissioner —
Head of Regulatory Activity

Ultan O’Carroll

Deputy Commissioner
(Acting) — Head of
Technology & Operational
Performance

Tony Delaney
Deputy Commissioner —
Head of Regulatory Activity
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Queries an
omplaints

Contacts

Stakeholders contact the DPC in a variety of ways,
including the DPC Helpdesk, online webforms, email
and post. In 2020, the DPC received 23,226 electronic
contacts,? 9,410 phone calls® and 1,881 postal contacts.

2020 presented unique challenges in terms of front-line
service provision, including technical and logistical
challenges incurred as a result of remote-working re-
quirements. Despite these challenges, service provision
was maintained throughout the year. No negative effect
on response times or service levels was incurred as a
result of remote working, and engagement was commen-
surate with pre-Covid rates.

2 Electronic communications comprise both emails to the DPC's
info@ account and webforms submitted through the DPC web-
site.

® The number of phone contacts to the DPC was down in 2020,
when compared to previous years. This is accounted for by the
transition to remote working (Covid-19) and resulting dimin-
ished capacity to process calls (working via mobile phone).

Full phone capacity was subsequently restored, once the DPC
secured appropriate off-site call services and equipment.

14

New in 2020 were the significant number Covid-19
related queries the DPC received from individuals and or-
ganisations seeking to understand the interplay between
data protection law and Covid-19 requirements. In many
instances these queries were time sensitive in nature, and
necessitated rapid turnaround.

Complaints

The DPC processes complaints under two main legal
frameworks:

* Complaints received from 25 May 2018 onwards (and
which relate to matters which occurred on or after
25 May 2018) are dealt with under the GDPR, Law
Enforcement Directive, and the Data Protection Act
2018; and

o Complaints and infringements occurring before 25
May 2018 are dealt with under the Data Protection
Acts 1988 and 2003, even where they are notified to
the DPC on or after 25 May 2018.

To constitute a complaint — and therefore trigger the
DPC's statutory complaint-handling obligations — the
matter must fall under one of the following headings:
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o A complaint from an individual relating to the process-
ing of their own personal data;

* Alegally authorised person or entity complaining on
behalf of an individual (e.g. a solicitor on behalf of a
client or a parent/ guardian on behalf of their child); or

* Advocacy groups which meet the requirements to act
on behalf of one or more individuals under the GDPR,
LED and the Data Protection Act 2018.

Between 1 January 2020 and 31 December 2020:

* The DPC received 4,660 complaints from individuals
under the GDPR and 59 complaints under the Data
Protection Acts 1988 and 2003.

* Overall, the DPC concluded 4,476 complaints, includ-
ing 1,660 complaints received prior to 2020.

* Over 60% (2,186) of complaints lodged with the DPC in
2020 were concluded within the same calendar year.

Complaints Received under the GDPR —
Top 5 Issues in 2020

Categories of Complaints No % of total
Access Request 1683 27%
Fair Processing 1623 26%
Disclosure 793 12%
Direct Marketing 429 7%
Right to erasure 423 7%

Complaints Received under the Data Protection
Acts 1988 and 2003 — Top Five Issues in 2020

Categories of Complaints No % of total
Disclosure 24 41%
Fair Processing 14 24%
Access Request 10 17%
Right to be forgotten 4 7%
Security 2 3%

The majority of cases concluded by the DPC in 2020
involved Access Requests (30%). The next highest
category of cases concluded involved Fair Processing
(19%), followed by Disclosure (15%).

15

Complaint Handling

Where possible, the DPC endeavours to resolve
complaints amicably — as provided for in Section 109(2)
of the Data Protection Act 2018. The option to have

their issue dealt with by amicable means is afforded to
individuals throughout the lifetime of their complaint,
regardless of how far the issue may have progressed
through escalated channels. Case studies illustrating
these escalated channels in operation can be found at the
end of this chapter.

Where amicable and early resolution is not possible, the
DPC escalates issues according to complaint category:

Access Rights Complaints

Article 15 of the GDPR provides that an individual may
obtain from a data controller confirmation of whether or
not personal data concerning them are being processed
and, where that is the case, access to a copy of that
personal. This is an important right and one which gives
rise to the largest number of complaints to the Data
Protection Commission DPC annually.

The right of access enables an individual to verify the
lawfulness of the processing undertaken by the data
controller and obtain copies of their personal data for
their own records. It is one of the fundamental rights
conferred on an individual by the GDPR. It is also a right
contained in the Charter of Fundamental rights of the
European Union. That said, an individual's right of access
is not absolute and may be subject to certain restrictions,
including but not limited to those set out at Sections 60 of
the Data Protection Act 2018.

The GDPR prescribes a mechanism in Article 23 to permit
the restrictions of rights in particular and specific circum-
stances. Each Member State is permitted to introduce
their own exemptions in national legislation. Such
restrictions must respect the essence of the fundamental
rights and freedoms and must be a necessary and a
proportionate measure in a democratic society. In Ireland
this has been transduced through Section 60 of the Data
Protection Act 2018.

In any examination of complaints undertaken by the
DPC, much of the work focuses on an examination of
the validity of the exemptions advanced by the data
controller in justifying its refusal to provide personal data
in response to an access request. In the examination of
complaints, the DPC will determine whether or not the
data controller has acted appropriately in responding to
the access request, which will in most cases involve an
examination of how the data controller interpreted the
restrictions in the context of the particular circumstances
of the case. This may result in additional personal data
being released to the data subject.

By way of example, data controllers frequently assert legal
privilege over documents containing personal data, as a
justification for withholding personal data in response to
an access request.

ANNUAL REPORT 2020



Section 162 of the Data Protection Act 2018 specifically
deals with legal professional privilege (LLP). In addition,
Section 60(3)(a)(iv) provides that the rights and obligations
provided for in Articles 15 are restricted to the extent
that data is processed in contemplation of, or for the
establishment, exercise or defence of, a legal claim,
prospective legal claim, legal proceedings or prospective
legal proceedings — whether before a court, statutory
tribunal, statutory body or administrative or out-of-court
procedure. In both sections the underlining principles are
the same and require an evaluation of privilege by the
DPC.

When a data controller receives an access request it is
required to comply with it without undue delay and at
the latest within one month of receipt. In line with the
risk-based approach to data protection, which is central
to the GDPR, each individual data controller and data
processor is required to put in place appropriate technical
and organisational measures to ensure and demonstrate
that the data processing undertaken complies with
legislation. Accordingly a clear organisational policy on

to how to action a subject access is prudent, and key to
avoiding costly and time consuming repetition of work for
organisations.

Legal Privilege and the Right of Access

There are essentially two classes of legal professional
privilege- legal advice privilege or litigation privilege.
As a first step it is necessary for the DPC to establish t
he nature of privilege advanced by the data controller,

Legal advice privilege attaches to communications
between a lawyer and client where the communication
is confidential and for the purpose of giving or receiving
legal advice. Where the dominant purpose of the com-
munication is to prepare for “actual or apprehended”
litigation, litigation privilege may be claimed.

Having established the category of privilege, the next
step for the DPC is to assess the privilege status of the
personal data. The question as to whether personal

data contained in documents are ones to which privilege
applies, is essentially a legal question and it is fair to

say that the Oireachtas incorporated the common law
principles as they apply to privilege in the Data Protection
Act 2018.

In any examination of this nature the DPC will require
considerable information, including an explanation as
to the basis upon which the data controller, is asserting
privilege so that we can properly evaluate the validity of
reliance on Section 162. Essentially the DPC will seek a
narrative of each document containing personal data.
In relation to litigation privilege the primary focus when
assessing personal data is when litigation came into the
minds of the parties, i.e. when it was threatened

or contemplated.

Electronic Direct Marketing Complaints

The DPC actively investigates and prosecutes offences
relating to electronic direct marketing under S.I.
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336/2011 — European Communities (Electronic Commu-
nications Networks and Services) (Privacy and Electronic
Communications) Regulations 2011 (‘the ePrivacy
Regulations’). The ePrivacy Regulations implement
Directive 2002/58/EC (‘the ePrivacy Directive’) in Irish law.

The DPC received 144 new complaints in relation to
electronic direct marketing in 2020. These included

some 66 complaints in relation to email messages,

73 complaints in relation to text messages, and five
complaints concerning phone calls. A total of 149
electronic direct marketing investigations were concluded
in 2020. This figure comprises one complaint from 2018,
51 from 2019 and 97 from 2020. The DPC prosecuted

6 companies during 2020 for direct marketing infringe-
ments, the details of which are set out in Appendix 3.

One-Stop-Shop Complaints

The One-Stop-Shop mechanism (OSS) was established
under the GDPR with the objective of streamlining how
organisations that do business in more than one EU
member state engage with data protection authorities
(called 'supervisory authorities’ under the GDPR). The
OSS requires that these organisations are subject to
regulatory oversight by just one DPA, where they have

a 'main establishment’, rather than being subject to
regulation by the data protection authorities of each
member state. The main establishment of an organisa-
tion is generally its place of central administration and/or
decision making. In the case of a data processor that has
no place of central administration, then its main establish-
ment will be where its main processing activities in the EU
take place.

In 2020, the DPC received 354 cross-border processing
complaints through the OSS mechanism that were
lodged by individuals with other EU data protection
authorities.

Data-Breach Complaints

The DPC also handles complaints relating to both
notified and non-notified data breaches. The majority
of data-breach complaints arise as a result of a notifica-
tion to the DPC — from an organisation or entity — that
there has been a breach in relation to the personal
data for which they are the data controller. Data-breach
complaints may also arise in circumstances where an
individual has become independently aware of a data
breach, often through media coverage, or through
adverse impact arising from the breach (e.g. unauthorised
access to email accounts, customer or bank accounts,
etc.).

Law Enforcement Directive Complaints

The EU Directive known as the Law Enforcement Directive
(EU 2016/680) (the LED) was transposed into Irish law on
25 May 2018 with the enactment of the Data Protection
Act 2018. The LED applies where the processing of
personal data is carried out for the purposes of the
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prevention, investigation, detection or prosecution of
criminal offences, or the execution of criminal penalties.
In order for the LED to be applicable, the data controller
must also be a “competent authority” as set out in Section
69 of the Data Protection Act 2018.

In 2020, the DPC handled 37 LED complaints, in the
majority of which the Irish police force, An Garda
Siochana (AGS), were the data controller. Complaints
also included organisations such as the Irish Prison
Service, the Revenue Commissioners, the Department of
Agriculture & Food, as well as several local authorities.

Section 91 of the Data Protection Act 2018 applies to
the processing of personal data for law enforcement
purposes and sets out the conditions for individuals to
access, rectify or erase their personal data. Requests to
access a copy of data recorded on AGS systems, details
of a prosecution by the Revenue Commissioners against
a person, or a litter fine imposed by a local authority are
referred to as Section 91 LED subject access requests.

The DPC frequently encounters cases where data
subjects make subject access requests seeking third
party information such as the name and address of

the perpetrator of an alleged assault, or the details of

a person who reported a matter in confidence. Section
91(7) of the Data Protection Act 2018 provides that a
data controller (competent authority under the LED)
shall not provide individuals with personal data relating
to another individual where doing so would reveal, or
would be capable of revealing, the identity of the other
individual. The only circumstances in which 91(7) does
not apply is where a third party consents to the provision
of their information to the data subject making the
request as set out in 91(8) of the Act. Section 91(9) of the
Act also provides that the right of access shall not apply
to data that consists of an expression of an opinion about
an individual by another person given in confidence or
on the understanding that it would be treated as
confidential.

Complaints received under the
Data Protection Acts 1988 and 2003

The DPC continues to receive and examine complaints
that fall under the Data Protection Acts 1988 and 2003.
Under both the 2018 Act and the 1988 and 2003 Acts, it
is the statutory obligation of the DPC to strive to amicably
resolve complaints that are received from members of
the public. In 2020, the vast majority of complaints falling
under the 1988 and 2003 Acts were concluded amicably
between the parties to the complaint, without the
necessity for issuing a formal decision under Section 10
of the 1988 and 2003 Acts. The Commissioner has issued
77 formal decisions under the Data Protection Acts 1988
and 2003 since January 2020 of which 50 fully upheld the
complaint and 18 rejected the complaint. In a further nine
instances, the complaint was partially upheld.
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Complaints concluded with Decisions under
the Data Protection Acts 1988 and 2003

Complaint upheld 50
Complaint rejected 18
Complaint partially upheld 9
Total: 77

Data protection and the courts when
acting in their judicial capacity

Although the DPC is the supervisory authority for data
protection laws in Ireland, special rules apply where

the courts are engaging in processing activities. These
special rules come from Article 55(3) of the GDPR, which
prohibits the DPC, like other EU DPAs from supervising
the data processing operations of the courts when they
are acting in their judicial capacity. This is to ensure the
independence of the judiciary in the performance of its
judicial tasks, including decision-making.

Sections 157 to 160 of the Data Protection Act 2018
along with the relevant Rules of Court regulate how the
Irish courts must process personal data and how certain
data protection rules in the GDPR should be given effect
(including any restrictions on data protection rights). This
includes a provision for the assignment of a specific judge
by the Chief Justice of Ireland to act as the data protection
supervisor in relation to the processing of personal data,
which occurs when the Irish courts are acting in their
judicial capacity. More information on the supervision of
data processing by the Irish courts when acting in their
judicial capacity can be found at https://www.courts.ie/
courts-data-protection-notice

Distinguishing the roles of the DPC
and Assigned Judge

Not all processing activities connected with the courts will
necessarily come within the scope of the courts acting in
their judicial capacity. For data protection matters that
fall outside of that scope, the DPC will be the relevant
supervisory authority. The DPC receives complaints

from individuals where the issues raised may in fact
relate to the courts acting in their judicial capacity and
therefore are not matters that the DPC can handle. Other
complaints relating to broader court activities come with
the DPC's remit.

The following examples illustrate the areas where the

DPC or the Assigned Judge is the appropriate supervisory
authority.
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Example A:

The Courts as an employer

(Cases where the DPC is the competent supervisory authority)

The Court Service admitted that a
manager used CCTV to monitor an
employee’s working hours.

Example B:

Disclosure of Court Orders

held by third parties

(Cases where the DPC is the competent supervisory authority)

As the matters complained of do not come within
the data processing activities of the courts acting in
their judicial capacity, the DPC was the appropriate
authority to deal with this complaint.

The complainant was party to Family
Law proceedings in which the District
Court Judge directed that the children of
the parties be referred for play therapy.
The solicitors for the mother disclosed
two court orders (relating to access)

to the play therapist. This was in the
absence of a court order to do so or at
the request of the play therapist. The
information contained in the orders was
not necessary for the purposes of the
play therapy and disclosed information
relating to other matters including
maintenance.
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As the matters complained of do not come within
the data processing activities of the courts acting in
their judicial capacity, the DPC was the appropriate
authority to deal with this complaint.
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Example C:

Disclosure of personal data

on a voluntary basis

(Cases where the DPC is the competent supervisory authority)

The comp|ainant’s persona| data was As the matters complained of do not come within

included in a voluntary Affidavit of the data processing activities of the courts acting in
. b h their judicial capacity, the DPC was the appropriate

Dlscover.y sworq ya non-party to the authority to deal with this complaint.

proceedings. This happened in the

absence of a Court Order compelling

non-party discovery and therefore there

was no legal basis to make the discovery.

Example D:

Access to the Court file

(Cases where the Assigned Judge is the
competent supervisory authority)

The complainant made an access request  As the matters complained of come within the

to a local court office for all personal data processing activities of the courts acting in

q held bv the C Servi lati their judicial capacity, the Assigned Judge was the
ata. € ] 'yt e Courts Service relating appropriate authority to deal with this complaint.

to him arising from an appearance

before the court, including the court

records and the digital audio recording of

the hearing. The request was refused.
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Example E:

Complaints about the Court Record

(Cases where the Assigned Judge is the
competent supervisory authority)

The Comp|ainant (who was the defendant As the matters complained of come within the

in proceedings before the courts) alleges ~ 93t@ processing activities of the courts acting in

. larities in the orders made by th their judicial capacity, the Assigned Judge was the
irregularities in the orders made by the appropriate authority to deal with this complaint.
court and sought rectification of these.
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Case Studies

Case Study 1:

Unauthorised publication
of a photograph (Amicable Resolution)

The DPC received a complaint from an
individual regarding the publication of
their photograph in an article contained
in a workplace newsletter without their
consent. The data controller, who was
the individual's public sector employer,
informed the individual that it should
have obtained consent to use the
photograph in the workplace newsletter
as this was not the purpose for which
the photograph was obtained. The data
controller also informed the individual
that a data breach had occurred in this
instance.

This complaint was identified as potentially being
amicably resolved under Section 109 of the Data
Protection Act 2018, with both the complainant and
data controller agreeing to work with the DPC to try
to amicably resolve the issue.

The data controller engaged with the DPC on the
matter, and advised that it had conducted an
internal investigation and determined that a data
breach did occur and that consent should have
been obtained to use the individual's photograph in
the workplace newsletter. The purpose(s) for which
the photograph was initial obtained did not include
publication in a newsletter. An apology from the
employer was issued to the individual. However, the
complainant did not deem this to be an appropriate
resolution to the complaint at hand.
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The DPC provided recommendations that a consent
information leaflet be distributed to staff in advance
of using photography, audio and/or video, and that
a consent form for photography, audio and video be
completed and signed prior to images or recordings
being obtained, which the controller subsequently
implemented.

Article 5(1)(b) of the GDPR states that “personal
data shall be collected for specified, explicit and
legitimate purposes and not further processed in
a manner that is incompatible with those purposes
(‘purpose limitation’)

The DPC was satisfied that the data controller
further processed the individual's personal data
without their consent (or other legal basis) for doing
so when it published the employee photograph

in the workplace newsletter. The DPC issued an
outcome letter advising the complainant of same.
The DPC was satisfied with the organisational
measures subsequently introduced and as such

no further actions by the controller in this case was
warranted.

In this case study, the risks to the fundamental rights
and freedoms of the individual could not be deemed
significant, but nonetheless the personal data
processing upset the individual and is an infringe-
ment of GDPR in the circumstances. This underlines
the need for all organisations to train staff — at all
levels and in all roles — to be aware of the GDPR
and take account of its principles.
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Case Study 2:

No response received to subject
access request (Amicable Resolution)

The DPC received a complaint from an
individual regarding a subject access
request made by them to a data
controller, an auction house whose
platform the complainant had used to
sell goods, for a copy of all information
relating them. No response was received
from the data controller despite the
individual issuing two subsequent
reminders.

This complaint was identified as potentially being
capable of amicable resolution under Section 109
of the Data Protection Act 2018, with both the
complainant and data controller agreeing to work
with the DPC to try to amicably resolve the matter.

The data controller engaged with the DPC on the
matter and informed us that while it previously had
a business relationship with the individual in 2016,
it did not hold any information relating to them as
it had installed a new system in May 2018, and no
data was retained prior to that. It further informed
the DPC that it had shredded all paper files and
that its legal adviser's informed them it was not a
requirement to retain same.

23

The data controller also provided the DPC with
screenshots from its electronic system of the results
of a search against the individual's name, which did
not identify any results to display.

Article 12(3) of the GDPR states that “the controller
shall provide information on action taken on a request
under Articles 15 to 22 to the data subject without
undue delay and in any event within one month of
receipt of the request.”

Having examined the matter thoroughly, it was
apparent to the DPC that the data controller
contravened Article 12(3) of the GDPR as controllers
have an obligation to provide a response to the indi-
vidual's subject access request within the statutory
timeframe as set out in Article 12 of the GDPR, even
where the controller is not in possession of any such
data.

Regarding the individual's subject access request no
further action on this matter was warranted as there
was no evidence to suggest that any data relating to
the individual was held by the data controller.

The DPC issued advice to the data controller,
reminding it of its obligations specifically under
Articles 12 and 15 and the requirement to provide
information on actions taken in relation to a subject
access request, even in circumstances where this is
to inform an individual that it does not hold any data.
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Case Study 3:
Retention of a minor’s personal data

by a State Agency (Amicable Resolution)
(Applicable Law — Data Protection Acts, 1988 and 2003)

In this case, the complainants involved
had previously requested that an Irish
state agency erase a file pertaining to an
incident at school involving their young
child which had originally been notified
to the agency. However while the agency
had decided that the incident did not
warrant further investigation, it had
refused to erase the minor's personal
data — indicating that such files are
retained until the minor in question
reaches the age of 25 years.

Case Study 4.

The DPC requested that the state agency outline

its lawful basis for the retention of the minor's
personal data. The agency provided this and cited its
retention policy as stated to the complainants, but
the DPC did not consider a blanket retention period
applicable in the particular circumstances.

The DPC informed both parties of the amicable
resolution process and both expressed a willingness
to engage on same. After iterative engagement
between the complainants and the controller to
discuss the matter, the state agency confirmed to
the complainants that the file containing their child's
personal data would be deleted.

Legal Privilege invoked to withhold

personal data (Access Request Complaints)

The DPC dealt with a case which
concerned an application by an
individual to a hospital for their personal
data. This individual had instructed their
solicitor in relation to a negligence action
against the hospital arising from care
they received.

By the time the individual made a complaint the
DPC through their solicitor the hospital had released
some medical records, but the individual advised
that they were awaiting non-clinical notes which

the hospital was refusing to release on the basis
that they were subject to litigation privilege. Spe-
cifically the individual (who was represented by

their solicitor in the complaint to the DPC) was of
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the view that various staff statements had been
withheld. Through the complaint-handling process
the DPC established that staff statements had been
prepared in the course of an internal review by the
hospital of the care of the patient.

The DPC requested sight — on a voluntary basis —
of the documentation withheld from the individual
in response to the access request, in order to

be satisfied that their contents and eligibility for
exemption from release had been validly applied.

In circumstances where the statement had been
prepared for the dominant purpose of an internal
review and no litigation had commenced or been
threatened at the date of the creation of the
statements, the DPC was not satisfied that litigation
privilege applied and directed that they be released.
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Case Study 5:

Attendance Monitoring and Facial

Recognition at a secondary school
(Direct Intervention)

Following media reports regarding a
facial recognition trial for attendance
monitoring purposes in a secondary
school, the DPC met with members of
staff and the Board of Management of
the school in February 2020.

The DPC outlined the data protection issues
surrounding the use of biometrics data, specifically
facial recognition technology, in an educational
environment, including processing the data of
minors. The DPC referred to the Swedish data
protection authority’s first fine under GDPR,
concerning a trial project in a secondary school
where facial recognition technology was used to
register student attendance.

The DPC stepped through the definition of biometric
data as set out in Article 4(14) of the GDPR and
highlighted additional GDPR provisions in Article

25

5 — Purpose limitation and data minimisation;
Article 9 — Sensitive data; and Articles 35 and 36 —
Data Protection Impact Assessment (DPIA) and Prior
Consultation.

Subsequent to the meeting, the school provided
the DPC with a full written report on the matter,
including confirmation that it did not proceed to trial
the attendance monitoring product in question.

European data protection authorities have tradi-
tionally adopted strong positions with regard to
facial recognition in schools and the use of biometric
attendance systems in the education sector. In
Ireland, the DPC regularly conducts inspections
of schools where reports of biometric attendance
systems or trials are received. The DPC considers
that exposure to intrusive methods of surveil-
lance without sufficient legal basis or justification
can desensitise students at a young age to such
technology and lead to them ceding their data
protection rights in other contexts also.
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Case Study 6:

Handling an Irish data subject’'s complaint
against German-based Cardmarket using

the GDPR One Stop Shop mechanism
(Applicable law — GDPR & Data Protection Act 2018)

The DPC received a complaint from

an Irish individual against Cardmarket,
a German e-commerce and trading
platform. The individual received an
email from Cardmarket, notifying them
that it had been hacked and that some
of its users' personal information may
have been leaked. The individual alerted
the DPC and submitted a complaint in
relation to the breach.

Under the One-Stop-Shop (OSS) mechanism created
by the GDPR, the location of a company’s main
European establishment dictates which European
authority will act as the lead supervisory authority
in relation to any complaints received. Once the
lead authority (LSA) is established, the authority
that received the complaint acts as a concerned
supervisory authority (CSA). The CSA is the interme-
diary between the LSA and the individual. Among
other things, the reason for this separation is so
that supervisory authorities can communicate with
individual complainants in their native language.

In this case, the Berlin DPA acted as the LSA, as the
company had its main establishment in the Berlin
territorial area. The DPC acted as a CSA, communi-
cating with the Berlin DPA and transmitting updates
in relation to the investigation (once they were
translated from German to English) to the individual
complainantin Ireland.

The Berlin DPA concluded its investigation into the
breach and the individual's complaint. It uploaded
two draft decisions, one in relation to the overall
breach which impacted many other users of the
platform throughout Europe, and another in relation
to the specific complaint which had been lodged by
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the Irish individual with the DPC and communicated
to the Berlin DPA.

An important aspect of the OSS mechanism is that
a CSA may comment on a draft decision issued by
a lead supervisory authority. This is to ensure that
European supervisory authorities are applying the
GDPR consistently i.e. that a final decision reached
by the Berlin DPA would have the same conclusion
as a decision of the DPC if the company had been
located in Ireland and the DPC had investigated the
complaint as the lead supervisory authority.

The DPC were satisfied with the Berlin DPA draft
decisions and did not consider it necessary to
raise any points of clarification or requests for
amendment on this occasion.

The draft decision in relation to the overall breach
described a number of measures taken by the
platform to address the breach and mitigate its
adverse effects. The measures included taking its
servers off of their network and deleting all the data
on them, as well as resetting all user passwords
and ensuring new passwords were encrypted with
the latest hashing methods. The draft decision
considered that a repetition of the incident was
unlikely, and that the mass disclosure of passwords
had been rendered practically impossible in light of
the measures taken.

The DPC informed the individual of the outcome
of the Berlin DPA's investigation, providing them
with a copy of the overall decision investigating the
breach and the decision dealing with their specific
complaint.

This case illustrates the challenging handoffs

and handovers involved in the OSS mechanism
established by the GDPR. It demonstrates the depth
of cooperation between European supervisory
authorities required for the consistent application of
the GDPR in Europe.
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Case Study 7:

The Operation of the Article 60 Procedure

in Cross Border Complaints: Groupon

The DPC received a complaintin July 2018
from the Polish data protection authority
on behalf of a Polish complainant
against Groupon International Limited
(“Groupon”). The complaint related to
the requirements that Groupon had in
place at that time to verify the identity

of individuals who made data protection
rights requests to it. In this case, the
complainant alleged that Groupon'’s
practice of requiring them to verify their
identity by way of electronic submission
of a copy of a national identity card, in
the context of a request they had made
for erasure of personal data pursuant

to Article 17 of the GDPR, constituted

an infringement of the principle of data
minimisation as set out in Article 5(1)

(c) of the GDPR, in circumstances where
there was no requirement to provide

an identity document when a Groupon
account was created. In addition, the
complainant alleged that Groupon'’s
subsequent failure to act on the erasure
request (in circumstances where the
individual objected to providing a copy of
their national identity card) constituted
an infringement of their right to erasure
under Article 17.

The DPC commenced an examination of the
complaint upon receipt of same. In the course of

its correspondence with Groupon on the matter, it
became clear that Groupon'’s policy of requiring a
requester to provide a copy of a national identity
card, which had been in place since before the
GDPR came into force (and which was in place at
the time of the complainant's erasure request), had
been discontinued since October 2018. In its place,
Groupon had implemented an email authentication
system which allowed Groupon users to verify their
account ownership. The DPC attempted to amicably
resolve the complaint (pursuant to section 109(2) of
the Data Protection Act 2018), but the complainant

27

was unwilling to accept Groupon'’s proposals in
respect of same. As such, the matter fell to be
decided by way of a decision under Article 60 of the
GDPR.

(i) Initial Draft Decision

The first step in the Article 60 process entailed the
DPC preparing a draft decision in respect of the
complaint. In its initial draft decision, the DPC made
findings of infringements of Articles 5(1)(c) and

12(2) of the GDPR by Groupon. The DPC provided
the draft decision to Groupon to allow it to make
submissions. Groupon subsequently provided a
number of submissions, which (along with the DPC's
analysis thereof) were taken into account in a further
version of the draft decision.

(i) Provision of Initial Draft Decision to Concerned
Supervisory Authorities

The second stage in the Article 60 process involved
the DPC's initial draft decision being uploaded to
the IMI to be circulated amongst the Concerned
Supervisory Authorities (CSAs), pursuant to Article
60(3) of the GDPR. The DPC's draft decision was
uploaded to the IMI on 25 May 2020 and, pursuant
to Article 60(4) of the GDPR, CSAs were thereafter
entitled to four weeks in which to submit any
relevant and reasoned objections to the decision.

The DPC subsequently received a number of
relevant and reasoned objections and comments
on its decision from CSAs. In particular, certain CSAs
argued that additional infringements of the GDPR
ought to have been found, and in addition that a
reprimand and/or administrative fine ought to have
been imposed.

(iii) Revised Draft Decision

The next stage of the Article 60 process required
the DPC to carefully consider each relevant and
reasoned objection and comment received in
respect of its draft decision, and incorporate its
analysis of same into a revised draft decision. In
revising its draft decision, the DPC followed certain
relevant and reasoned objections received, and
declined to follow certain relevant and reasoned
objections. The DPC's revised draft decision,
taking into account its analysis of the relevant and
reasoned objections and comments in respect of
its draft decision, found additional infringements of
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Articles 17(1)(a) and 6(1) of the GDPR by Groupon.

In addition, the DPC proposed in its revised draft
decision to issue a reprimand to Groupon, pursuant
to Article 58(2)(b) of the GDPR. The DPC provided its
revised draft decision to Groupon to allow it to make
final submissions. A number of final submissions
were received from Groupon, which (along with the
DPC's analysis thereof) were taken into account in
the DPC's revised draft decision.

(iv) Provision of Revised Draft Decision to Concerned
Supervisory Authorities

The next stage of the Article 60 process entailed

the DPC uploading its revised draft decision to the
IMI, for circulation among the CSAs. Under Article
60(5) of the GDPR, CSAs were entitled to two
further weeks in which to indicate if they planned to
maintain their objections. This raised the prospect
that the Dispute Resolution procedure under Article
65 of the GDPR would have to be engaged, which
would have involved the European Data Protection
Board (EDPB) adjudicating on the point(s) of dis-
agreement, and which would have extended further
the time in which the decision in respect of the case
could be completed. However, the additional query
was subsequently withdrawn.

(v) Adoption of Final Decision

Upon the withdrawal of the final relevant and
reasoned objection, and the passing of the deadline
for receipt of any further objections, the last stage
of the Article 60 process entailed the DPC adopting
the final decision, which was uploaded to the IMI
and communicated to Groupon. The final decision
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was uploaded on 16 December 2020. As per Article
60(6) of the GDPR, the CSAs were deemed at this
point to be in agreement with the decision and to
be bound by it. Pursuant to Article 60(7), the Polish
data protection authority with which the complaint
was initially lodged was responsible for informing
the complainant of the decision.

In summary, the DPC found infringements of the
following Articles of the GDPR in respect of this case:
Articles 5(1)(c), 12(2), 17(1)(@) and 6(1).

This case study demonstrates that, where a cross
border data protection complaint cannot be
amicably resolved, the Article 60 procedure that
follows as a result is particularly involved, complex
and time-consuming, especially as the views of other
supervisory authorities across the EU/EEA must be
taken into account and carefully considered in all
such cases. In this case, following the completion of
the investigation of the complaint, the initial draft of
the DPC's decision was uploaded to the IMI on 25
May 2020, and the final decision — incorporating
submissions from Groupon, relevant and reasoned
objections and comments from CSAs, and the DPC's
analysis thereof — was adopted on 16 December
2020, some seven months later.
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Case Study 8:

Amicable Resolution in Cross Border

Complaints: MTCH

The DPC received a complaint in June
2020, via its complaint webforms,
against MTCH Technology Services
Limited (Tinder). Although the complaint
was made directly to the DPC, from

an Irish resident, upon assessment

it was deemed to constitute a cross
border complaint because it related

to Tinder’s general operational policies
and, as Tinder is available throughout
the EU, the processing complained

of was therefore deemed to be of a
kind “...which substantially affects or is
likely to substantially affect data subjects in
more than one Member State” (as per the
definition of cross border processing
under Article 4(23) of the GDPR).

The complaint related to the banning of the com-
plainant from the Tinder platform, subsequent to
which the complainant had made a request to
Tinder for the erasure of his personal data under
Article 17 of the GDPR. In response to his request
for erasure, the complainant was referred by Tinder
to its privacy policy for information in relation to its
retention policies in respect of personal data. In par-
ticular, Tinder informed the complainant that “after
an account is closed, whatever the reason (deletion
by the user, account banned etc.), the user's data is
not visible on the service anymore (subject to allow-
ing for a reasonable delay) and the data is disposed
on in accordance with [Tinder's] privacy policy”.

The complainant was dissatisfied with this response
and followed up with Tinder again requesting the
erasure of his personal data. Tinder responded by
reiterating that “...personal data is generally deleted
“upon deletion of the corresponding account”,
further noting that deletion of such personal data
is “only subject to legitimate and lawful grounds to
retain it, including to comply with our statutory data
retention obligations and for the establishment, ex-
ercise or defence of legal claims, as permitted under
Art. 17(3) of GDPR.” The complainant subsequently
made his complaint to the DPC.

Upon the DPC's engagement with Tinder in respect
of this complaint, Tinder informed the DPC that the
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complainant had been banned from the platform
as his login information was tied to another banned
profile. Also, Tinder identified eleven other accounts
associated with the complainant's device ID. All
these accounts had been banned from the Tinder
platform as it appeared that an unofficial client was
being used to access Tinder (a violation of Tinder's
terms of service). The DPC reverted to the com-
plainant with this information, and the complainant
advised that he had used the official Tinder client
for Android and the official Tinder web site on
Firefox. However, it transpired that he had been
using a custom Android build on his phone with
various security and privacy add-ons. As a result, his
phone had a different device ID after each update/
reboot. In the complainant’s view, this was the

likely cause of the issue that resulted in his being
banned from Tinder. In light of such a ban, as per
Tinder's policy on data retention, his personal data
would have been retained for an extended period
of time. However, in the circumstances, by way of

a proposed amicable resolution, Tinder offered to
immediately delete the complainant's personal data
so that he could open a new account.

The complainant had certain residual concerns
regarding the manner in which Tinder responds to
erasure requests. Upon being informed that such
matters were being examined by the DPC by way
of a separate statutory inquiry, the complainant
agreed to accept Tinder's proposal for the amicable
resolution of the complaint. As such, the matter
was amicably resolved pursuant to section 109(3)
of the Data Protection Act 2018 (the Act), and under
section 109(3) of the Act the complaint was deemed
to have been withdrawn.

This case study demonstrates that a thorough
examination of a seemingly intractable complaint
can bring about its amicable resolution, which will
often result in a fair and efficacious solution for
the affected individual in a timely manner. In this
case, the information gleaned by the DPC when it
probed in more depth into the circumstances of the
complainant's ban from Tinder — namely the fact
that the complainant used a custom Android build
with security and privacy add-ons — contributed to
a greater understanding between the parties and
led to Tinder making its proposal for the resolution
of the case, which the complainant accepted.
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Case Study 9:

Amicable Resolution in Cross Border

Complaints: Facebook Ireland

The DPC received a multi-faceted
complaint in April 2019 relating to
requests for access (under Article 15 of
the GDPR), rectification (under Article 16
of the GDPR) and erasure (under Article
17 of the GDPR) that the complainant
had made to Facebook Ireland Limited
(“Facebook”). The complaint was made
directly to the DPC, from a data subject
based in the UK. Upon assessment in
the DPC, the complaint was deemed to
be cross border because it related to
Facebook’s general operational policies
and, as Facebook is available throughout
the EU, the processing complained

of was therefore deemed to be of a
kind “...which substantially affects or is
likely to substantially affect data subjects in
more than one Member State” (as per the
definition of cross border processing
under Article 4(23) of the GDPR).

The complainant initially made his requests to
Facebook because his Facebook account had been
locked for over a year, without reason in the view
of the complainant, and he believed Facebook held
inaccurate personal data relating to him. Wishing to
ultimately erase all the personal data that Facebook
held in relation to him, the complainant was of the
view that this inaccurate information was preventing
him from being successfully able to log into his
Facebook account to begin the erasure process.

He had therefore made an access request to
Facebook, but had been unable to verify his identity
to Facebook's satisfaction. The complainant subse-
quently made his complaint to the DPC.

After a considerable amount of engagement by the
DPC with both Facebook and the complainant with
a view to amicably resolving the complaint, in the
course of which the complainant was able to verify
his identity to Facebook's satisfaction, Facebook
agreed to provide the complainant with a link
containing the personal data that it held in relation
to him. The complainant accessed the material

at the link, but remained dissatisfied because he
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claimed that the material provided was insufficient.
In particular, the complainant indicated that he
wished to be advised of any personal data held in
relation to him by Facebook beyond that which was
processed in order to operate his Facebook profile.

Facebook responded to the DPC indicating that the
material provided to the complainant via the link
was the totality of the account data that it held in
relation to him. The complainant remained dissat-
isfied with this response, indicating that he wished
to obtain information regarding any personal data
that Facebook held in relation to him that was not
related to his Facebook account. He also reiterated
his belief that some of this personal data, allegedly
held by Facebook but not related to his Facebook
account, may be inaccurate, in which case he wished
to have it rectified.

In response, Facebook advised the DPC that, since
the commencement of the complaint, it had made
certain enhancements to its ‘Download Your
Information’ tool. Following this update to its access
tools, it had determined that a very small amount
of additional personal data existed in relation to
the complainant's Facebook account, and provided
the complainant with a new link containing all of the
personal data it held in relation to the complainant,
including this additional data. The complainant
accessed this additional material and, with a view
to resolving his complaint, sought confirmation
that, once the deletion of his account was effected,
Facebook would no longer hold any personal data
in relation to him. Facebook reverted to indicate
that the material it had provided to the complainant
was the totality of the data it held in relation to him
that fell within the scope of Article 15, and indicated
that it would proceed with the erasure of the com-
plainant's personal data once he had indicated that
he was now satisfied for it to do so.

The complainant was content to conclude the matter
on this basis and, as such, the matter was amicably
resolved pursuant to section 109(3) of the Data
Protection Act 2018 (the Act), and under section
109(3) of the Act the complaint was deemed to have
been withdrawn.

This case study demonstrates the benefits — to
individual complainants — of the DPC's intervention
by way of the amicable resolution process. In this
case, the DPC's involvement led to the complainant
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being able to verify his identity to Facebook’s sat-
isfaction, and to Facebook providing him with links
containing his personal data on two occasions. The
DPC's engagement with the controller also resulted
in it confirming, to the complainant’s satisfaction,
that all the personal data that fell to be released

in response to an Article 15 request had been
provided to him. This resulted in a fair outcome that
was satisfactory to both parties to the complaint.

Case Study 10:
Article 60 Non-response to

This case study also illustrates the intense re-
source-investment necessary on the part of DPAs
to resolve issues of this nature. The complainant in
this case raises an issue of concern to themselves
and is entitled to have that addressed. The question
the case raises is whether the controller in this case
should have been capable of resolving this matter
without the requirement for extensive DPA-resourc-
es to mediate the outcome.

an Access Request by Ryanair

In this case, the complainant initially
submitted their complaint to the
Information Commissioner’s Office (ICO)
of the UK, which was thereafter received
by the DPC, on 2 March 2019. The
complaint related to the alleged failure
by the Ryanair DAC (Ryanair) to comply
with a subject access request submitted
to it by the complainant on 26 September
2018 in accordance with Article 15 of the
GDPR. The ICO provided the DPC with a
copy of the complaint form submitted to
the ICO by the complainant, a copy of the
acknowledgement, dated 26 September
2018, that the complainant had received
from the data controller when submitting
the access request, and a copy of the
complainant's follow up email to the

data controller requesting an update in
relation to their request.

Acting in its capacity as Lead Supervisory Authority,
the DPC commenced an examination of the
complaint by contacting the data controller, outlining
the details of the complaint and instructing the data
controller to respond to the access request in full
and to provide the DPC with a copy of the cover letter
that issued to the complainant. Ryanair provided the
complainant with access to copies of their personal
data relating to the specific booking reference that
the complainant had provided to the ICO and data
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relating to a separate complaint. Ryanair advised that
it could not provide the complainant with a copy of
the call recording they had requested as, due to the
delay on Ryanair's part in processing the request, the
call recording had been deleted in accordance with
company policy and they had been unable to retrieve
it. Ryanair advised the DPC that it had previously
informed the complainant of this via its online portal.
Ryanair stated that at the time the request was
submitted, due to the volume of data subjects who
did not verify their email address, access requests
were not assigned to the relevant department until
the email was verified by the data subject. Ryanair
advised the DPC that the complainant responded

to the request, verifying their email address, but

the agent who was working on the request had
ceased working on the online portal and therefore
the request had not been assigned to the relevant
department. Ryanair asserted that this error was

not discovered until sometime later, when the
request was then assigned to the Customer Services
department to provide the necessary data, including
the call recording, at which point the call record had
been deleted in accordance with Ryanair's retention
policy. Ryanair provided the DPC with a copy of its
retention policy, in which it states that call recordings
are retained for a period of 90 days from the date of
the call. Ryanair advised that, as the complainant’s
call had been made on 5 September 2018, it would
have been automatically deleted on 04 December
2018. Ryanair further stated that it does not have the
functionality to retrieve deleted call recordings.

Pursuant to Section 109(2) of the Data Protection
Act 2018, the DPC attempted to facilitate the
amicable resolution of the complaint. However
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the complainant was unwilling to accept Ryanair's
proposals in respect of same. As such, the matter fell
to be decided by way of a decision under Article 60
of the GDPR.

(i) Initial Draft Decision

As the complaint related to cross border processing,
the DPC was obliged, in accordance with the Article
60 process, to make a draft decision in respect

of the complaint. In its initial version of the draft
decision, the DPC made a finding of infringement

of Article 15 of the GDPR in that Ryanair failed to
provide the complainant with a copy their personal
data that was undergoing processing at the time of
the request. The DPC also found an infringement

of Article 12(3) of the GDPR in that Ryanair failed to
provide the complainant information on action taken
on their request under Article 15 within the statutory
timeframe of one month. The DPC provided the draft
decision to Ryanair to allow it to make submissions.
Ryanair subsequently provided a number of
submissions, which (along with the DPC's analysis

thereof) were taken into account in the draft decision.

(ii) Provision of Draft Decision to Concerned
Supervisory Authorities

In accordance with the Article 60 process, the DPC
proceeded to submit its draft decision to the IMI to
be circulated amongst the Concerned Supervisory
Authorities (CSAs), pursuant to Article 60(3) of the
GDPR. The DPC's draft decision was uploaded to the
IMI'on 25 May 2020 and, pursuant to Article 60(4) of
the GDPR, the CSAs were thereafter entitled to four
weeks in which to submit any relevant and reasoned
objections to the decision.

The DPC subsequently received a number of relevant
and reasoned objections and comments in relation
to its draft decision from the CSAs. In particular,
certain CSAs argued that additional infringements of
the GDPR ought to have been found, and in addition
that a reprimand ought to have been imposed.

(iii) Revised Draft Decision

In accordance with Article 60(3) of the GDPR, the
DPC is obliged to take due account of the views of
the CSA's. In light of the objections and comments
received from the CSAs, the DPC carefully considered
each relevant and reasoned objection and comment
received in respect of its draft decision. The DPC
revised its draft decision to include a summary and
analysis of the objections and comments expressed
by the CSAs. In revising its initial draft, the DPC
followed certain relevant and reasoned objections
received, and declined to follow others. In the its
revised draft decision, the DPC proposed to issue

a reprimand to Ryanair, pursuant to Article 58(2)

(b) of the GDPR. The DPC provided its revised

draft decision to Ryanair to allow it to make final
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submissions. Ryanair noted that the DPC had found
that it had infringed the GDPR, and that the DPC had
exercised its powers in this case in line with Recital
129 and the due process requirements in Article

58 of the GDPR. Ryanair advised the DPC that it
accepted the findings and the associated reprimand
and did not wish to make any further submissions.

(iv) Provision of Revised Draft Decision to
Concerned Supervisory Authorities

In accordance with Article 60(5) of the GDPR, once
the DPC submitted its revised draft decision to
the CSAs for their views, the CSAs were entitled to
two further weeks in which to submit any further
objections to the decision.

Pursuant to Article 60(5) of the GDPR, the DPC
submitted its revised draft decision to the CSAs

for their opinion on 20 October 2020. As the DPC
received no further objections or comments in
relation to the revised draft decision from the CSAs
within the statutory period, the CSAs were deemed
to be in agreement with the revised draft decision of
the DPC and bound by it in accordance with Article
60(6) of the GDPR.

(v) Adoption of Final Decision

Upon the passing of the deadline for receipt of any
further objections, the DPC proceeded to adopt the
final decision, in accordance with Article 60(7) of
the GDPR. The DPC then uploaded its final decision
to the IMlI and communicated it to Ryanair. The
final decision was uploaded on 11 November 2020.
Pursuant to Article 60(7), the ICO, with whom the
complaint was initially lodged, was responsible for
informing the complainant of the decision.

In summary, the DPC found infringements of Articles
12(3) and Article 15 of the GDPR in respect of this
complaint.

This case study demonstrates that, where a
complaint relating to the cross border processing
of personal data cannot be amicably resolved, the
Article 60 procedure that follows as a result is par-
ticularly involved, complex and time-consuming. In
this case, the initial draft of the DPC’s decision was
uploaded to the IMI on 25 May 2020, and the final
decision was not adopted until 11 November 2020,
some six months later.

This case study also demonstrates — once

again — the intensity of DPA resources consumed
in delivering outcomes on issues that could have
been resolved by the controller without recourse to
the DPC, raising again the question of unwarranted
DPA resource-drainage away from resolving wider
systemic issues which would achieve improved
outcomes for the maximum number of individuals.
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Case Study 11:

Purpose Limitation —

Law Enforcement Directive

The DPC examined a complaint where

an individual alleged that data gathered
in one particular law enforcement
context was being used by the same data
controller for another law enforcement
purpose. The complaint concerned

the prosecution of an individual for
offences in the equine and animal
remedies area by the Department of
Agriculture, Food & the Marine (DAFM)
and the separate referral by DAFM of
allegations of professional misconduct to
the Veterinary Council of Ireland (VCI) in
relation to the same person.

Having examined the matters raised, the DPC
referred the complainant to Section 71(5) of the
Data Protection Act 2018:

Where a controller collects personal data for a purpose
specified in section 70 (1)(a), the controller or another
controller may process the data for a purpose so
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specified other than the purpose for which the data
were collected, in so far as—

(a) the controller is authorised to process such personal
data for such a purpose in accordance with the law of
the European Union or the law of the State, and

(b) the processing is necessary and proportionate to the
purpose for which the data are being processed.

With regard to section 70(1)(a) and “the law of the
State”, the DPC noted the provisions set out in the
Veterinary Practice Act 2005 regarding the conduct
of inquiries by the VCl into allegations of profes-
sional misconduct. In particular, section 76 of the
Veterinary Practice Act 2005 outlines that the VCl
or any person may apply for an inquiry with regards
to the fitness to practice veterinary medicine of a
registered person. On this basis, the DPC did not
consider data protection legislation to disallow the
separate referral by DAFM of allegations of profes-
sional misconduct to the VCl in relation to a person,
in tandem with prosecution proceedings by DAFM
against the same individual for offences in the
equine and animal remedies area.
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Case Study 12:

Alleged disclosure of the complainant’s

personal data by a local authority
(Data Breach Complaint)

The DPC received a complaint from

an individual concerning an alleged
disclosure of the complainant’s personal
data by a local authority. The complainant
alleged that the local authority had
disclosed the complainant’'s name, postal
address and information relating to the
housing assistance payment in error to

a third-party. The individual had been
informed by the local authority that

this disclosure had occurred. However,
the individual was dissatisfied with the
actions taken by the local authority in
response to the disclosure and did not
wish to engage further with the local
authority with a view to seeking an
amicable resolution of the complaint.

The DPC examined the complaint and contacted the
local authority in order to seek further information
regarding the individual's allegations. The local
authority confirmed to the DPC that a personal

data breach had occurred when the complainant's
personal data was included, in error, in a Freedom
of Information request response to a third-party.

34

In addition to the information provided by the
local authority to the DPC in the context of its
examination of the complaint, the incident in
question was notified to the DPC by the local
authority as a personal data breach, as required
by Article 33 of the GDPR. In that context, the
DPC engaged extensively with the local authority
regarding the circumstances of the personal data
breach, the data security measures in place at the
time the personal data breach occurred and the
mitigating measures taken by the local authority,
including the local authority's ongoing efforts to
retrieve the data from the recipient.

On the basis of this information, the DPC concluded
its examination of the complaint by advising the
individual that the DPC was satisfied that the
complainant's personal data were not processed

by the local authority in a manner that ensured
appropriate security of the personal data and that
an unauthorised disclosure of the complainant’s
personal data, constituting a personal data breach,
had occurred. On the basis of the actions that had
been taken by the local authority in response to the
personal data breach and, in particular, the fact that
the recipient of the complainant’s personal data had
returned the data to the local authority, the DPC did
not consider that any further action against the local
authority was warranted in relation to the subject
matter of the complaint.
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Breaches under the GDPR

In 2020, the DPC received, 6,783 data-breach notifications
under Article 33 of the GDPR, of which, 110 cases (2%)
were classified as non-breaches as they did not meet the
definition of a personal-data breach as set out in Article
4(12) of the GDPR. A total of 6,673 valid data protection
breaches were recorded by the DPC in 2020, represent-
ing an increase of 10% (604) on the numbers reported in
2019.

As in other years, the highest category of data breaches
notified under the GDPR were classified as Unautho-
rised Disclosures and accounted for 86% of the total
data-breach notifications received in 2020. The majority
occurred in the:

Private Sector 4097
Public Sector 2559
Voluntary 16
Charity 1
Total 6673

36

The DPC also saw an increase in the use of social
engineering and phishing attacks to gain access to the
ICT systems of controllers and processors. While many
organisations initially put in place effective ICT security
measures, it is evident that organisations are not taking
proactive steps to monitor and review these measures,
or to train staff to ensure that they are aware of evolving
threats. In these instances, we continue to recommend
that organisations undertake periodic reviews of their
ICT security measures and implement a comprehensive
training plan for employees supported by refresher
training and awareness programmes to mitigate the risks
posed by an evolving threat landscape.
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Data breach notifications by category
Disclosure (unauthorised)

Hacking

Malware

Phishing -incl. social engineering
Ransomware/denial of service

Software Development Vulnerability
Device lost or stolen (encrypted)

Device lost or stolen (unencrypted)

Paper lost or stolen

E-waste (personal data present on an obsolete device)
Inappropriate disposal of paper

System Misconfiguration

Unauthorised Access

Unintended online publication

Other

Total

E-Privacy Breaches

The DPC received a total of 70 valid data-breach notifi-
cations under the e-Privacy Regulations (S.I. No. 336
of 2011), which accounted for just over 1% of total valid
cases notified for the year.

Led Breaches

The DPC also received 25 breach notifications in
relation to the LED, (Directive (EU) 2016/680), which
has been transposed into Irish law by certain parts of the
Data Protection Act 2018.

DPC Assessment of a breach

Once a breach notification is lodged with the DPC, the
DPC assesses it taking account of multiple aspects of

the breach and the risks it poses. The first of these is the
nature of the breach, including whether it was intention-
ally or accidentally caused, whether data was exfiltrated
or made inaccessible, and the modes of technology

and organisation involved. A history of breaches of a
particular type may indicate a systemic issue affecting an
individual data controller, a particular location or an entire
economic sector.
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Private Public Total

5,837
146
19
74

32

19
29

275

21
40
146
61
78

6,783

Characteristics of the personal data involved are central
to the DPC's assessment. These include the types, format
and sensitivity of the personal data, the number of
persons and records affected, and the potential for the
data to be read or disseminated. The DPC will look at
whether aspects such as profiling, automated decision
making, monitoring or tracking has been taking place.

Similarly, categorisation of the data subjects — such as
whether they are children or vulnerable persons — and
characteristics of the data controller and/or processor,
such as statutory responsibilities or processing of other
types of personal data, can be highly significant. The
volume of data subjects and the location of these data
subjects is taken into account.

Other factors to be considered are the potential harms
to data subjects resulting from disclosure, misuse or loss
of personal data affected by the breach. This aspect of
risk assessment is often overlooked by data controllers.
Harms can range from temporary inconvenience to very
serious risks, such as identity theft, financial loss, and mis-
diagnosis of medical conditions or reputational damage.
The DPC will consider what the impact to the affected
individuals is, including the severity, scope and context of
the persons.
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Finally, the DPC assesses mitigating factors, such as
whether backups are available, vulnerabilities are
addressed, and whether the data is retrieved or further
disclosure prevented. Often data controllers do not
implement simple measures such as encryption of
information shared via email, ensuring that all IT security
measures are in place but also kept regularly updated.
These factors are taken into consideration in the
assessment.

If the facts are not fully known or remain unclear after the
DPC's initial assessment of a breach, they will continue to
engage with the controller until such time as all matters
have been responded to, to the satisfaction of the DPC.
In some cases, the controller or processor may be asked
to reassess the causes and consequences of the breach
and report on its findings. Breaches involving complex IT
issues may require assessment and analysis by the DPC's
technical specialists. In cases where the controller has
either produced or commissioned a technical report or
investigation report on the breach, a copy of this will be
requested.
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Pending completion of its investigation, the DPC may
direct and monitor progress — on a rolling basis — of
measures implemented to remedy or mitigate the
effects of the breach. These could include informing data
subjects of the breach under Article 34 of the GDPR,

or the implementation of technical or organisational
measures to address vulnerabilities.

Based on its assessment and on the controller’s actions
to prevent or mitigate against further similar incidents,
the DPC may conclude its investigation at this point. If
the DPC is not satisfied with the mitigations or responses
from the controller, it can escalate the matter for further
investigative/enforcement action.
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Case Studies

Case Study 13:
Breach Notification (Voluntary Sector) —

Ransomware Attack

In May 2020, the DPC received a breach
notification from an Irish data processor
and subsequently a notification from

an Irish data controller operating in the
voluntary sector who had engaged this
processor to provide webhosting and
data management services.

The breach related to a ransomware attack that
occurred in the data centre utilised by the data
processor, and which was the result of malware
gaining access via an RDP* port to the server.

4 RDP — Remote desktop protocol

Case Study 14:
Breach Notification (Public Sector)

The DPC engaged with both the controller and
processor and through a number of communi-
cations — including the issuing of technical and
organisational questionnaires focusing on areas

of potential non-compliance with data protection
regulation. These areas included the processor’s
use of a data centre within the US to store back-up
data without adequate agreements — and sufficient
oversight by the controller over its processor — as
required under Article 28 of the GDPR.

The DPC engaged intensively with both parties and
the DPC concluded this case by issuing recommen-
dations to both controller and processor. Thereafter
the DPC continued to engage with both parties to
ensure that implementation of the DPC recommen-
dations had occurred.

Erroneous Publication on Twitter

A public sector organisation notified
the DPC that they had inadvertently
published personal data via their social
media platform (Twitter).

The personal data was posted in violation of

its policy to anonymise all content, which could
potentially identify an individual data subject. The
organisation in question informed the DPC that the
root cause of this incident was human error and the
offending tweet was removed without undue delay.
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Based on the action the data controller had taken
to mitigate against the risk of this type of incident
reoccurring the DPC concluded its examination of
this matter and issued a number of further rec-
ommendations to the organisation centring on the
appropriate use of its social media platforms and
how its social media accounts should be secured
and limited to a specified number of authorised
personnel.
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Case Study 15:

Breach Notification (Financial Sector)

Bank Details sent by WhatsApp

A private financial sector organisation
notified the DPC that a customer had
made a request to obtain their IBAN and
BIC numbers which were held on file.
The customer making the request was
personally known to the member of staff
dealing with the request. The member of
staff, deviating from approved practices,
used their personal mobile phone to
send a picture of what they believed

to be the requested information over

a messaging platform (WhatsApp).
However the staff member erroneously
sent details pertaining to another
customer to the requesting customer.
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The customer who received this information
contacted the organisation to advise that the
information received did not relate to their account
and that they had undertaken to delete all offending
material from their device. The organisation com-
municated with staff to remind them that only
authorised methods of communication should

be utilised when handling future requests of this
nature. The organisation has also issued an apology
to all affected data subjects.

The DPC issued a number of recommendations
encompassing the use of only approved organisa-
tional communication tools, making staff fully aware
of acceptable and non-acceptable behaviour when
using organisational communications tools, and to
ensure staff have undergone appropriate training in
terms of their obligations/responsibilities under the
provisions of the GDPR and the Data Protection Act
2018.
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Case Study 16:

Breach Notification (12 Credit Unions)

Processor Coding Error

The DPC received separate breach
reports from 12 credit unions that
employed the services of the same
processor which was based in the UK.
The breach by the processor arose from

a coding error made by the processor
when implementing measures introduced
in response to the Covid-19 pandemic.

Credit unions are required to report information
to the Central Bank of Ireland concerning their
borrowers and the performance of their loans. The
Central Bank utilises this information to maintain
the Central Credit Register (or CCR). Lenders and
credit rating agencies in turn use this information
to verify borrowers' debts and credit histories. A
large number of lenders, particularly credit unions,
use the services of data processing companies to
prepare such CCR returns and forward them to the
Central Bank.

During 2020, the Irish Government introduced a
series of measures to mitigate financial distress
caused by the pandemic and resulting lock-downs.
These included measures allowing financial institu-
tions to pause loan repayments without adversely
affecting borrowers’ credit ratings. Lenders were
instructed to use particular codes in the CCR returns
to flag paused loans. This was intended to prevent
those loans being interpreted as delinquent or
otherwise suggesting that the relevant borrowers’
credit-worthiness had deteriorated.
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In this incident the processor employed by the

12 credit unions used incorrect codes on CCR
returns dealing with paused loans. The incorrect
codes indicated that the borrowers affected had
undergone a restructuring event’ — a restructuring
event typically occurs when a borrower is unable to
repay a loan over the agreed period, and the lender
agrees to change the loan’s terms to improve the
borrower’s ability to repay. This can greatly reduce
a borrower's credit rating, so an inaccurate CCR
record of a restructuring event could have serious
consequences for the persons affected.

The credit unions in question became aware of the
processor's coding error in relation to their CCR
returns several weeks after the processor first sent
CCR returns for them using the incorrect codes to
the Central Bank. The issue was reported to the
DPC as a breach and credit unions took the matter
up with the processor directly and through a user
group. This allowed affected records to be identified,
the appropriate coding procedures to be worked
out, and corrected CCR returns to be sent to the
Central Bank.

These cases illustrate the importance of processing
contracts that properly implement the require-
ments of Article 28 of the GDPR. Most relevantly to
these cases, processing contracts must provide for
the processor to assist the controller in meeting

its obligations for security of processing, and for
reporting and responding to breaches.
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On 31 December 2020, the DPC had 83 statutory inquiries on hand, including 27 cross-border inquiries.

Cross-Border Statutory Inquiries commenced since 25 May 2018

Company

Apple Distribution
International

Apple Distribution
International

Apple Distribution

International

Facebook Inc.

Facebook Ireland Limited

Facebook Ireland Limited

Facebook Ireland Limited

Facebook Ireland Limited

Facebook Ireland Limited

Inquiry type

Complaint-based

Complaint-based

Complaint-based

Own-volition

Complaint-based

Complaint-based

Complaint-based

Own-volition

Own-volition
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Issue being examined

Lawful basis for processing.

Examining whether Apple has discharged its GDPR
obligations in respect of the lawful basis on which
it relies to process personal data in the context of
behavioural analysis and targeted advertising on its
platform.

Transparency.

Examining whether Apple has discharged its GDPR
transparency obligations in respect of the information
contained in its privacy policy and online documents
regarding the processing of personal data of users of
its services.

Right of Access.

Examining whether Apple has complied with the
relevant provisions of the GDPR in relation to an
access request for customer service related personal
data.

Facebook September 2018 token breach.

Examining whether Facebook Inc. has discharged its
GDPR obligations to implement organizational and
technical measures to secure and safeguard the
personal data of its users.

Right of Access and Data Portability.

Examining whether Facebook has discharged its
GDPR obligations in respect of the right of access to
personal data in the Facebook ‘Hive’ database and
portability of “observed” personal data.

Lawful basis for processing in relation to Facebook’s
Terms of Service and Data Policy.

Examining whether Facebook has discharged its GDPR
obligations in respect of the lawful basis on which it
relies to process personal data of individuals using the
Facebook platform.

Lawful basis for processing.

Examining whether Facebook has discharged its GDPR
obligations in respect of the lawful basis on which

it relies to process personal data in the context of
behavioural analysis and targeted advertising on its
platform.

Facebook September 2018 token breach.

Examining whether Facebook Ireland has discharged
its GDPR obligations to implement organisational
and technical measures to secure and safeguard the
personal data of its users.

Facebook September 2018 token breach.
Examining Facebook's compliance with the GDPR's
breach notification obligations
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Company Inquiry type Issue being examined

Facebook Ireland Limited ~ Own-volition Commenced in response to large number of breaches
notified to the DPC during the period since 25 May 2018
(separate to the token breach).
Examining whether Facebook has discharged its GDPR
obligations to implement organisational and technical
measures to secure and safeguard the personal data
of its users.

Facebook Ireland Limited ~ Own-volition Facebook passwords stored in plain text format in its
internal servers. Examining Facebook's compliance
with its obligations under the relevant provisions of
the GDPR

Facebook Ireland Limited ~ Own-volition Inquiry examining Facebook Ireland Limited's
compliance with Chapter V GDPR (in particular Article
46) in light of the judgment of the CJEU on 16.07.20

Google Ireland Limited Own-volition Commenced in response to submissions received.
Examining Google's compliance with the relevant
provisions of the GDPR. The GDPR principles of
transparency and data minimisation, as well as
Google's retention practices, will also be examined.

Google Ireland Limited Own-volition Examining whether Google has a valid legal basis for
processing the location data of its users and whether
it meets its obligations as a data controller with regard
to transparency.

Instagram Complaint-based  Lawful basis for processing in relation to Instagram’s
(Facebook Ireland Limited) Terms of Use and Data Policy.
Examining whether Instagram has discharged its
GDPR obligations in respect of the lawful basis on
which it relies to process personal data of individuals
using the Instagram platform

Instagram Own-volition Inquiry in respect of Facebook's compliance with its

(Facebook Ireland Limited) GDPR obligations regarding its processing of personal
data of Instagram users under the age of 18 (“Child
Users”) in connection with account settings

Instagram Own-volition Inquiry in respect of Facebook's compliance with its

(Facebook Ireland Limited) GDPR obligations regarding its reliance on legal bases
pursuant to Article 6 of the GDPR for the processing
of personal data of Instagram users under the age of
18 ("Child Users”).

LinkedIn Ireland Unlimited  Complaint-based  Lawjful basis for processing.

Company Examining whether LinkedIn has discharged its GDPR
obligations in respect of the lawful basis on which
it relies to process personal data in the context of
behavioural analysis and targeted advertising on its
platform.
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Company Inquiry type Issue being examined

MTCH Technology Services  Own-volition Examining whether the company has a legal basis for

Limited (Tinder) the ongoing processing of its users’ personal data and
whether it meets its obligations as a data controller
with regard to transparency and its compliance with
data subject rights requests.

Quantcast International Own-volition Commenced in response to a submission received.

Limited Examining Quantcast's compliance with the relevant
provisions of the GDPR. The GDPR principle of
transparency and retention practices will also be

examined.
Twitter International Complaint-based  Right of Access.
Company Examining whether Twitter has discharged its

obligations in respect of the right of access to links
accessed on Twitter.

Twitter International Own-volition Commenced in response to the large number of
Company breaches notified to the DPC during the period
since 25 May 2018. Examining whether Twitter
has discharged its GDPR obligations to implement
organisational and technical measures to secure and
safeguard the personal data of its users.

Twitter International Own-volition Commenced in response to a breach notification.
Company Examining an issue relating to Twitter's compliance
with Article 33 of the GDPR.

Verizon Media/Oath Own-volition Transparency.
Examining the company's compliance with the
requirements to provide transparent information to
data subjects under the provisions of Articles 12-14
GDPR.

WhatsApp Ireland Limited ~ Complaint-based  Lawful basis for processing in relation to WhatsApp's
Terms of Service and Privacy Policy.
Examining whether WhatsApp has discharged its
GDPR obligations in respect of the lawful basis on
which it relies to process personal data of individuals
using the WhatsApp platform.

WhatsApp Ireland Limited ~ Own-volition Transparency.

Examining whether WhatsApp has discharged its
GDPR transparency obligations with regard to the
provision of information and the transparency of
that information to both users and non-users of
WhatsApp's services, including information provided
to data subjects about the processing of information
between WhatsApp and other Facebook companies.

Yelp Own-volition Inquiry into Yelp's compliance with Articles 5, 6, 7
and 17 of GDPR following a number of complaints
received by the DPC in relation to the processing of
personal data by Yelp on its website.
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Domestic Statutory Inquiries commenced since 25 May 2018

Company Inquiry type Issue being examined

31 local authorities and Own Volition

An Garda Siochéna

An Garda Siochéna

An Garda Siochéna

Bank of Ireland

Bank of Ireland

BEO Solutions

Catholic Church

Department of Social
Protection (Formerly
DEASP)

Department of Social
Protection Formerly
(DEASP)

HSE Mid Leinster
(Tullamore Labs)

Own Volition

Own Volition

Own Volition

Own Volition

Own Volition

Own Volition

Own Volition

Own Volition

Own Volition
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Examining surveillance of citizens by the state sector
for law enforcement purposes through the use of
technologies such as CCTV, body-worn cameras,
automatic number plate recognition (ANPR) enabled
systems, drones and other technologies. The purpose
of these inquiries is to probe whether the processing
of personal data that occurs in those circumstances is
compliant with data protection law.

Examining governance and oversight with regard

to disclosure requests within AGS and within
organisations processing such requests, as well as
examining the actual requests made by AGS to third
parties.

Examining a breach of security resulting in a potential
unauthorised disclosure of personal data held for LED
processing.

Commenced in response to the large number of data
breaches notified to the DPC during the period since
25 May 2018.

Examining a potential unauthorised disclosure of
personal data in how BOI provisioned certain Banking
365 customers. There were multiple incidents
involving the bank misconfiguring a new customer’s
365 profile such that a customer could inadvertently
access the personal data and current account of a
different customer.

Examining a personal data breach notified in
connection with the loss of a USB storage device.
Related to inquiry into PIAB.

Examining multiple complaints regarding compliance
with requests for the right to rectification & right to be
forgotten

Examining the position of the Data Protection Officer
under Article 38 of the GDPR.

Examining whether certain processing and/

or proposed processing of personal data by the
Department in the context of ongoing eligibility
assessments/checks for child benefit is compliant with
the GDPR and with the Data Protection Act 2018.

Commenced in response to a breach notified to the
DPC.
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Company

HSE Our Lady of Lourdes

HSE South

Irish Credit Bureau

Irish Prison Service

Maynooth University

Move Ireland Limited

Personal Injuries
Assessment Board

Slane Credit Union

SUSI

Teaching Council

TUSLA

TUSLA

TUSLA

uch

University of Limerick

Inquiry type

Own Volition

Own Volition

Own Volition

Own Volition

Own Volition

Own Volition

Own Volition

Own Volition

Own Volition

Own Volition

Own Volition

Own Volition

Own Volition

Own Volition

Own Volition
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Issue being examined

Examining the security of processing data, appropriate
organisational and technical measures following the
loss of sensitive personal data.

Commenced in response to a breach notified to the
DPC.

Commenced in response to a breach notified to the
DPC.

Examining whether the IPS has discharged its GDPR
obligations in respect of the lawful basis on which it
relies to process personal data

Commenced in response to a breach notified to the
DPC in relation to a phishing incident.

Examining compliance with GDPR obligations in
relation to the loss of recorded counselling sessions
involving sensitive personal data.

Examining compliance with GDPR obligations in
relation to a personal data breach notified which
occurred through the loss of a USB storage device.
Related to inquiry into BEO Solutions.

Commenced in response to a breach notified to the
DPC in relation to an unauthorised disclosure.

Commenced in response to a breach notified to the
DPC.

Examining compliance with GDPR obligations in
connection with the phishing of two email accounts
held by staff of the Council, email redirection rules
were set which caused the unauthorized processing
of 332 emails containing personal data of a large
number of data subjects.

Commenced in response to a number of breaches
notified to the DPC.

Commenced in response to a number of breaches
notified to the DPC during the period since 25 May
2018.

Commenced in response to a breach notified to the
DPC.

Commenced in response to a number of breaches
notified to the DPC during the period since 25 May
2018.

Commenced in response to a breach notified to the
DPC in relation to a phishing incident.
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Decisions under the Data
Protection Act 2018

The DPC decides, on foot of statutory inquiries, whether

infringements of data protection legislation have occurred.

These statutory inquiries include own volition inquiries
and inquiries on foot of complaints. Where infringements
are found, the decision-maker also makes a decision as to
whether a corrective power should be exercised, and, if
so, the corrective power(s) that are to be exercised.

Where the DPC decides to impose an administrative fine,
and if there is no appeal against that decision, the DPC
must make an application in a summary manner to the
Circuit Court for confirmation of the decision to impose
an administrative fine pursuant to Section 143(1) of the
Data Protection Act 2018. Section 143(2) provides that
the Circuit Court shall confirm the decision unless it sees
good reason not to. All DPC fines are remitted to the
Exchequer on receipt in accordance with Section 141(7)
of the Data Protection Act 2018.

48
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Organisations

Kerry County Council

Waterford City and County Council

Tusla Child and Family Agency (3 breaches)
Tusla Child and Family Agency (1 breach)
Tusla Child and Family Agency (71 breaches)
Health Service Executive (HSE South)

Health Service Executive (Our Lady of Lourdes Hospital)
Ryanair

Twitter International Company

Groupon

University College Dublin

Kerry County Council

In March 2020, the DPC issued a decision to Kerry County
Council in respect of one of a number of own-volition
inquiries it has undertaken concerning Local Authorities.
These inquiries consider a broad range of issues
pertaining to surveillance technologies deployed by State
authorities. The inquiry was conducted initially by means
of an audit under Section 136 of the Data Protection Act
2018. This facilitated the DPC in compiling facts in relation
to the deployment of surveillance technologies by the
Council. The DPC final inquiry report was completed on 4
October 2019 and submitted to the decision-maker (the
Commissioner).

This decision found that certain CCTV systems operated
by Kerry County Council were unlawful in the absence

of authorisation from the Garda Commissioner under
Section 38 of An Garda Siochana Act 2005. Significantly,
the Litter Pollution Act 1997, the Waste Management Act
1996, and the Local Government Act 2001 were compre-
hensively considered and the decision found that those
Acts do not provide a lawful basis for the use of CCTV for
law enforcement purposes.

The decision also considered signage used by the Council
to notify the public of its use of CCTV, finding that some of
the signage was inadequate in light of the requirements
of the Data Protection Act 2018. The decision considered
the field of vision of CCTV operated by the Council and
found that, in the absence of privacy masking, the data
collection was excessive in some locations where the
CCTV also captured private residences. The decision also
made findings in relation to the lack of written rules or
guidelines governing staff access to the CCTV; the use

of smartphones or other recording devices in the CCTV
monitoring room; the practice of sharing login details for
accessing CCTV footage; security measures for trans-

49

Decision Issued
25-Mar-20
21-Oct-20
07-Apr-20
21-May-20
12-Aug-20
18-Aug-20
29-Sep-20
11-Nov-20
9-Dec-20
16-Dec-20

17-Dec-20

ferring CCTV footage to An Garda Siochana; and the
requirement for Data Protection Impact Assessments.

The decision imposed a temporary ban on Kerry County
Council's processing of personal data in respect of certain
CCTV cameras. The decision also ordered the Council to
bring its processing into compliance by taking specified
action and reprimanded the Council in respect of the
infringements. On 27 April 2020, the Kerry County Council
lodged an appeal against the decision to the Circuit Court.
On 8 September 2020, Kerry County Council withdrew the
appeal, accepting the findings in the decision.

Waterford City and County Council

In October 2020, the DPC issued a decision to Waterford
City and County Council in respect of another inquiry
concerning surveillance technologies deployed by State
authorities. The inquiry was conducted initially by means
of an audit under Section 136 of the Data Protection Act
2018. This facilitated the DPC in compiling facts in relation
to the deployment of surveillance technologies by the
Council. The final inquiry report was completed on 24
October 2019 and submitted to the decision-maker (the
Commissioner).

The decision found that Waterford City and County
Council's use of dash cams and covert cameras to detect
littering and dumping for law enforcement purposes do
not have a lawful basis in the Litter Pollution Act 1997
and the Waste Management Act 1996. The decision also
found that certain CCTV cameras operated by the Council
for crime prevention were unlawful in the absence of au-
thorisation from the Garda Commissioner under Section
38 of An Garda Siochana Act 2005.
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The decision found that An Garda Siochana and
Waterford City and County Council are joint controllers
in respect of certain CCTV cameras authorised under
Section 38(3)(c) of An Garda Sfochdna Act 2005. In

this regard, the decision found that Waterford City

and County Council infringed Section 79 of the Data
Protection Act 2018 by failing to implement an agreement
in writing with An Garda Siochana. The decision also
made findings on the adequacy of Waterford City and
County Council's policy in respect of its use of drones
for monitoring compliance on permitted waste sites
and preventing dumping on illegal waste sites, and its
obligation to maintain a data log for specific accesses to
CCTV recordings.

The decision imposed a temporary ban on Waterford
City and County Council's processing of personal data by
means of certain overt CCTV cameras, dash cams for law
enforcement purposes, and covert cameras. The decision
also ordered the Council to bring its processing into
compliance by taking specified action and reprimanded
the Council in respect of the infringements. Waterford
City and County Council did not appeal against this
decision.

Tusla — April 2020

In April 2020, the DPC issued a decision in respect of
an own-volition inquiry regarding three personal data
breaches notified to the DPC by Tusla. These breaches
occurred when Tusla failed to redact documents when
sharing them with third parties. The first personal data
breach occurred when Tusla unintentionally provided
the father of two children in care with their foster carer’s
address. The second breach occurred when Tusla
unintentionally provided an individual who was accused
of child sexual abuse with the address of the child who
made the complaint and with her mother's telephone
number. The third breach occurred when Tusla unin-
tentionally provided the grandmother of a child in care
with the address and contact details of the child’s foster
parents and the location of the child's school.

The inquiry commenced on 24 October 2019 and
examined whether Tusla had discharged its obligations

in connection with the breaches, in order to determine
whether any provision(s) of the GDPR and/or the Data
Protection Act 2018 had been contravened by Tusla. The
final inquiry report was completed on 24 February 2020
and submitted to the decision-maker (the Commissioner).

The decision considered the appropriateness of the
technical and organisational measures implemented by
Tusla at the time of the breaches. The decision found
that Tusla infringed Article 32(1) of the GDPR by failing

to implement appropriate measures with regard to the
redaction of documents. The decision also considered
one of the notified personal data breaches with regard to
the duty to notify the DPC without undue delay pursuant
to Article 33(1) of the GDPR. Tulsa notified the DPC of this
breach 5 days after becoming aware of it. The decision
found that this constituted an undue delay in the circum-
stances and found that Tusla had infringed Article 33(1).

50

The decision reprimanded Tusla, ordered it to bring

its processing into compliance with Article 32(1) of the
GDPR, and imposed an administrative fine of €75,000.
No appeal was taken by Tusla against the DPC's decision.
On 4 November 2020, the DPC made an application to
the Circuit Court to confirm its decision in this inquiry

to impose the administrative fine. The Circuit Court
confirmed the decision pursuant to Section 143 of the
Data Protection Act 2018.

Tusla — May 2020

In May 2020, the DPC issued a decision regarding another
own-volition inquiry concerning Tusla. This inquiry
concerned one personal data breach that Tusla notified
to the DPC on 4 November 2019. The inquiry commenced
on 11 December 2019 and examined whether Tusla

had discharged its obligations in connection with the
subject matter of the breach to determine whether any
provision(s) of the GDPR and/or the Data Protection Act
2018 had been contravened by Tusla.

The breach occurred when Tusla wrote a safeguard-

ing letter to a third party that included the identity of
individuals who had made allegations of abuse and the
details of the allegations made. The letter disclosing the
details was later shared on social media by the recipient
of the letter. On 19 March 2020, the final inquiry report
was completed and submitted to the decision-maker (the
Commissioner).

The decision considered the appropriateness of the
technical and organisational measures implemented by
Tusla at the time of the breach in respect of its safeguard-
ing letter process. It found that Tusla infringed Article
32(1) of the GDPR by failing to implement organisation-

al measures appropriate to the risk. The decision also
considered the breach with regard to the duty to notify
the DPC without undue delay pursuant to Article 33(1)

of the GDPR. This breach was notified to the DPC over

29 weeks after Tusla became aware of it. The decision
found that Tusla infringed Article 33(1) by failing to notify
the DPC of the breach without undue delay. The decision
reprimanded Tusla, ordered it to bring its processing

into compliance, and imposed an administrative fine of
€40,000. Tusla did not appeal against this decision. At the
time of writing, the DPC's application before the Circuit
Court to confirm the administrative fine is pending.

Tusla — August 2020

In August 2020, the DPC issued a decision in respect of an
own-volition inquiry regarding 71 personal data breaches
notified to the DPC by Tusla. The relevant breaches
occurred between 25 May 2018 to 16 November 2018
and they all concerned the unauthorised disclosure of, or
access to, personal data processed by Tusla. The inquiry
commenced on 6 December 2018 and examined whether
Tusla discharged its obligations in connection with the
subject matter of the breaches to determine whether any
provision(s) of the GDPR and/or the Data Protection Act
2018 had been contravened by Tusla. The final inquiry
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report was completed on 3 April 2020 and submitted to
the decision-maker (the Commissioner).

The decision made findings in relation to security of
processing, personal data accuracy, and Tusla’s obligation
to notify personal data breaches without undue delay.
Regarding security of processing, the decision found

five distinct infringements of Article 32(1) of the GDPR in
respect of Tusla's obligation to implement appropriate
technical and organisational measures to ensure a

level of security appropriate to the risk presented by its
various processing operations. The processing operations
under consideration concerned Tusla’s transmission of
personal data on its internal information system; Tusla’s
transmission of personal data internally by email; Tusla's
transmission of personal data externally using post and
email; Tusla's printing and scanning; and Tusla’s record
management and information handling. The decision
found that Tusla infringed Article 32(4) of the GDPR by
failing to take steps to ensure that persons acting under
its authority do not process certain personal data except
on instructions from Tusla. The decision also found

that Tusla infringed Article 5(1)(d) of the GDPR on four
occasions by failing to ensure that the personal data that
it processed was accurate and, where necessary, kept up
to date. Finally, the decision found that Tusla infringed
Article 33(1) by failing to notify the DPC of personal data
breaches without undue delay on 8 occasions.

The decision reprimanded Tusla in respect of its in-
fringements of Articles 5(1)(d), 32(1), 32(4), and 33(1)

of the GDPR. The decision also ordered Tusla to bring

its processing into compliance with Article 32(1) of the
GDPR by implementing specified appropriate technical
and organisational measures to ensure a level of security
appropriate to the risks identified.

In circumstances where some of the infringements
concerned the same or linked processing operations, and
where one of the infringements of Article 32(1) was not
linked to the other processing operations under con-
sideration in the decision, the decision found that it was
appropriate to impose two separate administrative fines
on Tusla. The decision imposed one administrative fine
in the amount of €50,000, and one administrative fine in
the amount of €35,000. Tusla did not appeal against this
decision. At the time of writing, the DPC's applications
before the Circuit Court to confirm the administrative
fines are pending.

HSE — August 2020 & September 2020

In August 2020, the DPC issued a decision in respect of
an own volition inquiry regarding a personal data breach
notified by the Health Service Executive (HSE) to the DPC
on 14 June 2019. The personal data breach occurred
when documentation containing the personal data of 78
data subjects, including special category personal data in
respect of six of those data subjects, was disposed of in a
public recycling centre. The documentation was created in
Cork University Maternity Hospital, but was discovered by
a member of the public in the public recycling area. The
inquiry commenced on 17 October 2019 and examined
whether the HSE discharged its obligations in connection
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with the subject matter of that personal data breach
and to determine whether any provision(s) of the Data
Protection Act 2018 and/or the GDPR were contravened
by the HSE in that context. The final inquiry report was
completed on 27 April 2020 and submitted to the deci-
sion-maker (the Commissioner).

In September 2020, the DPC issued a decision regarding
another own-volition inquiry concerning the HSE. The
inquiry concerned a personal data breach that the HSE
notified to the DPC on 1 May 2019. That personal data
breach occurred in circumstances where a member of the
public informed the HSE that they had found documents
in their front garden, which is near Our Lady of Lourdes
Hospital. The documents in question were handover
notes, generated by the HSE to identify patients who
come under staff care at each shift change. The notes are
necessary for continuing patient care and treatment. The
notes contained the personal data of 15 data subjects
and included data relating to clinical information and
treatments received. The notes were printed on 11 April
2019, but the HSE was unable to specify the date on
which the breach initially occurred. The notes had not
been accounted for between the date they were printed
and when they were found. The inquiry commenced

on 26 November 2019 and examined whether the HSE
discharged its obligations in connection with the subject
matter of that personal data breach to determine
whether any provision(s) of the Data Protection Act 2018
and/or the GDPR had been contravened by the HSE in
that context.

The August 2020 decision found that the HSE infringed
Articles 5(1)(f) and 32(1) of the GDPR by failing to
implement appropriate technical and organisational
measures to ensure a level of security appropriate to

the risk presented by its use and disposal of hardcopy
documents containing patients’ personal data. The
decision imposed an administrative fine of €65,000 on
the HSE for its infringements of Articles 5(1)(f) and 32(1)
of the GDPR. It also reprimanded the HSE and ordered

it to bring its processing operations regarding the use
and disposal of hardcopy documents containing patients’
personal data into compliance with Articles 5(1)(f) and
32(1) of the GDPR by implementing certain specified
measures. The HSE did not appeal against this decision.
At the time of writing, the DPC's application before the
Circuit Court to confirm the administrative fine is pending.

Similarly, the September 2020 decision found that the
HSE infringed Articles 5(1)(f) and 32(1) of the GDPR by
failing to implement appropriate technical and organisa-
tional measures to ensure a level of security appropriate
to the risk presented by its use and disposal of hardcopy
documents containing patients’ personal data. Having
regard to the order, the reprimand, and the fine imposed
in respect of the HSE decision in August 2020, the DPC
found that it was not appropriate to exercise further
corrective powers in this Decision. The finding of infringe-
ments in both decisions concerned the same processing
operations, undertaken by the same controller, during the
same time-period.
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Twitter International Company — December
2020

In December 2020, the DPC issued a decision regarding
an own volition inquiry concerning Twitter International
Company (TIC). The inquiry commenced on 22 January
2019 and concerned the question of TIC's compliance
with its obligations under Articles 33(1) and 33(5) GDPR
in respect of the notification and documentation of a
personal data breach. The personal data breach arose
from a bug in the Twitter mobile app for Android which
meant that any user that changed the email address
associated with their account automatically had all of their
“protected” (only visible to their “followers”) tweets made
publicly accessible.

The decision found that TIC infringed Article 33(1) of the
GDPR by failing to notify the DPC of the personal data
breach without undue delay. In terms of the timeline of
the notification, the personal data breach was discovered
by a data sub-processor on 26 December 2018, and was
deemed to be a potential data breach under the GDPR by
the wider Twitter organisation on 3 January 2019. There
was, however, a delay (until 7 January 2019) in notifying
TIC (as controller) and the Global DPO of the breach,
which arose out of a failure by employees of Twitter

Inc. to follow internal guidance. During the inquiry, TIC
submitted that, in circumstances where it had notified
the breach to the DPC on 8 January 2019, it had complied
with its obligations under Article 33(1).

The decision, in finding an infringement of Article 33(1),
outlined that TIC (as controller) could not seek to rely on
a failure by its processor to follow an internal process and
/ or an ineffectiveness in that process in order to avoid
responsibility under Article 33(1) of the GDPR for delayed
notification of the breach to the DPC. The decision also
found that TIC infringed Article 33(5) of the GDPR by
failing to adequately document the personal data breach.

The DPC submitted its draft decision in this inquiry to
other Concerned Supervisory Authorities (CSAs) under
Article 60 GDPR on 22 May 2020. This was the first draft
decision to go through the Article 65 dispute resolution
process and was the first draft decision in a “big tech”
case on which all EU supervisory authorities were
consulted as CSAs. The European Data Protection Board
adopted its decision under Article 65(1)(@) on 9 November
2020. The DPC issued its final decision to TIC on 9
December 2020. That decision imposed an administrative
fine of $500,000 (estimated for this purpose at €450,000)
on Twitter as an effective, proportionate and dissuasive
measure.

UCD — December 2020

In December 2020, the DPC issued a decision regarding
an own-volition inquiry concerning University College
Dublin (UCD"). This inquiry concerned seven personal
data breaches that UCD notified to the DPC between

8 August 2018 and 21 January 2019. The inquiry
commenced on 19 July 2019 and examined whether UCD
had discharged its obligations in connection with the
subject matter of the breaches and determine whether or
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not any provision(s) of the 2018 Act and/or the GDPR had
been contravened by UCD in that context.

The personal data breaches concerned instances where
unauthorised third parties accessed UCD email accounts,
or where the login credentials for UCD email accounts
were posted online. On 8 July 2020, the DPC completed
the final inquiry report and submitted it to the deci-
sion-maker (the Commissioner).

The decision considered the appropriateness of the
technical and organisational measures implemented by
UCD at the time of the breaches in respect of its email
service. It found that UCD infringed Articles 5(1)(f) and
32(1) of the GDPR by failing to process personal data on
its email service in a manner that ensured appropriate
security of the personal data using appropriate technical
and organisational measures. The decision also found
that UCD infringed Article 5(1)(e) of the GDPR by storing
certain personal data in an email account in a form which
permitted the identification of data subjects for longer
than necessary for the purpose for which the personal
data were processed. The decision also found that UCD
had infringed Article 33(1) of the GDPR by failing to notify
one of the personal data breaches to the DPC without
undue delay. This personal data breach was notified 13
days after UCD became aware of it.

The decision ordered UCD to bring its processing
operations concerning its email service into compliance
with the infringed articles, reprimanded UCD in respect
of its infringements, and imposed an administrative fine
in the amount of €70,000 in respect of the infringements.
UCD did not appeal against this decision. At the time of
writing, the DPC is preparing its application to confirm the
administrative fine.

Ryanair

In November 2020, the DPC adopted a decision
concerning Ryanair. The complaint concerned cross-bor-
der processing in which the DPC was competent to act
as lead supervisory authority. The decision found that
Ryanair infringed Article 15 GDPR by failing to provide the
complainant with a copy of a recording of a call following
a subject access request. Due to the delay on Ryanair's
part in processing the request, it had deleted the
recording since the request. The decision also found that
Ryanair infringed Article 12(3) GDPR by failing to provide
the complainant information on action taken on their
request under Article 15 within the statutory timeframe of
one month. The decision reprimanded Ryanair in respect
of the infringements. Case Study 10 of this report details
this in full.

Groupon

In December 2020, the DPC adopted a decision
concerning Groupon. The complaint concerned
cross-border processing in which the DPC was competent
to act as lead supervisory authority. The decision found
that Groupon infringed Article 5(1)(c) GDPR by requiring
the complainant to verify their identity by submitting a
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copy of a national ID document. The requirement applied
when data subjects made certain requests, but not when
data subjects created a Groupon account, and a less
data-driven solution to the question of identity verification
was available to Groupon. The decision also found that
Groupon infringed Articles 12(2), 17(1)(@) and 6(1) GDPR
and reprimanded Groupon in respect of the infringe-
ments. Case Study 7 of this report details this in full.

Decisions under the Data Protection
Acts 1988 and 2003

INM — December 2020

In addition to decisions made pursuant to the GDPR,

the DPC continues to conclude a certain volume of
complaints and investigations that must be decided
according to the provisions of the Data Protection Acts
1988 and 2003. In December 2020, the DPC concluded
an investigation into Independent News and Media (INM)
and its compliance with its obligations as a data controller
under the Data Protection Acts 1988 and 2003, with

the Final Report having issued since to INM. The DPC's
investigation was in connection with a data security
incident which occurred in late 2014 and concerned the
processing of personal data held in INM's internal IT and
backup systems. The DPC found that INM contravened
the Acts in a number of respects. The findings of infringe-
ment under the Data Protection Acts 1988 and 2003
relate to section 2(1)(a) and 2D (fairness and transparency
of processing), 2A(1) (legal basis for the processing) and
2(1)(d) and 2C (security of processing of personal data).

Public Services Card

Appendix Il of the DPC's 2019 Annual Report set out
details of the investigation into the processing of personal
data by DEASP in relation to the Public Services Card.
Enforcement action was taken in December 2019 by

the DPC in relation to that matter by the serving of an
Enforcement Notice on the Minister for Employment
Affairs and Social Protection. That Enforcement Notice
was subsequently appealed by the Minister and these
appeal proceedings remain ongoing before the Dublin
Circuit Court.

Separately the DPC is continuing its investigation into
certain other aspects of processing carried out by DEASP
in connection with the issuing of PSCs and the SAFE 2
registration system, including the security of processing,
facial matching processing by DEASP in connection with
the PSC and specific use cases of the PSC.
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INnvestigations

Surveillance by the State Sector for
Law Enforcement Purposes

Video surveillance systems that capture images of people
and in turn lead to the identification of individuals, either
directly or indirectly, (i.e. when combined with other
pieces of information) can trigger the applicability of the
GDPR and the Data Protection Act 2018. From a data
protection perspective, video surveillance impacts the
rights and freedoms of individuals significantly and it is
therefore important that any such systems are operating
in compliance with data protection law.

It was on this basis that in June 2018 the DPC commenced
a number of own-volition inquiries under the Data
Protection Act 2018 into video surveillance of citizens by
the state sector for law-enforcement purposes through
the use of technologies such as CCTV, body-worn cameras,
drones and other technologies such as automatic num-
ber-plate recognition (ANPR) enabled systems. These
own-volition inquiries are being conducted under Section
110 and Section 123 of the Data Protection Act 2018
using the data protection audit power provided for in
Section 136 of the Data Protection Act 2018. The first
phase of these inquiries are focusing on the use of video
surveillance by the 31 local authorities in Ireland and also
the use of video surveillance by An Garda Siochana. The
purpose of these inquiries is to probe whether the data
controllers of such systems can demonstrate that their
systems are operating in compliance with data protection
legislation.
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=18
Enforcement Actions

Local Authorities

Since September 2018 the DPC has conducted inspections
in the following local authorities: Kildare County Council,
Limerick City and County Council, Galway County Council,
Sligo County Council, Waterford City and County Council,
Kerry County Council and South Dublin County Council.
Between them, these seven local authorities have more
than 1,500 CCTV cameras in operation for surveillance
purposes. (The inquiries do not apply to security cameras
such as those deployed for normal security purposes).

As part of the inquiry process, the DPC sought from

the respective data controller's evidence of robust data
protection policies as well as evidence of active oversight
and meaningful governance. Weaknesses were identified
in a number of local authorities that highlighted gaps

in transparency. Concerns also emerged regarding the
security of personal data collected through surveillance
technologies.

Where live monitoring of CCTV systems occur, as opposed
to accessing the footage on an incident basis, the DPC
noted a failure by data controllers to demonstrate that the
CCTV systems were being accessed or managed appro-
priately. Another common theme in the local authorities
inspected was a lack of regular reporting on key metrics
such as the number of times a system was accessed or
the purpose for the access.

The type of CCTV devices used may also raise data
protection concerns. Pan-Tilt -Zoom (PTZ) cameras may
be used to zoom in from a considerable distance on
individuals and their property and as such the processing
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capabilities of these devices may pose higher risks to
individuals' privacy. Furthermore, the deployment of
automatic number-plate recognition cameras (ANPR) is
becoming more common place in the State Sector but the
absence of data protection policies governing the use of
such technology is notable.

The inquiries in the local authority sector also involve
auditing the deployment of community-based CCTV
systems authorised under Section 38(3)(c) of the Garda
Siochana Act 2005. These schemes require that the local
authority be a data controller and that prior authorisation
of the Garda Commissioner be obtained. The inquiries
are examining, among other things, how data controller
obligations are being met by the local authorities as
required under that Act.

At the time of writing, the DPC has completed its inquiries
in respect of six of the aforementioned local authorities
and a final inquiry report for the seventh local authority
is currently being finalised. While each of the local
authorities inspected has its own unique approach to
how it conducts surveillance on citizens, the DPC's work
in this area has led to the identification of significant data
protection compliance issues in relation to matters such
as the use of covert CCTV cameras, the use of CCTV to
detect illegal dumping, the use of body-worn cameras,
dash-cams, drones and ANPR cameras, CCTV cameras at
amenity walkways or cycle-tracks, and a lack of policies
and data protection impact assessments. Equally, the
DPC has significant concerns about how local authorities
are discharging their data protection obligations as data
controllers and the pressing need for them to do more
to bring their operations into compliance with data
protection legislation and to ensure accountability for the
CCTV systems under their control.

Decisions

Of the various inquiries conducted by the DPC into the
use of surveillance technologies by local authorities, the
DPC has completed two inquiries — into Kerry County
Council and Waterford City and County Council in relation
to their use of video surveillance equipment, issuing final
decisions in both. While Kerry County Council initially
lodged an appeal against the DPC decision at the Circuit
Court under Section 150 of the Data Protection Act 2018,
this appeal was later withdrawn by the Council.

Further detailed information regarding these decisions
can be found in Chapter 5 of this report.

An Garda Siochana

Separate to the ongoing inquiries in the local authority
sector, an inquiry was conducted into An Garda Siochana
in relation to Garda-operated CCTV schemes (Section
38(3)(a) of the Garda Siochana Act 2005 provides a
legislative basis for such schemes).

Further detailed information regarding this inquiry and
decision, which issued in August 2019, can be found in the
published ‘DPC Regulatory Activities Report May 2018 —
May 2020" at Appendix 1: Surveillance by the State Sector
for Law Enforcement Purposes.
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Cookies Investigations Sweep
and Enforcement

During the year the DPC considerably expanded our
cookies investigations, examining a significant number

of websites to assess compliance with the relevant
legislation, i.e. Regulation 5(3), 5(4) and 5(5) of the ePrivacy
Regulations (S.I. 336/2011). That legislation provides that
consent must be obtained for placing any information on
a user's device, or accessing information already stored
on their device, unless one of two limited exemptions are
met. It is important to note that the law applies not only to
websites, but also to mobile apps and other products that
use cookies or similar tracking technologies that access a
device. The DPC's investigations into cookies was initiated
against a backdrop of increasing public focus on the

use of such technologies to track individuals across their
devices and their online activity generally.

In April, the DPC published new guidance in relation to

the use of cookies and tracking technologies. This was
produced following a cookies sweep carried out in relation
to 40 websites between August 2019 and December 2019.
A report of that exercise was published along with the
guidance.

Organisations were given a six-month deadline within
which to bring their websites and other services using
cookies into compliance. During that period the DPC
conducted an extensive public awareness campaign
in relation to the new, signalling its intention to begin
follow-up enforcement action during Q4 of 2020.

Arising from its cookies investigations, on 27 November
2020, the DPC wrote to 18 organisations and to a

further two organisations on 14 December 2020, about
non-compliance issues on their websites, warning of the
DPC’s intention to issue Enforcement Notices without
further notice, if these issues of non-compliance were not
addressed within 14 days. These letters were effective

in bringing several organisations substantially into
compliance or into full compliance without the need for
further enforcement action by the DPC. However, the DPC
will continue to monitor the current state of compliance
on an ongoing basis by all organisations who have been
contacted by the DPC in relation to their use of cookies.

Some organisations failed to take sufficient remedial
steps to bring their websites into compliance within the
14-day period that the DPC had set out in its letters to
them. As a result, on 21 December 2020, the DPC served
Enforcement Notices on seven organisations for non-com-
pliance. The notices were issued pursuant to Regulation
17(4) of the ePrivacy Regulations (S.I. 336/2011) for
infringements of Regulation 5, including failure to obtain
valid consent for the use of cookies and for failing to
provide clear and comprehensive information about the
use of cookies on the websites concerned.

It was also notable during 2020 that the DPC began seeing
more complaints and concerns from members of the
public about the use of cookies and tracking technologies
and it is expected that this trend will continue.

Investigations and enforcement in this area will continue
to be a key element of the DPC's activities in 2021 and
beyond.
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No. Record No. Title Type of action and Venue Date of Judgment/Order

1. 2018/4097 The Courts Service v. DPC Statutory appeal 6 February 2020
(Notice Party: PM) Circuit Court

Outcome: Current Status of Case:

By decision dated 13 June 2018, made under the Data Protection Acts, 1988 and 2003 The Judgment and Order
(“the DP Acts”), the Data Protection Commissioner held that, by publishing a judgment of the Circuit Court is the
identifying the Notice Party by name, in circumstances where the High Court had earlier subject of an appeal to
directed that the Notice Party's name should not be published, the Courts Service the High Court on certain
(1) failed to discharge its obligation to take appropriate security measures against points of law, brought by
unauthorised disclosure of the Notice Party's personal data, contrary to Section 2(1)d) of ~ The Courts Service.

the DP Acts; (2) processed the Notice Party's personal data (and sensitive personal data)

without a lawful basis under Sections 2A and 2B of the DP Acts. Separately, the DPC has

also applied to vary the
By judgment pronounced on 6 February 2020, the Circuit Court refused an appeal by Judgment and Order of

the Court Service, the Courts Service having sought orders setting aside the judgment the Circuit Court insofar
and the DPC's determination that the Courts Service was a “data controller” for the as the Circuit Court
purposes of the DP Acts. allowed the appeal in

relation to Section 2(1)
(d) of the DP Acts and
imposed a temporal
limitation on the Courts
Services' breach of

No costs were ordered as between the Courts Service and the DPC. The Courts Service Sections 2A and 2B. The

was directed to pay two-thirds of the Notice Party's costs with the balance to be paid by ~ DPCls also appealing
the DPC. against the Circuit Court's

orders for costs.

The Circuit Court did, however, limit the time period referable to the Courts Service's
breaches of Sections 2A and 2B of the DP Acts to the period 12 May 2014 to 15 May
2014. The Court also set aside the DPC's finding that the Courts Service had failed to
discharge its (security) obligations under Section 2(1)(d) of the DP Acts.

Note that reporting restrictions put in place by Order of Judge Linnane dated 26
November 2018 in relation to the identity of the Notice Party remain in force by order of
the High Court.

2. 2019/211 CA Doolin v. DPC (Notice Party: Our Statutory appeal 21 February 2020
Lady’s Hospice and Care Services) High Court

Outcome: Current Status of Case:
The High Court allowed an appeal on a point of law against an earlier decision of the The Judgment and Order
Circuit Court (1 May 2019) in which the Circuit Court had in turn upheld a statutory of the High Court is the
decision of the Data Protection Commissioner made under Section 10 of the Data subject of a further appeal
Protection Acts, 1988 and 2003. to the Court of Appeal;

that appeal is listed for

The High Court held that a finding made by the Circuit Court to the effect that the use of hearing on 26 June 2021

material derived from CCTV footage in the context of a disciplinary hearing amounted to
processing for security purposes could not be sustained on the evidence. Accordingly,
the DPC had made an error of law in holding that no further processing of the Applicant's
personal data took place when material derived from the footage in question was
deployed by the Applicant's employer in the course of a disciplinary hearing, such
material having been obtained for a different purpose, i.e. a purpose relating to security.

3. 2019/564 JR Department of Employment Judicial Review 3 March 2020

Affairs & Social Protection v. DPC High Court (Final Order)
Outcome: Current Status of Case:
On consent, the High Court quashed a decision of the DPC made on 5 June 2019 in Proceedings complete.

which the DPC had upheld a complaint made by a named individual in respect of the
lawfulness of the Department's processing of personal data relating to child benefit
payments.
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No. Record No. Title Type of action and Venue Date of Judgment/Order

4. 2019/5078  Department of Employment Affairs Statutory appeal 5 March 2020

& Social Protection v. DPC Dublin Circuit Court (Final Order)
Outcome: Current Status of Case:
On consent, an appeal brought by the Department against a decision of the DPC made Proceedings discontinued.

on 5 June 2019 [the same decision as referred to above] was struck out, with no order
for costs, in circumstances where, on foot of separate judicial review proceedings
brought by the Department, the decision in question was quashed by order made by the
High Court, on consent, on 3 March 2020 (see entry at item 3 above).

5. 2020/305JR Consumentenbond & others v. DPC Judicial Review 29 June 2020

High Court (Final Order)
Outcome: Current Status of Case:
On 1 May 2020, the Applicants applied to the High Court by way of judicial review to Proceedings discontinued.

seek certain orders in relation to the conduct on an ongoing statutory inquiry being
undertaken by the DPC into the processing of location data by Google. Certain terms
having been agreed between the parties, the proceedings were struck out, on consent,
on 29 June 2020. No order for costs was made.

6. 2018/139 Nowak v. DPC (Notice Party: PWC)  Statutory appeal 1 July 2020
Court of Appeal (Written Judgment)
Outcome: Current Status of Case:

The Court of Appeal delivered a written judgment on 1 July 2020, refusing an appeal by Proceedings concluded.
Mr Nowak against an earlier judgment of the High Court in which the High Court had

upheld a decision of the DPC to the effect that certain memoranda held by PWC did

not contain personal data relating to Mr Nowak and so Mr Nowak was not entitled to

exercise a right of access to same.

Subsequent to its judgment, the Court of Appeal delivered a written ruling on 27 July
2020 on the issue of costs, holding that Mr Nowak must pay the DPC's costs of the
appeal before the Court of Appeal and also the costs of the courts below.

Separately, Mr Nowak applied to the Supreme Court for leave to bring a further appeal to
that Court. That application was refused by written determination made by the Supreme
Court on 16 December 2020.

7. 2018/140 Nowak v. DPC (Notice Party: Statutory appeal 1 July 2020

Chartered Accountancy Ireland) Court of Appeal (Written Judgment)
Outcome: Current Status of Case:
The Court of Appeal delivered a written judgment on 1 July 2020, refusing an appeal by Proceedings concluded.

Mr Nowak against an earlier judgment of the High Court in which the High Court had
upheld a decision of the DPC to the effect that, in the context of a subject access request,
Mr Nowak was entitled to obtain a copy only of his personal data, Mr Nowak having
asserted that he was entitled to access his personal data in its original or raw form.

Subsequent to its judgment, the Court of Appeal delivered a written ruling on 27 July
2020 on the issue of costs, holding that Mr Nowak must pay the DPC's costs of the
appeal before the Court of Appeal. No order was made in respect of the costs of the
courts below.

Separately, Mr Nowak applied to the Supreme Court for leave to bring a further appeal to
that Court. That application was refused by written determination made by the Supreme
Court on 16 December 2020.
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No. Record No. Title Type of action and Venue Date of Judgment/Order

8. (C-311/18 DPC v. Facebook Ireland Preliminary reference from
Limited & Schrems the Irish High Court
CJEU
Outcome:

The Court of Justice of the European Union delivered judgment on 16 July 2020, in which
it addressed 11 questions posed by the Irish High Court in the context of a preliminary
reference made on 4 May 2018.

In summary, the CJEU upheld the validity of a decision of the EU Commission
incorporating the “standard contractual clauses” mechanism by which personal data
may be lawfully transferred from the EU/EEA to a third country in respect of which an
adequacy decision has not been adopted by the EU Commission.

Importantly, the CJEU went on to clarify the nature and extent of the obligations to which
data exporters and supervisory authorities are subject in any case where SCCs are relied
on to justify data transfers to a third county, with a view to ensuring that, in terms of
appropriate safeguards, enforceable rights and effective legal remedies, data subjects
whose personal data are transferred to a third country are afforded a level of protection
essentially equivalent to that guaranteed within the EU by the GDPR, read in the light of
the Charter.

Having made certain findings of general application relating to the adequacy of the
protection provided to EU citizens in the United States, the CJEU also ruled that the EU
Commission’s decision adopting the “Privacy Shield” arrangements for data transfers to
US was invalid.

Note that the issue of costs in the underlying proceedings was the subject of a separate
ruling by the High Court made on 28 October 2020, referred to at item 12 below.

See detailed description of these proceedings in the Appendix V

9. 2020/5 Scott v. DPC Appeal against order
made in judicial review
Court of Appeal
Outcome:

By written judgment of 5 December 2019, the High Court struck out judicial review
proceedings brought by Ms Scott under High Court Record No. 2019/95 JR. The
proceedings were struck out on grounds of mootness, on the application of the DPC,
the DPC having earlier delivered decisions in respect of certain complaints filed by the
Applicant. (In her judicial review proceedings, Ms Scott had sought orders compelling the
delivery of decisions in respect of her complaints).

On 3 January 2020, Ms Scott filed an appeal against Judgment and Order of the High
Court.

Ultimately, Ms Scott agreed to withdraw that appeal. It was duly struck out, on consent,
on 31 July 2020.

Note that one of the two decisions delivered by the DPC referred to above is presently
the subject of a (separate) statutory appeal brought by Ms Scott in Dublin Circuit Court.
That appeal has not yet come on for hearing.
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16 July 2020

(Written judgment)

Current Status of Case:

Proceedings complete.

37 July 2020
(Final Order)

Current Status of Case:

Proceedings complete.
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No. Record No. Title

10. 2020/00172 Kerry County Council v. DPC

Outcome:

Type of action and Venue Date of Judgment/Order

Statutory appeal
Kerry Circuit Court

An appeal brought by Kerry County Council against a decision of the Commission made
on 3 March 2020 following an inquiry under the Data Protection Act 2018 (concerning
the deployment of CCTV by the Council in particular contexts) was withdrawn, without

having been heard. No order for costs was made.

11. 2017/464 CA Grant Thornton Corporate
2017/459 CA Finance v. Scanlan

Outcome:

Appeal against order made
in plenary action

Court of Appeal / Supreme
Court

On 31 October 2019, the Court of Appeal dismissed an appeal by the Defendant, Ms
Scanlan, against an earlier order of the High Court refusing Ms Scanlan’s interlocutory
application to join the DPC to these proceedings. (The proceedings are concerned with
Ms Scanlan’s refusal to take certain steps in respect of information received by her from

Grant Thornton relating to identifiable third parties).

Ms Scanlan’s subsequent application for leave to bring a further appeal to the Supreme
Court was refused by the Supreme Court by written determination made on 31

September 2020.

12. 2019/718 JR  Scott v. DPC

Outcome:

Judicial review
High Court

By Order of 13 October 2020, made with the consent of the parties, the High Court
struck out judicial review proceedings brought by Ms Scott under High Court Record
No. 2019/718 JR, the DPC having earlier delivered a decision in respect of a particular
complaint filed by the Applicant. (In her judicial review proceedings, Ms Scott sought an

order compelling the delivery of the decision in question).

Costs were awarded to Ms Scott.

The decision delivered by the DPC is presently the subject of a (separate) statutory
appeal brought by Ms Scott in Dublin Circuit Court. That appeal has not yet come on for

hearing.

13. 2016/4809P DPC v. Facebook Ireland
Limited & Schrems

Outcome:

Plenary action seeking a

preliminary reference to the

CJEU
High Court

Following written and oral submissions by the parties, the High Court made a ruling on
28 October 2020 directing the DPC to pay Mr Schrems' costs of the proceedings in the

High Court and CJEU.

The High Court refused the DPC's application for an order directing Facebook to pay the
DPC's costs and to bear responsibility for such costs as the DPC was ordered to pay to

Mr Schrems.
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10 September 2020
(Final Order)

Current Status of Case:

Appeal discontinued.

28 September 2020
(Final Order)

Current Status of Case:

Proceedings complete.

13 October 2020
(Final Order)

Current Status of Case:

Proceedings complete.

28 October 2020
(Written ruling)

Current Status of Case:

The final order has not

yet been perfected and
so the time-period for the
bringing of an appeal (if
any) has not yet expired.
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No. Record No. Title Type of action and Venue Date of Judgment/Order

14. 2020/02845 DPC v. Tusla/Child & Family Agency Statutory application 4 November 2020

Dublin Circuit Court (Final Order)
Outcome: Current Status of Case:
On the application of the DPC, an order was made by the Circuit Court pursuant to Application completed.

section 143(2) of the Data Protection Act2018, confirming an administrative fine levied by
the DPC on Tusla (in the sum of €75,000) pursuant to a decision of the DPC dated 7 April
2020 following an inquiry under the Data Protection Act 2018. Costs were also awarded

‘
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Supervision

Engagement with public and private sector organisations, policy makers

and legislators enables the DPC to understand the ways in which personal
data are being processed by data controllers and processors, and enables
the DPC to proactively identify data protection concerns and, in the case

of new products or services to ensure that organisations are aware of

their compliance obligations and potential problems in advance of the
commencement of the processing of personal data.

The aim of supervision engagement is to offer guidance The DPC received 724 consultation requests during 2020.

to stakeholders and to connect proactively as a regulator ~ The sectoral breakdown is as follows:
with a visible presence, ensuring the data protection

rights of service users are upheld. In this way, the DPC Sector # %
advocates for the rights of individuals by mitigating
against potential infringements before they occur. Private Sector 413 579
The Supervision function is an important part of the
regulatory framework, as ensuring best practice is applied Public Sector 191 26%
at project planning stages results in better outcomes
for data subjects and less need for resource-intensive Health Sector 39 13%
ex-post activity for the DPC.
Voluntary/Charity Sector 23 3%
Law Enforcement Sector 8 1%
Total 724

62 ANNUAL REPORT 2020



Health Sector

The DPC began the year with attendance at grand rounds
in several major hospitals, working with Data Protection
Officers to bring practical advice and guidance to frontline
healthcare staff. While this outreach work was curtailed
by the Covid-19 pandemic, it is intended to resume this
very successful programme when possible in 2021.

Covid-19

2020 has been an extraordinary and challenging year due
to the Covid-19 pandemic. The DPC was involved from an
early stage in working to assist organisations in under-
standing the data protection implications of the many
measures that they were asked to undertake to combat
the spread of the virus. The DPC also engaged with
Government Departments to ensure that data protection
was given appropriate consideration in the development
of public policy and legislation in the context of the
pandemic.

The DPC published guidance and blog pieces on a range
of topics affected by Covid-19, including Processing
Customer Data for Covid-19 Contact Tracing, the Data
Protection Implications of the Return to Work Safely
Protocol, and Protecting Personal Data When Working
Remotely.

In the areas of public health policy and legislation, the
DPC engaged with Government in relation to such areas
as the national Return to Work Safely Protocol and the
Covid-19 Passenger Locator Form. The DPC has also
engaged with the HSE on the data protection implications
of contact tracing.

Given the global nature of the Covid-19 pandemic, the
DPC also engaged with international partners to assist

in addressing the data protection implications in a
consistent manner. This included participation in the work
of the European Data Protection Board, joining the Global
Privacy Assembly's Covid taskforce, and working directly
with colleagues at the UK Information Commissioner’s
Office. The DPC will continue to work with global partners
in 2021 to ensure that we can give accurate best practice
advice to organisations in Ireland, in particular looking at
the processing of personal data relating to vaccinations
and vaccine programmes.

Covid19 Contact Tracing App

At an early stage in the global spread of the Covid-19 virus,
it was recognised internationally that mobile phone apps
might be used to assist in contact tracing efforts. In March
2020, the DPC commenced a consultative engagement
with Government stakeholders on the possibility of the
development of a national contact-tracing app. The DPC
emphasised the significant data protection challenges
arising from any use of location data, in particular, and the
need for the Government to incorporate data protection
concerns at the earliest stage in the project.

In parallel to discussions with the national app project
stakeholders, the DPC also engaged in research and in
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discussions with international colleagues to gain a fuller
understanding of the data protection implications of this
emerging and rapidly developing technological solution.
This included reaching out to Google and Apple, the joint
developers of the Bluetooth-based Exposure Notification
System on which the Irish app would be based.

The first phase of the consultative process on the app
ended with the provision by the DPC of an in-depth
report on the Data Protection Impact Assessment (DPIA)
for the Covid Tracker Ireland app. In examining this
DPIA, the DPC wanted to ensure that before an app was
launched for use by the Irish public, all data protection
risks had been adequately assessed and accounted

for. The DPIA was also assessed in light of the published
guidance of the EDPB on the use of location data and
contact tracing tools. In the interests of transparency, the
DPC recommended the publication of the DPIA and all
ancillary documentation to allow full public scrutiny.

Following the launch of the Covid Tracker Ireland app,

the DPC has continued to engage with the Department of
Health and other stakeholders on the implementation of
cross-border app interoperability and on the monitoring
of the application of safeguards to protect the personal
data undergoing processing.

Genomics

In 2020, as part of its ongoing work with the health
research sector, the DPC engaged in a supervision
exercise with Genuity Science (Ireland) Ltd, to review the
company's data protection compliance measures and
where necessary to seek the implementation of remedial
action. This included looking at systems for consent
management and the withdrawal of consent by research
participants, as well as clarifying the conditions for third
party access to research data. In 2021, the DPC will
continue this engagement, seeking the implementation
of recommendations put forward in its initial phase.

In the developing area of genomics, and in the wider

life sciences, the DPC takes a proactive role in working
with industry and researchers to ensure that important
healthcare outcomes are delivered in a manner that
respects the data protection rights of individuals. As part
of this strategy, the DPC has also engaged with industry
groups in the medical device, and cell and gene therapy
areas, as well as working with our European colleagues on
questions regarding the application of GDPR to scientific
research.

Public Sector

In addition to engagement with Government and public
bodies on matters relating to Covid-19, the DPC provided
guidance on a range of legislative and public policy
measures in 2020. Since the introduction of GDPR and
the Data Protection Act 2018, the DPC has worked to
develop relationships with key decision-makers in public
bodies to facilitate early engagement on legislative
proposals and policy initiatives and this continued in
2020. This foregrounding of data protection concerns
ensures respect for the principle of data protection by
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design and is in the best interests of upholding the data
protection rights of Irish citizens.

Sample of legislative consultations:

o Health Act 1947 (Section 31A — Temporary Require-
ments) (Covid-19 Passenger Locator Form) Regulations
2020.

* Health Act 1947 (Section 31TA — Temporary Restric-
tions) (Covid-19) (No. 4) Regulations 2020.

* Road Traffic (Licensing of Drivers) (Amendment) (No. 8)
Regulations 2020

* Forestry (Miscellaneous Provisions) Act 2020

* Transposition of Directive (EU) 2019/770 on contracts
for the supply of digital content and digital services

* Garda Siochana (Digital Recording) Bill — General
Scheme

* Preservation and Transfer of Specified Records of the
Commission of Investigation (Mother and Baby Homes
and certain related Matters) Bill

* Higher Education Commission Bill 2020

* Transposition on 5th AML Directive and creation of
beneficial ownership registers for (a) Trusts (b) Bank
A/C’s (€) Investment Vehicles & credit unions

* Finance Bill — Revenue Commissioners collection of
aggregated credit card transactions from Financial in-
stitutions regarding VAT collection from online retailers

e Irish transposition of Directive 2018/1972 establishing
the European Electronic Communications Code

e Certain Institutional Burials (Authorised Interventions)
Bill

Sample of Non-Legislative Consultations
* Carrying out of Leaving Certificate 2020 and Calculated

Grades System in the context of Covid-19

* Various public service data initiatives led by OGCIO,
including Public Service Data Catalogue and Public
Service Data Governance Board

* Online provision of national driver theory test

* Data sharing between the National Vehicle and Driver
File (NVDF) and An Garda Siochana

o Conduct of Census 2021 by the CSO

* Voter.ie project, administered by Dublin City Coun-
cil on behalf of Dublin City Council and Fingal, Dun
Laoghaire Rathdown, South Dublin County Council

* Development of a national Motor Third Party Liability
database

* Processing of equality data by public sector bodies for
statistical purposes

* The Residential Tenancies Board tenancy Management
system

* Processing of personal data by Owners Management
Companies of Multi-Unit Developments, with the
Housing Agency

* Multi-stakeholder consultation on electricity
smart-metering

* Use of drones in waste enforcement by Local
Authorities

64

Leaving Certificate 2020

The DPC proactively contacted the Department of
Education and Skills over its plans for a revised Leaving
Certificate 2020 due to the Covid-19 pandemic. The focus
of our consultation with the Department was to ensure
that the revised Leaving Cert was appropriately assessed
from a data protection point of view and that processing
of personal data was fair, lawful and conducted in a
transparent manner during all stages of the process.
The DPC was particularly concerned to ensure that there
would be full transparency to students and external
parties on the calculation of grades and the standard-
isation process, and that issues relating to students'
access to their class rank were satisfactorily addressed
by the Department. Whilst the DPC recognises that
difficulties arose in respect of an error with the algorithm
used to assess calculated grades, it was satisfied that
the Department had met its obligations from the data
protection viewpoint. The Department, by providing
detailed information in relation to the processing and
how grades were calculated allowed students, parents
and teachers to assess and question the accuracy of

the final calculated grades. Adequate information and
subsequent scrutiny by the processor ultimately led to
the identification of the much-publicised error in the
algorithm which in turn saw over 6,000 students receive
upgraded results. This highlights the significance of the
role transparency can play in terms of meeting principles
of fairness and in terms of being able to assess the
accuracy of processing.

Financial & Private Sector

Anti-Money Laundering & Terrorist Financing
Requirements

The requirements under the anti-money laundering and
terrorist financing (AML) laws for controllers to process
personal data of their customers, through a reasonable
risk based approach, to detect or prevent AML, continues
to be a challenging issue. During 2020 the DPC engaged
with DPOs in the financial sector on concerns in the
following areas:

e Excessive collection of customer data where it is not
a relevant and necessary requirement under the AML
laws;

e Excessive processing of customer financial data where
there is no suspicion of illegal activity and enhanced
due diligence measures are not necessarily required
to be done; and

e Excessive automated profiling of customer databases
with enforcement agencies watch lists.

Companies that process substantive amounts of
customer data for AML compliance that they should

have completed a DPIA which has assessed the risks to
individuals related to the policies and procedures in place
for AML processing.
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New databases for AML Beneficial ownerships
under the 4th & 5th AML Directives.

During 2020 the DPC engaged in extensive consultation
on the establishment of the following databases:

* Registrar of Beneficial Ownership of Companies and
Industrial & Provident Societies. Statutory Instrument
No 110/2019 requires all corporate and legal entities
to file adequate, accurate and current information on
their beneficial owner(s);

* Central Bank's Beneficial Ownership Register is to
deter Money Laundering and Terrorist Financing and
to identify those that seek to hide their ownership
and control of corporate or legal entities by ensuring
that the ultimate owners/controllers of ICAVs, Credit
Unions, Unit Trusts, are identified; and

* Register of the Beneficial Ownership of Trusts. The
draft legislation is being prepared by the Department
of Finance.

Smart Metering

In 2020 the DPC continued to engage with the stakehold-
ers involved in the design and roll-out of Ireland’s Smart
Metering programme. In particular, the DPC advocated
the need for greater transparency to the public and
interested parties on how the protection of personal data
is being addressed and the efforts made to eliminate

or reduce any risk to data protection of individuals. The
DPC welcomes the steps taken to enhance transpar-
ency which has included the publication of DPIAs by

ESB Networks and updated guidance materials by the
Commission for Regulation of Utilities (CRU).

Fintech Survey

During the first quarter of 2020, the DPC invited
companies in the growing Fintech sector in Ireland to
engage in a data protection survey. Questions were
issued to controllers and processors covering topics such
as Lawful Basis, Accountability, International Transfers
and the Data Protection Rights of Individuals. Whilst the
survey gave the DPC an opportunity to understand the
level of data protection understanding within the industry,
it also made the organisations aware of the availability of
the DPC to assist in a consultative capacity on any of the
questions posed.

Some findings from the survey include:

* 95% of respondent claimed to have trained
employees on data protection requirements;

* 66% have engaged in the services of a Data Protection
Officer and only 33% have registered a Data
Protection Officer with the DPG;

* 33% of all respondents claimed to have carried out a
Data Protection Impact Assessment relating to their
processing of personal data and all respondents claim
to have considered any data protection by design or
default in its processing or technology systems;

* 40% transfer personal data outside of the EEA; and
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* 66% of controllers collect personal data from
publically available sources such as the Companies
Registration Office or Tax Defaulters Lists whilst less
than in one in four use social media or newspaper
publications to collect personal non-analytical data.

TikTok Ireland and Main Establishment

During 2020, TikTok Ireland's declaration of main
establishment in Ireland for the purpose of availing of
the GDPR one-stop-shop was examined. In assessing
whether TikTok Ireland had met the objective criteria of
main establishment, the DPC reviewed detailed docu-
mentation and responses provided by TikTok setting out
the legal, administrative, governance and other measures
implemented. The question of main establishment

was considered under the lens of Article 4(16) of the
GDPR, Recital 36 of GDPR and the EDPB Guidelines for
identifying a controller or processor’s lead supervisory
authority.

Some of the key issues considered were:

* Where are decisions about the purposes and means
of the processing given final ‘sign off”?

¢ Where are decisions about business activities that
involve data processing made?

* Where does the power to have decisions
implemented effectively lie?

¢ Where is the Director (or Directors) with overall man-
agement responsibility for the cross border process-
ing located?

e Where is the controller or processor registered as a
company, if in a single territory?

Based on its assessment of the measures implemented
to satisfy the main establishment criteria, the DPC was
ultimately satisfied that TikTok Ireland was in a position to
demonstrate effective and real exercise of management
activities determining the main decisions as to the
purposes and means of processing through stable
arrangements.
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Case Studies

Case Study 17:

Vodafone seeks employment details
from customers

The DPC received a number of queries
regarding new or existing customers
being requested by Vodafone to produce
their employment details and work
phone number as a requirement for the
provision of service by that company.

The concerns arising were that the requests were
excessive and contrary to the Article 5 principle

of lawful, fair and transparent collection as the
processing of data relating to their employment
status was entirely unrelated to the product or
service that they were receiving from the telecom-
munications company, which was for their personal
or domestic use only.

Second, there were concerns that the mandatory
request for a customer’s occupation/place of
work/work phone number was not adequate,

Case Study 18:

Facebook Dating

In February 2020, the DPC was informed
of Facebook’s impending launch of
‘Facebook Dating’ in the EU. A cause

for significant concern was the short
notice given about its launch, together
with very limited information on how
Facebook had ensured the Dating feature
would comply with data protection
requirements. As a result, the DPC
undertook an on-site inspection of
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relevant or necessary under the “data minimisa-
tion” requirement and did not meet the purpose
limitation principle as set out in Article 5 of GDPR.

Third, there were also concerns amongst customers
that the company's data protection/privacy notice
did not comply with the transparency requirement
of GDPR Article 13(1).

Following engagement with the DPC, Vodafone
admitted that it had made an error in the collection
of this information. The company stated that the
problems were caused by a legacy IT system that
had not been updated to remove this requirement
and that any access to the data was exception-

ally limited and was not used for any additional
processing purposes by them. Vodafone immediately
commenced a plan to remediate the problems
caused and, on the insistence of the DPC, published
on its website the details of what had occurred, so
that customers would be aware of the issue.

Facebook’s offices in Dublin to obtain
more extensive documentation and
information. A number of queries and
concerns identified by the DPC were put
to Facebook on the new product and its
features. As a result Facebook provided
detailed clarifications on the processing
of personal data and made a number of
changes to the product prior to ultimately
being launched in the EU in October 2020.
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These changes included:

* clarification on the uses of special category data
which was very unclear in the original proposal.
Facebook agreed that there would be no adver-
tising using special category data and special
category data collected in the dating feature will
not be used by the core Facebook service;

* changes to the user interface around a user’s
selection of religious belief so that the “prefer
not to say” option was moved to the top of the
list of options;

Case study 19:

e greater transparency to users by making it clear
in sign-up flow that Dating is a Facebook product
and that it is covered by Facebooks terms of
service and data policy and the Supplemental
Facebook Dating Terms; and

* revisions to the consent header for the process-
ing of special category data to specifically flag
that special category data (in this instance sexual
preference and religious belief) will not be pro-
cessed for the purposes of advertising (targeted
or otherwise).

Facebook Suicide and Self-Injury feature

In early 2019 the DPC was initially
approached by Facebook and informed
of their plans to implement an expansion
of its Suicide and Self Injury Prevention
Tool (SSI), which involved using advanced
algorithms to monitor Facebook and
Instagram users’ online interactions

and posts. Facebook intended that

the tool would help identify users at

risk of suicide or self-harm. Details of
these users would then be notified to
external parties (police and voluntary
organisations) to action an intervention
with the users concerned. The DPC
raised a number of concerns during the
engagement (2019-2020) including lawful
basis and adequate safeguards relating
to the processing of special category
data. Facebook took the position that the
processing of this data would rely on the
public interest exemption under Article 9
GDPR.

67

As part of the DPC assessment it was suggested that
Facebook should consult public health authorities

in Europe before proceeding. Facebook acknowl-
edged that they had further work to do and would
undertake the consultation and further research
with public health authorities across Europe on

the SSI tool. Facebook has indicated that this
engagement will continue to be a long-term initiative
given the challenges experienced by Member

State Governments and national public health
authorities due to the Covid-19 pandemic. The DPC
understands this engagement is ongoing.

In late 2020, Facebook approached the DPC
proposing a more limited use of this tool for the
sole purpose of removing content contravening
Facebook Community Standards and Instagram
Community Guidelines, pending resolution of the
concerns raised by the DPC. No significant concerns
were identified by the DPC so long as the processing
was for the sole purpose of content moderation.
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Case study 20:

Facebook Election Day Reminder

In advance of the Irish General Election
in February 2020 the DPC notified
Facebook that the Facebook Election Day
Reminder (EDR) feature raised a number
of data protection concerns particularly
around transparency to users about
how personal data is collected when
interacting with the feature and
subsequently used by Facebook.

The DPC requested that Facebook implement a
mechanism at the point at which users engage

(or will engage) with the EDR function to ensure
that the information referenced in Article 13 of the
GDPR, including information addressing the specific

Case study 21:

circumstances and context in which the processing
operations are undertaken, be made available to
users in an easily accessible form before a user
decides whether or not to interact/engage with

the EDR function. Of particular concern to the DPC
was the lack of clarity from Facebook on whether
any data generated by a user interacting with the
feature would be used for targeted advertising and
newsfeed personalisation.

As it was not possible to implement changes in
advance of the Irish election, Facebook responded
to the DPC advising that it intended to withdraw
the roll-out of the EDR function for the election and
that the feature would not be activated during any
EU elections pending a response to the DPC which
addressed the concerns raised.

Google Voice Assistant Technology

The DPC engagement with Google on
the company’s voice assistant product
continued in 2020. This engagement
commenced following media coverage
in the summer of 2019. The DPC sought
a response from Google on the further
actions that could be taken by Google
to mitigate against risks to the personal
data of users, particularly arising from
misactivations of Google assistant.
Google has implemented a number of
changes to address the concerns raised.

These include:

* Anew transparent user engagement and
consent flow to include information about the
suite of safeguards in place to minimise the risks
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to data subjects and make user controls more
accessible;

* Measures to decrease misactivations. Users can
now adjust how sensitive Google Assistant devic-
es are to prompts like “Hey Google,” giving users
more control to reduce unintentional activations,
or to make it easier for users to get help in noisy
environments. Google is also continuing to im-
prove device and server side measures to detect
false activations of Google assistant;

e Deletion by voice command on Assistant. Users
are now able to delete their Assistant interac-
tions from their account by saying things like

“Hey Google, delete the last thing | said” or “"Hey
Google, delete everything | said to you last week."
If users ask to delete more than a week's worth
of interactions from their account, the Assistant
will direct them to the page in their account
settings to complete the deletion.
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DPO Notifications to the DPC

One of the tasks of the DPC is to maintain and update a
Data Protection Officer (DPO) Register within the DPC, as
notified to it by its relevant regulated entities, meaning
those organisations who meet the threshold for DPO
requirement.®

Article 37.7 of the GDPR states that “the controller or
the processor shall publish the contact details of the
data protection officer and communicate them to the
supervisory authority.”

In 2020, the DPC received 517 DPO notifications through
the online web-form on the DPC website. In total, the
DPC's DPO notifications database contains 2,166 records
of DPOs. The table below shows the industry sectors from
which notifications were made in 2020.

DPO notifications for 2020

Private 417

Public 109

Non-for-Profit 44

Total in 2020 570 (2,166 overall)

Public Sector DPO Compliance

Article 37.1 of the GDPR stipulates, that all organisations
that process personal data, either as a data controller

or data processor, must designate a DPO where the
processing is carried out by a public authority or body'.

i

Article 37.7 of the GDPR states that “the controller or
the processor shall publish the contact details of the
data protection officer and communicate them to the
supervisory authority.”

In 2020, the DPC commenced a project to assess
compliance by public bodies with the Article 37
obligations. From a total of almost 250 public bodies,
comprising Government Departments and agencies, as
well as Local Authorities, 77 public bodies were identified
as being potentially not compliant with the requirements.
Engagement with each of these public bodies resulted

in 66 bringing themselves in to compliance with Article
37.7 of the GDPR by the end of 2020, raising the sector’s
compliance rate from 69% to 96%.

The DPC will continue to engage with the public sector
bodies as required in 2021 to achieve compliance with
GDPR Article 37(3).

The DPC has observed that some agencies of
Departments have relied on Article 37(3) of the GDPR

> A DPO is mandatory for: Public authorities; Organisations
whose core activities consist of processing operations that
require regular and systematic monitoring of data subjects on
a large scale; or Organisations whose core activities consist
of processing on a large scale of special categories of data or
personal data relating to criminal convictions and offences.
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which states that “Where the controller or the processor is a
public authority or body, a single data protection officer may
be designated for several such authorities or bodies, taking
account of their organisational structure and size”.

A single DPO may be designated for several such
authorities or bodies; however, this should not remove
the obligation of that agency or business unit under a
parent department to separately publish the contact
details of their DPO and to separately communicate those
details to the supervisory authority even if the parent
department has also done so.

If a public body wishes to communicate details of a

DPO, whether updating or registering a new DPO, this
should be done through official channels using the DPC's
web-form or email.

The DPC will expand its compliance and monitoring
activities in this area to include organisations other than
public bodies that are also required to designate a DPO
and comply with Article 37.7 of the GDPR during 2021.
This will be conducted on a sector by sector approach.
Organisations without a DPO are encouraged to consider
whether they are required to have a DPO — further
information is available on the DPC's website.

Engagement with DPOs

The DPC remains committed to supporting DPOs and
their teams, in recognition of the key role played by DPOs
in ensuring that GDPR programmes translate into lasting
organisational culture and compliance. DPC staff spoke
at many virtual events for DPOs during the year. As part
of the DPC's efforts to empower DPOs in the conduct of
their duties, the DPC established a DPO Network in late
2019. The purpose of the Network is to foster peer-to-
peer engagement and knowledge-sharing between DPOs
and data protection professionals.

Due to Covid-19, the planned DPC DPO Network
Conference that was due to take place in March was
necessarily postponed. The DPC has instead taken these
supports online, with a dedicated section for DPOs on

its website where the resources, including podcasts

and guidance, are centralised for ease of access. The
DPC continues to engage with DPOs on an ongoing
basis, including a quarterly newsletter, to ensure that the
resources it produces are informed by the needs of the
cohort.

Codes of Conduct

During 2020 the DPC drafted accreditation requirements
that potential Monitoring Bodies for Codes of Conduct
were required to meet. The Accreditation Requirements
for Code Monitoring Bodies' was approved by the EDPB
and adopted by the DPC. This marked the final step in
enabling the DPC to progress the establishment and
approval of Codes of Conduct in Ireland in line with Articles
40 and 41 of the GDPR. The DPC is already engaged with
several potential Code owners and anticipates receiving
the first official draft Code early in 2021.
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International Transfers —
Binding Corporate Rules

A key focus in the area of international transfers for the
DPC is the assessment and approval of Binding Corporate
Rules applications from multi-national companies.

Binding Corporate Rules (BCR) were introduced in
response to the needs of organisations to have a global
approach to data protection where many organisations
consisted of several subsidiaries located around the
globe, transferring data on a large scale. During 2020,
the DPC continued to act or commenced acting as

lead reviewer in relation to 42 BCR applications from
28 different companies. The DPC also assisted other
European Data Protection Agencies (DPAs) by acting as
co-reviewer or on drafting teams for Article 64 Opinions
on 5 BCRs in this period.

The EDPB issued Article 64 opinions on nine BCR appli-
cations in 2020, including Opinions on the BCR-controller
and BCR-processor of Reinsurance Group of America, for
which DPC was lead authority.

Due to the departure of the UK from the EU in 2020,
the DPC has had contact from a number of companies
enquiring about transferring their lead authority for BCR
purposes to the DPC. This process has been completed
for a number of applicants, greatly increasing the DPC's
workload in 2020.

Brexit

In the latter part of 2020 in the run up to the end of the
Transition Period on 31 December, there was a very real
possibility that the UK would finally depart without a deal
with the EU and therefore fall outside EU data free-flows.
This created implications for large sectors of Irish
business and the public sector, who needed to put in
place transfer mechanisms to allow for the continuance
of legitimate transfers to the UK in the event of a no-deal
Brexit.

The DPC maintained ongoing engagement with impacted
stakeholders, to facilitate the prompt sharing of
information throughout the evolution of the negotiation
process.

On 24 December 2020, the Trade and Cooperation
Agreement was signed and this agreement provided for
data transfers, allowing for up to a six month period (the
so called bridging period) whereby transfers to the UK
could continue as if the UK was still part of the EEA, while
negotiations on an adequacy agreement continue.

Other International Transfer Issues

In July 2020 the CJEU invalidated the Privacy Shield
mechanism that had facilitated certain transfers from the
EEA to the US and, while it upheld the use of Standard
Contractual Clauses, it did make clear that if the laws

and practices in a third country mean that the level of
protection for data transferred there is not assured in a
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given case, transfers would have to stop unless supple-
mentary measures could plug any gaps in protection.

Draft recommendations on Supplementary Measures
were published by the EDPB and submissions received
on the draft are now being assessed by EDPB. A full
note on the Litigation concerning Standard Contractual
Clauses is available in Appendix 5 of this report.

European Data Protection
Supervisory Authorities

During 2020, the DPC continued to participate in the
work programmes of the European Supervisory Bodies
for large-scale EU IT systems such as Europol, Eurodac,
Eurojust, the Customs Information System (CIS) and

the Internal Market Information (IMI) system. The DPC
conducted a number of desk audits with the Europol
National Unit in An Garda Siochana in relation to data
subject rights and the processing of data in Europol
systems. In addition, the DPC continued in its role as
observer to the coordinated supervision of the Schengen
and Visa Information Systems (SIS Il and VIS). With regard
to SIS Il, the work programme to progress Ireland’s partic-
ipation will continue in 2021.

Consistency Mechanism
and EDPB Tasks

Like all other EEA data protection supervisory authorities,
the DPC must ensure that it interprets, supervises and
enforces the GDPR in a way that achieves consistency. In
2020, the DPC participated in over 180 EDPB meetings
(most of which were conducted virtually), including those
of the 12 EDPB expert subgroups.

DPC staff members have contributed extensively to the
development of guidelines and opinions across all of the
EDPB expert subgroups during 2020. The DPC also acts
as co-coordinator of the Social Media expert subgroup.

BIIDPA 2020

On 18 June 2020 the DPC hosted a virtual meeting of
the British, Irish and Islands’ Data Protection Authorities
(BIIDPA) welcoming representatives from the supervisory
authorities of Bermuda, the Cayman Islands, Gibraltar,
Guernsey, the Isle of Man, Jersey, Malta and the UK.
BIIDPA attendees share a common law background and
meet each year to discuss a variety of data protection
related topics. Issues discussed included Covid-19 and
the DPC's Communications Strategy.

13-15 October Global Privacy Assembly

In October 2020 the DPC participated in the Global
Privacy Assembly (GPA); the annual gathering of more
than 130 data protection and privacy authorities from
around the world.
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Children’s Policy

Activities during 2020

Following the conclusion of the DPC's public consultation
and the subsequent publication of two statistical reports
on feedback from both the adult and child focused
streams of the consultation in 2019, the DPC commenced
the extensive process of drafting guidance for organisa-
tions that process children’s data.

In tandem with this work, the DPC engaged with a
number of child's rights experts and advocates from the
public, private and non-profit sectors in order to seek
further views in relation to various technical issues to be
addressed in the guidance.

Throughout 2020, the DPC continued its participa-

tion as a member of the National Advisory Council for
Online Safety, where it contributed to the Council's
scrutiny of the General Scheme of the Online Safety and
Media Regulation Bill — finalised by the Department of
Tourism, Arts, Culture, Gaeltacht, Sport and Media in
December 2020 — in order to ensure a clear framework
for cooperation between the DPC and other regulators
whose remits touch upon online safety concerns.

The “Fundamentals”

In December 2020, the DPC published its much-antici-
pated guidance document entitled “Children Front and
Centre: Fundamentals for a Child-Oriented Approach to
Data Processing” (the “Fundamentals” for short).

The Fundamentals address core data protection issues
such as the age at which children can exercise their own
data protection rights for themselves, the role of parents/
guardians in acting on behalf of their children, age verifi-
cation and verification of parental consent, as well as the
rules governing the processing of children’s personal data
for direct marketing, profiling or advertising purposes.

The DPC also sets out in the Fundamentals a variety of
recommended measures that will enhance the level

of protection afforded to children against the data
processing risks posed to them by their use of or access
to services in both an online and offline world. The DPC
is conducting a public consultation on the draft version
of the Fundamentals and is inviting submissions from all
interested parties until 31 March 2021.

Taking into account the feedback received, the DPC will
publish the finalised version of the Fundamentals which
will inform the DPC's enforcement, supervision and
regulatory activities.
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Codes of Conduct

During 2021, the DPC will also work with industry,
government and voluntary sector stakeholders and

their representative bodies to encourage the drawing

up of Codes of Conduct in relation to the processing of
children’s personal data, in accordance with Section 32 of
the Irish Data Protection Act 2018. This Codes of Conduct
project will be a core initiative for the DPC in 2021.

Regulatory Strategy

Work on the DPC's Regulatory Strategy continued in
2020 — with both internal and external stakeholder
engagement — and the development of the strategy

is now nearing its conclusion. The development of the
DPC's Regulatory Strategy has been an iterative process,
evolving in response to the needs of stakeholders and
their feedback. In drafting the strategy, the DPC has
given careful consideration as to how it can best deliver
improved results for the maximum amount of people,
in a regulatory landscape that is constantly evolving in
response to legal and societal needs.

An integral part of the strategy development process in
2020 was the production and publication of the DPC's
Two-Year Activity Report under the GDPR, which was an
opportunity to take stock of the reality of regulating since
May 2018 and identify the thematic issues and statistics
which must be factored into to the DPC's strategic plan
for the future. The DPC's regulatory analysis in 2020 also
involved two workshop cycles, the first focusing on a
horizon scan for 2020 and the second concentrating on
complaint-handling methodologies going forward.

The Arc Project

The DPC continued its partnership with the Croatian
Data Protection Authority, AZOP, and Vrije University in
Brussels on an EU-Funded project (The ARC Project) —
specifically targeting SMEs — to increase compliance
across the SME sector. Work on the project began in Q1
of 2020 and will run for a further two years. Through this
engagement — which includes surveys, roadshows and
conferences — the project intends to develop a more
detailed understanding of the climate in which SMEs are
operating and provide practical resources to support
them in their compliance efforts.
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Media engagement

The profile of, and the media interest in, the DPC
continued to grow both nationally and internationally
during 2020. Much of the media engagement stemmed
from the DPC's inquiry and litigation work, including
significant international media attention surrounding the
DPC's draft decision in the Twitter International Company

inquiry.

Direct Engagement

The DPC continued to directly engage with a variety of
stakeholders during 2020, adapting to the constraints
imposed by Covid-19. From March onwards, all
conferences and events in which the DPC partook were
virtual. The DPC contributed to almost 100 events in 2020.

Activity report

In June, the DPC published 'DPC Ireland 2018-2020:
Regulatory Activity Under GDPR' — a two-year regulatory
activities report providing a wider-angled lens through
which to assess the work of the DPC since the implemen-
tation of the GDPR. The trends and patterns identified
will have bearing on the DPC's regulatory considerations

going forward.

Social media

In 2020, the DPC continued to grow its social media
presence across Twitter, Instagram and LinkedIn, in
support of its awareness-raising and communications
activities. The combined followers across the three
platforms has increased by over 8,000 during 2020, to

almost 29,000. There was an organic reach of almost 2.8
million, with strong engagement across the board.

Guidance, blogs and podcasts

The DPC continued to produce, update and disseminate

comprehensive guidance on a wide variety of topics for

both individuals and organisations. Almost 40 items of
guidance were produced in 2020, covering a wide range
of issues ranging from video conferencing to contact

tracing.

DPC Website

The DPC website (www.dataprotection.ie) was a partic-
ularly important resource for individuals and organisa-
tions throughout 2020. In November, the DPC launched

a redesign of the website, making it easier for users to
find and navigate information. The redesigned site also
includes a dedicated section for Data Protection Officers.
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DPC Funding and Staffing

The funding of the DPC by government has increased
year-on-year from €1.7 million in 2013 to €16.9 million in
2020 (comprising €10.5 million in pay and €6.4 million in
non-pay allocation).

The DPC continued to engage with the Public Appoint-
ments Service to recruit staff during 2020. The process
of recruitment was impacted by Covid-19. The DPC

had a staff complement of 145 at year end, with two
recruitment competitions still ongoing on 31 December
2020. Further recruitment of staff, in addition to those
successful in these two competitions, is a priority for the
DPCin 2021.

Corporate Services and Facilities

While DPC offices remained largely closed — physically —
due to Covid-19 restrictions, the DPC continued to
maintain a skeleton staff to process incoming and
outgoing postal correspondence and provide the
logistical support necessary to facilitate effective remote
working for DPC staff.
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Corporate Governance

The DPC became its own Accounting Officer on 1 January
2020. Accordingly, the DPC's internal controls were
monitored in accordance with the Code of Practice for the
Governance of State Bodies. The DPC's required annual
Statement on Internal Control for 2020 will be published
on the DPC's website with its Financial Statement later in
the year.

DPC Audit and Risk

In 2020 the DPC established an Audit and Risk
Committee, in keeping with the Corporate Governance
Standard for the Civil Service (2015), and the Code of
Practice for the Governance of State Bodies (2016).

The members of the committee are:

e Conan McKenna (chairperson);
* Bride Rosney;

Karen Kehily;

* Michael Horgan; and

e Graham Doyle (DPC).

Seven meetings of the Audit and Risk Committee were
held in 2020.
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Official Languages Act 2003

During 2020 the DPC prepared its fifth Language Scheme
under the Official Languages Act 2003. The finalised
scheme was subsequently confirmed by the Minister for
Tourism, Culture, Heritage, Arts, Gaeltacht, Sport and
Media, submitted to the office of An Coimisinéir Teanga,
and published on the DPC website. The fifth Scheme
commenced on 21 December 2020 and remains in effect
for a period of three years.

Freedom of Information (FOI)

In 2020, the DPC received a total of 65 FOI requests.
Eight were granted, three were partially granted and 38
were deemed out of scope. The DPC's regulatory activity
is exempted from FOI requests in order to preserve

the confidentiality of our supervisory, investigatory

and enforcement activities. Nevertheless, the DPC is
committed to providing transparent information to the
public around the administration of its office and use of
public resources.

Granted 8
Part Granted 3
Refused (O0OS) 38
Withdrawn/Handled Outside FOI 8
Live 8
Total requests 65
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Ethics in Public Office Act 1995 and
Standards in Public Office Act 2001

The DPC was established under the Data Protection Act
2018 and operates in accordance with the provisions of
that Act. Procedures are in place to ensure that the staff
of the DPC, holding designated positions, comply with the
provisions of the Ethics in Public Office Act 1995 and the
Standards in Public Office Act 2001.

Regulation of Lobbying Act 2015

The Regulation Lobbying Act 2015 aims to ensure that
lobbying activities are conducted in accordance with
public expectations of transparency. The Commissioner
for Data Protection is a Designated Public Official (DPO)
under this Act, as noted on the DPC website. Interactions
between lobbying bodies and DPOs must be reported by
the lobbyists. The Standards in Public Office Commission
(SIPO) has established an online register of lobbying at
www.lobbying.ie to facilitate this requirement.

Section 42 of the Irish Human Rights
and Equality Commission Act 2014 —
Public Sector Equality and Human
Rights Duty (the Duty)

The DPC has put in place measures to ensure that con-
sideration is given to human rights and equality in the
development of policies, procedures and engagement
with stakeholders when fulfilling its mandate to protect
the EU fundamental right to data protection. The Duty
is also embedded into the Corporate Governance
Framework and Customer Charter and Action plan.
The DPC website content along with other published
information is designed with regard to the principles
of plain English, and the DPC has also published audio
resources.

To support its customers requiring assistance when
engaging with the services provided by the DPC, the DPC's
Accessibility Officer may be contacted via the channels
listed on its website.

Customer Charter

In 2020, the DPC revised its Customer Charter. The
revised Charter and Quality Customer Service Action Plan
and Unreasonable Complainants Policy will be in place for
the period 2021-2023.

In 2020, 37 customer service complaints were received
and resolved by the DPC.
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Report on Protected
Disclosures received by the Data
Protection Commission in 2020

The policy operated by the Data Protection Commission (DPC) under the
terms of the Protected Disclosures Act 2014 is designed to facilitate and
encourage all workers to raise internally genuine concerns about possible
wrongdoing in the workplace so that these concerns can be investigated
following the principles of natural justice and addressed in a manner
appropriate to the circumstances of the case.

Section 22 of the Protected Disclosures Act 2014 requires
public bodies to prepare and publish, by 30 June in

each year, a report in relation to the previous year in an
anonymised form.

Pursuant to this requirement, the DPC confirms that in

2020

* No internal protected disclosures (from staff of the
DPC) were received.

Reference

Number

09/2020

08/2020

0772020

06/2020

05/2020

04/2020

0372020

02/2020

01/2020

Type

Section 7 (external, to
'prescribed person')

Section 7 (external, to
'prescribed person')

Section 7 (external, to
'prescribed person')

Section 7 (external, to
'prescribed person')
Section 7 (external, to

'prescribed person')

Section 7 (external, to
'prescribed person')

Section 7 (external, to
'prescribed person')

Section 7 (external, to
'prescribed person')

Section 7 (external, to
'prescribed person')
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Date Received

09 December 2020

16 September 2020

09 July 2020

26 May 2020

12 May 2020

28 April 2020

22 February 2020

03 February 2020

06 January 2020

* Nine protected disclosures (set out in the table below)
were received from individuals external to the DPC in
relation to issues pertaining to data protection within
other entities. These cases were raised with the DPC
inits role as a ‘prescribed person’ as provided for un-
der Section 7 of the Protected Disclosures Act (listed
in SI 339/2014 as amended by SI 448/2015, replaced
in September 2020 by SI 364/2020).

Status

Under
Consideration

Under
Consideration

Under
Consideration

Closed

Closed

Closed

Closed

Closed

Closed

Outcome

Made anonymously and not a
protected disclosure — referred to
consultation function to follow up.

Not a protected disclosure - referred
to standard complaint handling.

Not a protected disclosure — referred
to standard complaint handling

Not a protected disclosure- referred
to standard complaint handling

Complainant did not pursue matters.

Complainant did not pursue matters.
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Report on Energy Usage at the DPC

Overview of Energy Usage

DUBLIN
21 Fitzwilliam Square

The head office of the DPC is located at 21 Fitzwilliam
Square, Dublin 2. Energy consumption for the office is
solely electricity, which is used for heating, lighting and
equipment usage.

21 Fitzwilliam Square is a protected building and is
therefore exempt from the energy rating system.

Satellite office

DPC currently maintains additional office space in Dublin
to accommodate the increase in staff numbers. This office
was sourced by OPW and DPC took occupancy in October
2018. The Office is 828 sg mts in size.

Energy consumption for the building is solely electricity,
which is used for heating, lighting and equipment usage.

The energy rating for the building is C2.

PORTARLINGTON

The Portarlington office of the DPC has an area of 444
sq mts and is located on the upper floor of a two-storey
building, built in 2006.

Energy consumption for the office is electricity for lighting
and equipment usage and natural gas for heating.

The energy rating for the building is C1.

Actions undertaken

The DPC participates in the SEAI online system for the
purpose of reporting its energy usage in compliance with
the European Communities (Energy End-use Efficiency and
Energy Services) Regulations 2009 (S.I. No 542 of 2009)

The energy usage for the office for 2019 (last validated
SEAI figures available) is as follows:

Electrical Natural Gas
Dublin
Fitzwilliam Sq. 93,878KwH
Satellite Office 89,279KwH
Portarlington 40,651KwH 49,379
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Overview of Environmental policy /
statement for the organisation

The DPC is committed to operate in line with Government
of Ireland environmental and sustainability policies.

Outline of environmental
sustainability initiatives
e Purchase of single use plastics ceased since January
2019

* Replacement of fluorescent lighting with LED lighting
in Portarlington office as units fail or require replace-
ment bulbs

* Sensor lighting in use in one office (Satellite)

e Review of heating system in one office underway
(Fitzwilliam Square)

* New tender competition completed for bin collection
services to include compost bin service for Portarling-
ton & Fitzwilliam Square.

Reduction of Waste Generated

e DPC use a default printer setting to print documents
double-sided.

* DPC has also introduced dual monitors for staff to
reduce the need to print documents to review / com-
pare against other documentation during case work.

* DPC provide general waste and recycling bins at sta-
tions throughout the offices.

Maximisation of Recycling

DPC policy is to securely shred all waste paper. Consoles
are provided at multiple locations throughout the offices.
Shredded paper is recycled.

Sustainable Procurement

DPC procurements and processes are fully compliant with
Sustainable Procurement.

Catering contracts stipulate the exclusion of single use
plastics.
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Prosecutions in relation to
electronic direct marketing complaints

The DPC prosecuted six companies during 2020 for sending unsolicited

text messages or electronic mail to customers or former customers or
prospective customers without their consent and in one case without

a valid address to which the recipient might send a request for such
communications to cease. The companies in question were Three Ireland
Services (Hutchison) Limited, Mizzoni's Pizza & Pasta Company Limited, AA
Ireland Limited, Ryanair DAC, Three Ireland (Hutchison) Limited and Windsor

Motors Unlimited Company.

Prosecution of Three Ireland Services
(Hutchison) Limited

In June and August 2019, the DPC received two
complaints from individuals concerning unsolicited
marketing text messages they had received from the
telecommunications company Three Ireland Services
(Hutchison) Limited. In response to the DPC's investiga-
tion of the first complaint, Three explained that although
the customer had requested to opt-out of electronic
direct marketing, due to a technical error his preference
had not been updated on the company’s systems. In
respect of the second complaint, Three indicated that the
actioning of the customer'’s request to opt-out had been
delayed due to a fault which had developed in its case
management system as a result of internal IT changes.

The DPC had issued a letter of formal warning to Three

in January 2016 in relation to a previous complaint.
Accordingly, the DPC decided to proceed to a prosecution
arising from these two complaint cases.

At Dublin Metropolitan District Court on 2 March 2020,
Three pleaded guilty to two charges under Regulation
13(1) and 13(13)(a)(i) of the ePrivacy Regulations. The
District Court applied the Probation of Offenders Act
1907, ordering a dismissal of the matter on the basis
of a charitable donation of €200 to Little Flower Penny
Dinners in respect of each of the two charges. Three
agreed to discharge the DPC's legal costs.

Prosecution of Mizzoni's Pizza & Pasta
Company Limited

In March and April 2019, the DPC received four
complaints from individuals regarding unsolicited
marketing text messages they had received from
Mizzoni's Pizza & Pasta Company Limited. In particular,
the complaints highlighted the concern that customers’
phone numbers may have been retained for a significant
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period after the date of their last order. Following an
investigation of the complaints, the DPC was satisfied
that Mizzoni's had failed to comply with the rules on
valid consent for electronic direct marketing under the
ePrivacy Regulations.

The DPC had issued a letter of formal warning to Mizzoni's
in November 2013 in respect of a previous complaint.
Accordingly, the DPC decided to initiate prosecution
action on foot of these new complaints.

At Dublin Metropolitan District Court on 2 March 2020,
Mizzoni's pleaded guilty to one offence under Regulation
13(1) and 13(13)(a)(i) of the ePrivacy Regulations. The
District Court applied the Probation of Offenders Act
1907, ordering a dismissal of the matter on the basis
of a charitable donation of €200 to Little Flower Penny
Dinners. Mizzoni's agreed to discharge the DPC's legal
costs.

Prosecution of Three Ireland
(Hutchison) Limited

In March, April and June 2020, the DPC received three
complaints from individuals concerning unsolicited
marketing text messages they had received from the
telecommunications company Three Ireland (Hutchison)
Limited. In response to the DPC's investigation of the first
complaint, Three explained that although the customer
had requested to opt-out of electronic direct marketing,
due to an intermittent bug in their system, messages such
as opt-outs were received but did not trigger the required
action. As a result his preference was not updated on the
company's system. In respect of the second complaint,
Three indicated that the customer’s requests to opt-out
had not fed back’ to the system due to a configuration
issue arising from internal IT changes. In regards to the
third complaint, Three stated that the customer opted
out of electronic direct marketing and received confir-
mation of same. However, due to a human error where
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an incorrect set of permissions was used, she received
further electronic direct marketing.

The DPC had previously prosecuted Three in 2012 for
breaching Regulation 13 of the ePrivacy Regulations in
relation to three previous complaints. Accordingly, the
DPC decided to proceed to another prosecution arising
from these three complaint cases.

At Dublin Metropolitan District Court on 17 December
2020, Three pleaded guilty to four charges under
Regulation 13(1) and 13(13)(a)(i) of the ePrivacy
Regulations. The District Court applied the Probation of
Offenders Act 1907, ordering a dismissal of the matter
on the basis of a charitable donation of €2,000 to Little
Flower Penny Dinners. Three agreed to discharge the
DPC's legal costs.

Prosecution of AA Ireland Limited

InJuly and October 2019, the DPC received three
complaints from individuals concerning unsolicited
marketing text messages and electronic mail they had
received from AA Ireland Limited. In response to the DPC's
investigation of the first complaint, AA explained that the
customer had opted-out of electronic direct marketing in
2017 and this opt-out was applied at that time. However,
due to a'system issue’ a couple of years later it was
recorded that he had opted-in and he received further
electronic direct marketing by email. In respect of the
second complaint, AA indicated that it had received the
customer’s requests to opt-out but due to the customer
having completed five different quotes and the opt-out
had to be applied to each, this resulted in a delay and

the sending of nineteen further marketing text messages
over an eight-day period after she had first opted out. In
regards to the third complaint, AA stated that the customer
had never opted in to receiving electronic direct marketing.
It also claimed that the text messages sent were reminders
to the customer that their insurance renewal date was
approaching and it deemed them transactional messages
rather than marketing messages. However, due to the
content of the text messages, the DPC deemed them to be
unsolicited marketing text messages.

The DPC had previously prosecuted AA in 2018 for
breaching Regulation 13 of the ePrivacy Regulations in
relation to one previous complaint. Accordingly, the DPC
decided to proceed to another prosecution arising from
these three complaint cases.

At Dublin Metropolitan District Court on 17 December
2020, AA pleaded guilty to three charges under Regulation
13(1), and 13(13)(@)(i) of the ePrivacy Regulations. The
District Court applied the Probation of Offenders Act
1907, ordering a dismissal of the matter on the basis of

a charitable donation of €2,500 to Little Flower Penny
Dinners. AA agreed to discharge the DPC's legal costs.

Prosecution of Ryanair DAC

In May 2019, the DPC received a complaint from an
individual concerning a marketing email they had received
from Ryanair DAC that they were unable to unsubscribe
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from. The complainant indicated that having used the
unsubscribe button on the email they received from
Ryanair they received an error message. They continued to
receive further marketing emails subsequently. In response
to the DPC's investigation of the complaint, Ryanair
explained that due to a technical issue within Adobe
Campaign (which Ryanair uses to run its email campaigns)
that affected unsubscribe / opt-out requests, customers
received the ‘error message' referred to in the complaint.

The DPC had issued a letter of formal warning to Ryanair
in April 2013 in respect of two previous complaints.
Accordingly, the DPC decided to initiate prosecution
action on foot of this new complaint.

At Dublin Metropolitan District Court on 17 December
2020, Ryanair pleaded guilty to two charges under
Regulation 13(1), 13(12)(c) and 13(13)(a)(i) of the ePrivacy
Regulations. The District Court applied the Probation of
Offenders Act 1907, ordering a dismissal of the matter
on the basis of a charitable donation of €5,000 to Little
Flower Penny Dinners. Ryanair agreed to discharge the
DPC’s legal costs.

Prosecution of Windsor Motors
Unlimited Company

In September 2019, the DPC received three complaints
from individuals regarding unsolicited marketing text
messages they had received from Windsor Motors
Unlimited Company. In response to the DPC's investiga-
tion of the first and second complaint, Windsor Motors
explained that the former customers had provided their
contact details to the company in 2008 when service work
was carried out on their vehicles. It admitted that the first
time that the mobile phone numbers of those former
customers were targeted with marketing messages was
in September 2019 - 11 years later. It accepted the DPC's
view that it had not kept any marketing consent that it
may have obtained in 2008 up-to-date in accordance
with the twelve-month rule set out in Regulation 13(11)
(d) of the ePrivacy Regulations. In respect of the third
complaint, Windsor Motors indicated that it had received
the former prospective customer's request to opt-out in
2017 and this opted-out request was actioned. However,
almost a year later due to an error when introducing a
new IT system the individual's details were inadvertently
opted back in to marketing.

The DPC had issued a letter of formal warning to

Windsor Motors in July 2017 in respect of a previous
complaint received from the prospective customer
referred to above. Accordingly, the DPC decided to initiate
prosecution action on foot of these new complaints.

At Dublin Metropolitan District Court on 17 December
2020, Windsor Motors pleaded guilty to one offence
under Regulation 13(1) and 13(13)(a)(i) of the ePrivacy
Regulations. The District Court applied the Probation of
Offenders Act 1907, ordering a dismissal of the matter
on the basis of a charitable donation of €1,000 to Little
Flower Penny Dinners. Windsor Motors agreed to
discharge the DPC's legal costs.
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Twitter International Company —
Inquiry (IN-19-1-1) under Section 110
of the Data Protection Act 2018

Twitter International Company -
Inquiry (IN-19-1-1) under Section 110 of
the Data Protection Act 2018

This inquiry, which was commenced by the DPC on 22
January 2019, examined whether Twitter International
Company (TIC) had complied with its obligations under
the GDPR in respect of its notification, on 8 January 2019,
of a personal data breach (the Breach’) to the DPC. The
Breach, which occurred at TIC's processor, Twitter Inc.,
related to a bug whereby if a Twitter user with a protected
account, using Twitter for Android, changed their email
address, their account would become unprotected.

The purpose of the inquiry was to examine certain issues
surrounding TIC's notification of the Breach, as distinct
from examining the substantive issues relating to the
Breach itself. In this regard, the inquiry examined whether
TIC had complied with Article 33(1) of the GDPR, in terms
of the timing of its notification of the Breach to the DPC,
and whether it had complied with Article 33(5) of the
GDPR, in respect of its documenting of the Breach.

Facts leading to Inquiry

TIC's notification of the Breach to the DPC, which led to
the inquiry, took place on 8 January 2019 by way of a
completed Cross-Border Breach Notification Form. In
the Form, TIC outlined that it had received a bug report
through its ‘Bug Bounty Program'’ to the effect that “..

if a Twitter user with a protected account, using Twitter for
Android, changed their email address the bug would result in
their account being unprotected.” The Breach Notification
Form further outlined, in respect of the reasons for not
notifying the DPC within the 72 hour period required by
Article 33(1), that

“The severity of the issue — and that it was reportable — was
not appreciated until 3 January 2018 [sic] at which point
Twitter’s incident response process was put into action.”

The Breach Notification Form identified the potential
impact for affected individuals, as assessed by TIC, as
being “significant”. In a further follow up notification form
submitted by TIC to the DPC on 16 January 2019, TIC
confirmed the number of affected EU and EEA users was
88,726. It also confirmed that the bug which had led to
the Breach “was introduced on 4 November 2014 and fully
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remediated by 14 January 2019” and that, as it was not
possible to identify all impacted persons (due to retention
limitations on available logs), it believed that additional
people were impacted during that period.

Inquiry under Section 110, Data
Protection Act 2018

As it appeared from the Breach Notification Form
submitted by TIC that a period of in excess of 72 hours
had elapsed from when TIC (as controller) became aware
of the Breach, and having regard to the number of
affected data subjects, the DPC commenced the inquiry,
under Section 110(1) of the Data Protection Act 2018 (‘the
2018 Act') for the purpose of examining whether TIC had
complied with its obligations under Article 33, and more
particularly, with its obligations under Article 33(1) and
Article 33(5).

Compliance with Article 33(1)

In assessing TIC's compliance with Article 33(1), the DPC
examined the timeline relating to TIC's notification of the
Breach to the DPC. In this regard, TIC confirmed to the
DPC during the inquiry that notice of the bug was first
received on 26 December 2018 by an external contractor
engaged by Twitter to search for and assess bugs via

the Bug Bounty Program, a program whereby anyone
may submit a bug report. TIC further confirmed that,

on 29 December 2018, the external contractor, having
assessed the bug report, communicated the outcome of
its assessment to Twitter Inc. TIC further confirmed that
Twitter Inc. then commenced its internal Information
Security review of the issue on 2 January 2019, and that,
following this, on 3 January 2019, Twitter Inc. assessed the
incident as being a potential personal data breach under
the GDPR and determined that the incident response
plan should be initiated. TIC also confirmed that, following
this (on 4 January 2019), an Incident Management (IM)
ticket was opened but that, due to a failure (by Twitter
Inc. staff) to follow a particular step in the incident
management process as it was prescribed, the Data
Protection Officer (DPO) for TIC was not added to the IM
ticket, which resulted in a delay in the DPO (and, therefore
TIC as controller) being notified of the issue.
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TIC confirmed to the DPC that it was first made aware
of the Breach by its processor, Twitter Inc., on 7 January
2019. It submitted that, in circumstances where it had
notified the Breach to the DPC on 8 January 2019, it had
complied with the requirement to notify under Article
33(1).

Having considered the timeline in relation to TIC's no-
tification of the Breach, the DPC formed the view that,
notwithstanding TIC's actual awareness of the Breach

on 7 January 2019, TIC ought to have been aware of the
Breach at an earlier point in time and, in this particular
case, at the latest by 3 January 2019. In forming this view,
the DPC took account of the fact that 3 January 2019 was
the date on which Twitter Inc. first assessed the incident
as being a potential personal data breach but that, for
reasons of the ineffectiveness of the process in the
particular circumstances that transpired and/or a failure
by Twitter Inc. staff to follow its own incident management
process, a delay occurred in the DPO being informed of
the potential data breach, which, in turn, resulted in TIC
(as controller) not being notified of the Breach until 7
January 2019.

In making this finding, the DPC also took account of an
earlier delay that had arisen in the period from when the
incident was first notified to Twitter Inc. by its external
contractor on 29 December 2018 to when Twitter Inc.
commenced its Information Security review of the issue
on 2 January 2019. During the course of the inquiry, TIC
confirmed to the DPC that this delay had arisen “due to
the winter holiday schedule” (in circumstances where three
of the four days in question were holidays - a weekend
and New Years Day) which had led to the issue not being
identified and escalated as it should have been. However,
the DPC did not accept this delay as being reasonable, in
particular in circumstances where potential risks to the
data protection and privacy rights of data subjects cannot
be neglected, even for a limited period of days, simply
because it is an official holiday day/period or a weekend
and given that Twitter's services do not cease to operate
during such times.

As outlined in the Decision, the alternative application of
Article 33(1), and that which was suggested by TIC during
the inquiry, whereby the performance by a controller of
its obligation to notify is, essentially, contingent upon the
compliance by its processor with its obligations under
Article 33(2), would undermine the effectiveness of the
Article 33 obligations on a controller. Such an approach
would be at odds with the overall purpose of the GDPR
and the intention of the EU legislator.

Compliance with Article 33(5)

In assessing TIC's compliance with Article 33(5), the DPC
carried out a review of the documentation provided

by TIC during the course of the inquiry, and in which it
claimed that it had documented the Breach.

In doing so, the DPC found that TIC had not complied
with Article 33(5). This was in circumstances where the
documentation maintained by TIC - either individually
or collectively - did not comprise a record, or document,

86

of, specifically, a ‘personal data breach’ within the terms
of Article 33(5), but rather was documentation of a more
generalised nature, including reports and internal com-
munications, that were generated in the course of TIC's
management of the incident.

In addition, the DPC found that the documentation
maintained by TIC in relation to the Breach did not
contain sufficient information so as to enable the
question of TIC's compliance with the requirements of
Article 33 to be verified, as is required by Article 33(5). In
particular, the DPC found that the documentation, which
TIC had identified as being the primary record in which

it had documented the facts, effects and remedial action
taken in respect of the Breach, was deficient in circum-
stances where it did not contain all material facts relating
to the notification of the Breach to the DPC. In particular,
the documentation did not contain any reference to the
issues that had led to the delay in TIC being notified of
the Breach by its processor, nor did it address how TIC
had assessed the risk to affected users arising from the
Breach. The DPC also found that the deficiencies in the
documentation furnished by TIC as a record of the Breach
were further demonstrated by the fact that, during the
inquiry, the DPC had to raise multiple queries in order to
gain clarity concerning the facts surrounding the notifica-
tion of the Breach.

Process under Article 60 and Article 65
GDPR

On 22 May 2020, the DPC issued a draft of its Decision
(‘the Draft Decision’) to the other concerned supervisory
authorities (‘CSASs') for their opinion in accordance with
the process under Article 60 GDPR. The Draft Decision
set out the DPC's proposed finding of infringements
under Articles 33(1) and 33(5) and its proposal to impose
an administrative fine. Under Article 60(4), CSAs have a
period of four weeks within which to express a relevant
and reasoned objection to a draft decision.

A number of CSAs expressed objections in relation to
aspects of the Draft Decision, including objections on
the basis that the DPC should, as part of its inquiry, have
considered other provisions of the GDPR; objections
relating to non-substantive matters, such as the
designation of the role of the respondent under inves-
tigation (TIC) and the competence of the DPC, as Lead
Supervisory Authority, to deal with the matter; and
objections in relation to the administrative fine which the
DPC proposed.

Having considered the objections raised, and having
endeavoured to reach consensus with the CSAs, the
DPC was unable to follow the objections in an amended
Draft Decision. On this basis, the DPC referred the
matter to the European Data Protection Board (EDPB)
for determination pursuant to the Article 65 dispute
resolution mechanism. The EDPB commenced the Article
65 procedure on 8 September 2020. Having adopted

its binding decision under Article 65(1)(a) (the EDPB
Decision’) on 9 November 2020, the EDPB notified same
to the DPC on 17 November 2020. Thereafter, pursuant
to Article 65(6), the DPC was required to adopt its final
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decision on the basis of the EDPB Decision “without undue
delay and at the latest by one month after the Board has
notified its decision.”

Article 65(1)(a) provides that the EDPB's binding decision
under Article 65 “...shall concern all the matters which
are the subject of the relevant and reasoned objection,

in particular whether there is an infringement of [the
GDPR]". In this regard, in terms of the EDPB's assessment
of the objections raised by the CSAs in this case, the
EDPB Decision found that certain of the objections raised
were not relevant and reasoned’ within the meaning of
Article 4(24) on the basis that they did not provide a clear
demonstration as to the significance of the risks posed by
the Draft Decision as regards the fundamental rights and
freedoms of data subjects and, where applicable, the free
flow of personal data within the European Union (as is
required by Article 4(24)).

With regard to a number of other objections raised, and
which had been made on the basis that the DPC should
have considered further infringements under other
provisions of the GDPR (specifically, Articles 5(1)(f), 5(2), 24
and 32), whilst the EDPB found that these objections were
relevant and reasoned under Article 4(24), it determined
that it could not, on the basis of the factual elements

in the Draft Decision or in the objections themselves,
establish the existence of such further (or alternative)
infringements.

Finally, and with regard to the objections raised by CSAs
in respect of the administrative fine imposed, the EDPB
found that certain of these objections were relevant and
reasoned under Article 4(24). As such, the EDPB issued

a binding direction to the DPC to re-assess the elements
that it had relied upon to calculate the amount of the
fine (under Article 83(2) GDPR) and to amend its Draft
Decision by increasing the level of the fine. (For further
detail on the EDPB Decision, please refer to the EDPB website
where the EDPB Decision is published).
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Decision under Section 111 of 2018 Act

The DPC adopted its final Decision (‘the Decision’) on the
basis of the EDPB Decision, pursuant to Article 60(7) in
conjunction with Article 65(6), on 9 December 2020. In
finding that TIC had infringed both Article 33(1) and Article
33(5), the DPC imposed an administrative fine of $500,000
(estimated for this purpose at €450,000) which reflected
an increase in the level of the proposed administrative
fine set out in the Draft Decision, in accordance with the
direction of the EDPB. In determining this fine, the DPC
ensured, as it is required to do under Article 83(1) GDPR,
that the fine imposed was effective, proportionate and
dissuasive. In this regard, in deciding to impose a fine and
in determining the amount of same, the DPC considered
the full range of factors under Article 83(2) GDPRin the
context of the circumstances of this particular case. In
doing so, the DPC had particular regard to the nature,
gravity and duration of the infringements concerned,
taking account of the nature, scope and purpose of the
processing and the number of data subjects affected. The
DPC also had regard to the negligent character of the in-
fringements. In setting the fine, the DPC also took account
of certain other factors, including the steps that had been
taken by Twitter Inc. to rectify the bug.

In reaching its decision in this case, the DPC also
highlighted that controller compliance with the obligations
under Article 33(1) and Article 33(5) is of central
importance to the overall functioning of the supervision
and enforcement regime performed by data protection
authorities.

Confirmation by Circuit Court of
decision to impose administrative fine

Under Section 143 of the Data Protection Act 2018 (2018
Act), the DPC is required to make an application to the
Circuit Court for confirmation of its decision to impose an
administrative fine. Such application can only be made
when the timeframe (of 28 days), as prescribed by Section
142(1) of the 2018 Act, for an appeal of the decision by
the controller or processor concerned has expired. At
the time of publication, the timeframe for appeal having
expired, the DPC is preparing to make an application to
the Circuit Court, under Section 143 of the 2018 Act, for
confirmation of its decision in respect of the administra-
tive fine.
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Litigation concerning Standard

Contractual Clauses

Data Protection Commissioner
v. Facebook Ireland Limited and
Maximilian Schrems

[Record No. 2016/ 4809 P]

On 31 May 2016, the DPC (then the Data Protection
Commissioner) commenced proceedings in the Irish
High Court seeking a reference to the Court of Justice

of the European Union (CJEU) in relation to the validity
of “standard contractual clauses” (SCCs). SCCs are a
mechanism, established by a number of EU Commission
decisions, under which, at present, personal data can be
transferred from the EU to the US. The DPC took these
proceedings in accordance with the procedure set out
by the CJEU in its 6 October 2015 judgment (which also
struck down the Safe Harbour EU to US personal data
transfer regime). The CJEU ruled that this procedure
(involving seeking a reference to the CJEU) must be
followed by an EU data protection authority (DPA) where
a complaint which is made by a data subject concerning
an EU instrument, such as an EU Commission decision, is
considered by the EU DPA to be well founded.

(1) Background

The proceedings taken by the DPC have their roots in
the original complaint made in June 2013 to the DPC
about Facebook by Mr Maximillian Schrems concerning
the transfer of personal data by Facebook Ireland to its
parent company, Facebook Inc., in the US. Mr Schrems
was concerned that, because his personal data was being
transferred from Facebook Ireland to Facebook Inc., his
personal data was then being accessed (or was at risk of
being accessed) unlawfully by US state security agencies.
Mr Schrems' concerns arose in light of the disclosures

by Edward Snowden regarding certain programmes

said to be operated by the US National Security Agency,
most notably a programme called “PRISM". The DPC had
declined to investigate that complaint on the grounds
that it concerned an EU Commission decision (which
established the Safe Harbour regime for transferring
data from the EU to the US) and on that basis he was
bound under existing national and EU law to apply that
EU Commission decision. Mr Schrems brought a judicial
review action against the decision not to investigate his
complaint and that action resulted in the Irish High Court
making a reference to the CJEU, which in turn delivered its
decision on 6 October 2015.
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(2) CJEU procedure on complaints concerning EU
Commission decisions

The CJEU ruling of 6 October 2015 made it clear that
where a complaint is made to an EU DPA which involves

a claim that an EU Commission decision is incompatible
with protection of privacy and fundamental rights and
freedoms, the relevant DPA must examine that complaint
even though the DPA cannot itself set aside or disapply
that decision. The CJEU ruled that if the DPA considers
the complaint to be well founded, then it must engage

in legal proceedings before the national Court and, if the
national Court shares those doubts as to the validity of
the EU Commission decision, the national Court must
then make a reference to the CJEU for a preliminary ruling
on the validity of the EU Commission decision in question.
As noted above, the CJEU in its judgment of 6 October
2015 also struck down the EU Commission decision which
underpinned the Safe Harbour EU to US data transfer
regime.

(3) DPC's draft decision

Following the striking down of the Safe Harbour personal
data transfer regime, Mr Schrems reformulated and
resubmitted his complaint to take account of this event
and the DPC agreed to proceed on the basis of that refor-
mulated complaint. The DPC then examined Mr Schrems'
complaint in light of certain articles of the EU Charter of
Fundamental Rights (the Charter), including Article 47 (the
right to an effective remedy where rights and freedoms
guaranteed by EU law are violated). In the course of
investigating Mr Schrems' reformulated complaint, the
DPC established that Facebook Ireland continued to
transfer personal data to Facebook Inc. in the US in
reliance in large part on the use of SCCs. Arising from her
investigation of Mr Schrems' reformulated complaint the
DPC formed the preliminary view (as expressed in a draft
decision of 24 May 2016 and subject to receipt of further
submissions from the parties) that Mr Schrems’ complaint
was well founded. This was based on the DPC's draft
finding that a legal remedy compatible with Article 47 of
the Charter is not available in the US to EU citizens whose
data is transferred to the US where it may be at risk of
being accessed and processed by US State agencies for
national security purposes in a manner incompatible with
Articles 7 and 8 of the Charter. The DPC also formed the
preliminary view that SCCs do not address this lack of

an effective Article 47-compatible remedy and that SCCs
themselves are therefore likely to offend against Article
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47 insofar as they purport to legitimise the transfer of the
personal data of EU citizens to the US.

(4) The Proceedings and the Hearing

The DPC therefore commenced legal proceedings in the
Irish High Court seeking a declaration as to the validity

of the EU Commission decisions concerning SCCs and

a preliminary reference to the CJEU on this issue. The
DPC did not seek any specific relief in the proceedings
against either Facebook Ireland or Mr Schrems. However,
both were named as parties to the proceedings in order
to afford them an opportunity (but not an obligation) to
fully participate because the outcome of the proceedings
would impact on the DPC's consideration of Mr Schrems'’
complaint against Facebook Ireland. Both parties chose
to participate fully in the proceedings. Ten interested
third parties also applied to be joined as amicus curiae
(“friends of the court”) to the proceedings and the Court
ruled four of those ten parties (the US Government, BSA
The Software Alliance, Digital Europe and EPIC (Electronic
Privacy Information Centre)) should be joined as amici.

The hearing of the proceedings before Ms Justice Costello
in the Irish High Court (Commercial Division) took place
over 21 days in February and March 2017 with judgment
being reserved at the conclusion of the hearing. In
summary, legal submissions were made on behalf of: (i)
each of the parties, being the DPC, Facebook Ireland and
Mr Schrems; and (ii) each of the “friends of the Court”, as
noted above. The Court also heard oral evidence from a
total of five expert witnesses on US law, as follows:

* Ms Ashley Gorski, expert witness on behalf of Mr
Schrems;

* Professor Neil Richards, expert witness on behalf of
the DPC;

* Mr Andrew Serwin, expert witness on behalf of the
DPC;

* Professor Peter Swire, expert witness on behalf of
Facebook; and

* Professor Stephen Vladeck, expert witness on behalf
of Facebook.

In the interim period between the conclusion of the trial
and the delivery of the judgment on 3 October 2017 (see
below), a number of updates on case law and other devel-
opments were provided by the parties to the Court.

(5) Judgment of the High Court

Judgment was delivered by Ms Justice Costello on 3
October 2017 by way of a 152 page written judgment. An
executive summary of the judgment was also provided by
the Court.

In the judgment, Ms Justice Costello decided that the
concerns expressed by the DPC in her draft decision of
24 May 2016 were well-founded, and that certain of the
issues raised in these proceedings should be referred
to the CJEU so that the CJEU could make a ruling as

to the validity of the EU Commission decisions which
established SCCs as a method of carrying out personal
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data transfers. In particular the Court held that the DPC's
draft findings as set out in her draft decision of 24 May
2016 that the laws and practices of the US did not respect
the right of an EU citizen under Article 47 of the Charter
to an effective remedy before an independent tribunal
(which, the Court noted, applies to the data of all EU data
subjects whose data has been transferred to the US) were
well-founded.

In her judgment of 3 October 2017, Ms. Justice Costello
also decided that, as the parties had indicated that they
would like the opportunity to be heard in relation to

the questions to be referred to the CJEU, she would list
the matter for submissions from the parties and then
determine the questions to be referred to the CJEU. The
parties to the case, along with the amicus curiae made
submissions to the Court, amongst other things, on

the questions to be referred, on 1 December 2017 and
on 16, 17 and 18 January 2018. During these hearings,
submissions were also made on behalf of Facebook and
the US Government as to “errors” which they alleged had
been made in the judgment of 3 October 2017. The Court
reserved its judgment on these matters.

(6) Questions to be referred to the CJEU

On 12 April 2018, Ms. Justice Costello notified the parties
of her Request for a Preliminary Ruling from the CJEU
pursuant to Article 267 of the TFEU. This document sets
out the 11 specific questions to be referred to the CJEU,
along with a background to the proceedings.

On the same date, Ms Justice Costello also indicated

that she had made some alterations to her judgment

of 3 October 2017, specifically to paragraphs 175, 176,
191,192, 207, 213, 215, 216, 220, 221 and 239. During
that hearing, Facebook indicated that it wished to
consider whether it would appeal the decision of the High
Court to make the reference to the CJEU and if so, seek

a stay on the reference made by the High Court to the
CJEU. On that basis, the High Court listed the matter for
30 April 2018.

When the proceedings came before the High Court on
30 April 2018, Facebook applied for a stay on the High
Court's reference to the CJEU pending an appeal by it
against the making of the reference. Submissions were
made by the parties in relation to Facebook’s application
for a stay.

On 2 May 2018, Ms. Justice Costello delivered her
judgment on the application by Facebook for a stay on
the High Court's reference to the CJEU. In her judgment,
Ms Justice Costello refused the application by Facebook
for a stay, holding that the least injustice would be caused
by the High Court refusing any stay and delivering the
reference immediately to the CJEU.

(7) Appeal to the Supreme Court

On 11 May 2018, Facebook lodged an appeal, and applied
for leave to appeal to the Supreme Court, against the
judgments of 3 October 2017, the revised judgment of

12 April 2018 and the judgment of 2 May 2018 refusing
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a stay. Facebook's application for leave to appeal to the
Supreme Court was heard on 17 July 2018. In a judgment
delivered on 31 July 2018, the Supreme Court granted
leave to Facebook allowing it to bring its appeal in the
Supreme Court but leaving open the question as to
what was the nature of the appeal which was allowed

to be brought to the Supreme Court. During late 2018,
there were several procedural hearings in the Supreme
Court in preparation for the substantive hearing. The
substantive hearing of the appeal took place over 21, 22
and 23 January 2018 before a five judge Supreme Court
panel composed of the Chief Justice - Mr Justice Clarke,
Mr Justice Charleton, Ms Justice Dunne, Ms Justice Finlay
Geoghegan and Mr Justice O'Donnell. Oral arguments
were made on behalf of Facebook, the DPC, the US
Government and Mr Schrems. The central questions
arising from the appeal related to whether, as a matter
of law, the Supreme Court could revisit the facts found
by the High Court relating to US law. This arose from
allegations by Facebook and the US Government that the
High Court judgment, which underpinned the reference
made to the CJEU, contained various factual errors
concerning US law.

On 31 May 2019 the Supreme Court delivered its main
judgment, which ran to 77 pages. In summary, the
Supreme Court dismissed Facebook's appeal in full. In
doing so, the Supreme Court decided that:

* It was not open to it as a matter of Irish and EU law
to entertain any appeal against a decision of the High
Court to make a reference to the CJEU. Neither was it
open to the Supreme Court to entertain any appeal
in relation to the terms of such a reference (i.e. the
specific questions which the High Court had referred
to the CJEU). The Supreme Court decided that the
issue of whether to make a reference to the CJEU is a
matter solely for the Irish High Court. Therefore it was
not appropriate for the Supreme Court to consider,
in the context of Facebook's appeal, the High Court’s
analysis which led to the decision that it shared the
concerns of the DPC in relation to the validity of the
SCC decision. This was because this issue was inex-
tricably linked to the High Court's decision to make a
reference to the CJEU and it was not open to Face-
book to pursue this as a point of appeal.

* However it was open to the Supreme Court to con-
sider whether the facts found by the High Court (i.e.
those facts which underpinned the reference made
to the CJEU) were sustainable by reference to the evi-
dence which had been placed before the High Court,
or whether those facts should be overturned.

* Insofar as Facebook disputed certain key issues of fact
which had been found by the High Court concerning
US law, on the basis of the expert evidence before the
High Court, the Supreme Court had not identified any
findings of fact which were unsustainable. Accordingly,
the Supreme Court did not overturn any of the facts
found by the High Court. Instead the Supreme Court
was of the view that the criticisms which Facebook
had made of the High Court judgment concerned the
proper characterisation of the underlying facts rather
than the actual facts.
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(8) Hearing before the CJEU

The CJEU (Grand Chamber) held an oral hearing in
respect of the reference made to it by the Irish High Court
on 9July 2019. The CJEU sat with a composition of 15
judges, including the President of the CJEU, Judge Koen
Lenaerts. The appointed Judge Rapporteur was Judge
Thomas von Danwitz. The Advocate General assigned to
the case was Henrik Saugmandsgaard @e.

At the hearing, the DPC, Mr Schrems and Facebook made
oral submissions before the CJEU. The four parties who
were joined as amicus curiae (“friends of the court”)

to the case before the Irish Court (the USA, EPIC, BSA
Business Software Alliance Inc. and Digital Europe) were
also permitted to make oral submissions. In addition, the
European Parliament, the EU Commission and a number
of Member States (Austria, France, Germany, Ireland,
Netherlands, and the UK) who each intervened in the
proceedings also made oral submissions at the hearing
before the CJEU. Additionally, at the invitation of the CJEU,
the European Data Protection Board (EDPB) addressed
the CJEU on specific issues.

(9) Opinion of the Advocate General

The Opinion of Advocate General Saugmandsgaard @e
(the AG) was delivered on 19 December 2019.

In this Opinion, as preliminary matters, the AG noted
that the DPC had brought proceedings in relation to Mr
Schrems’ complaint before the national referring Court
in accordance with paragraph 65 of the CJEU's judgment
of 6 October 2015 (as described further above). The AG
also found that the request for a preliminary ruling was
admissible.

In relation to the questions referred to the CJEU by the
Irish High Court, the AG expressly limited his consid-
eration to the validity of the EU Commission Decision
underlying the SCCs (SCCs Decision). At the outset, the
AG noted that his analysis in the Opinion was guided

by the desire to strike a balance between the need to
show a reasonable degree of pragmatism in order to
allow interaction with other parts of the world and the
need to assert the fundamental values recognised in
the legal orders of the EU, its Member States and the
Charter of Fundamental Rights. He was also of the view
that the SCCs Decision must be examined with reference
to the provisions of the GDPR (as opposed to the Data
Protection Directive (Directive 95/46)) in line with Article
94(2) GDPR and the AG also noted that the relevant
provisions of the GDPR essentially reproduce the corre-
sponding provisions of the Data Protection Directive.

The AG considered that EU law applies to a transfer of
personal data from a Member State to a third country
where that transfer forms part of a commercial activity.

In this regard, the AG's view was that EU law applies to a
transfer of this nature regardless of whether the personal
data transferred may be processed by public authorities
of that third country for the purpose of protecting
national security of that country. As regards the nature

of the SCCs, the AG opined that the SCCs represent a
general mechanism applicable to transfers irrespec-
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tive of the third country of destination and the level of
protection guaranteed there.

As regards the test for the level of protection which is
required in relation to the safeguards (which may be
provided by SCCs) contemplated by Article 46 of the
GDPR where personal data is being transferred out of the
EU to a third country which does not have an adequacy
finding, the AG's opinion was that the level of protection
as offered by such safeguards must be essentially
equivalent to that offered to data subjects in the EU by
the GDPR and the Charter of Fundamental Rights. As
such, the requirements of protection of fundamental
rights guaranteed by the Charter do not vary according to
the legal basis for the data transfer.

Following a detailed examination of the nature and
content of the SCCs, the AG concluded that the SCCs
Decision was not invalid with reference to the Charter.

In his view, because the purpose of the SCCs was to
compensate for any deficiencies in the protection of
personal data offered by the third country, the validity of
the SCCs Decision could not be dependent on the level
of protection in the third country. Rather the question of
validity must be evaluated by reference to the soundness
of the safeguards offered by the SCCs to remedy the defi-
ciencies in protection in the third country. This evaluation
must also take account of the safeguards consisting of
the powers of supervisory authorities under the GDPR.
As the SCCs place responsibility on the controller (the
exporter), and in the alternative supervisory authorities,
this meant that transfers must be assessed on a case by
case basis by the controller, and in the alternative by the
supervisory authority, to assess whether the laws in the
third country were an obstacle to having an adequate
level of protection for the transferred data, such that data
transfers must be prohibited or suspended.

The AG then went on to consider the nature of the
obligations on the controller carrying out the export of
the personal data, which included, according to the AG,

a mandatory obligation to suspend a data transfer or
terminate a contract with the importer if the importer
could not comply with the provisions of the SCCs. The AG
also considered the obligations on the importer in this
regard and made certain observations about the nature
of the examination of the laws of the third country which
should be carried out by the exporter and the importer.

The AG also referred to the rights of data subjects who
believe there has been a breach of the SCC clauses to
complain to supervisory authorities, and went on to
consider what he considered the role of the supervisory
authority was in this context. In essence, the AG
considered that where, following an examination, a
supervisory authority considers that data transferred

to a third country does not benefit from appropriate
protection because the SCCs are not complied with,
adequate measures should be taken by the authority to
remedy this illegality, if necessary by ordering suspension
of the transfer. The AG noted the DPC's submissions that
the power to suspend transfers could only be exercised
on a case by case basis and would not address systemic
issues arising from an adequate lack of protection in

a third country. On this point, the AG pointed to the
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practical difficulties linked to a legislative choice to make
supervisory authorities responsible for ensuring data
subjects' rights are observed in the context of transfers or
data flows to a specific recipient but said that those diffi-
culties did not appear to him to render the SCC Decision
invalid.

Although noting that the question as to the validity of
the Privacy Shield was not explicitly referred to the CJEU
by the Irish High Court, the AG considered that some of
the questions raised by the Irish High Court indirectly
raised the validity of the finding of adequacy which the EU
Commission made in respect of the Privacy Shield. The
AG considered that it would be premature for the Court
to rule on the validity of the Privacy Shield in the context
of this reference although he noted that answers to the
questions raised by the Irish High Court in relation to the
Privacy Shield could ultimately be helpful to the DPC later
in determining whether the transfers in question should
actually be suspended because of an alleged absence of
appropriate safeguards. However the AG also referred
to the possibility that the DPC could in the subsequent
examination of Mr Schrems’ complaint, following the
delivery of the Court’s judgment, decide that it could not
determine the complaint unless the CJEU first ruled on
whether the existence of the Privacy Shield itself was an
obstacle to the DPC exercising the power to suspend the
transfers in question. The AG noted that in such circum-
stances, if the DPC had doubts about the validity of the
Privacy Shield, it would be open to the DPC to bring the
matter before the Irish Court again in order to seek that
another reference on this point be made to the CJEU.

However, despite the AG taking the position that the
Court should, in the context of this reference, refrain
from ruling on the validity of the Privacy Shield in its
judgment, he went on to express, in the alternative, some
“non-exhaustive observations” on the effects and validity
of the Privacy Shield decision. These observations were
set out over approximately 40 pages of detailed analysis,
including an analysis of the scope of what the “essential
equivalence” of protection in a third party state involved,
the possible interferences with data subject rights

in relation to data transferred to the US as posed by
national intelligence agencies, the necessity and propor-
tionality of such interferences and the laws and practices
of the US, including those relating to the question of
whether there is an effective judicial remedy in the US
for persons whose data has been transferred to the US
and whose data protection rights have been subject to
interferences by the US intelligence agencies. Having
carried out this analysis, the AG ultimately concluded by
expressing doubts as to the conformity of the Privacy
Shield with provisions of EU law.

(10) Judgment of the CJEU
The CJEU delivered its judgment on 16 July 2020.
In summary:

e The judgment addressed a number of points appli-
cable to transfers generally; amongst other things,
the court affirmed, as a core principle of EU law, the
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proposition that, when an EU citizen’s personal data
is transferred to a third country, he or she must

be afforded a level of protection in respect of their
personal data that is essentially equivalent to that
guaranteed within the EU; importantly, the Court also
clarified that that proposition holds true irrespective
of the legal mechanism deployed to justify a given
transfer.

* The CJEU upheld the validity of Commission Decision
2010/87/EU, being a decision by which the EU Com-
mission adopted the SCCs. It follows that the SCCs
remain available for use by controllers and processors
in connection with transfers to third countries, subject
to compliance with certain key points of principle artic-
ulated by the Court in the course of its judgment.

* Inthat regard, the CJEU clarified the nature and extent
of the obligations to which data exporters — and na-
tional DPAs — are subject in any case where SCCs are
relied on to justify data transfers to a third county.

* In particular, the Court outlined the steps to be taken
by controllers, prior to engaging in data transfers
under the SCCs, to verify, on a case-by-case basis
and, where appropriate, in collaboration with the
data importer, whether the law of the third country to
which the data is to be transferred ensures adequate
protection under EU law.

* Equally, the Court confirmed that, if, upon investiga-
tion, a national DPA concludes that a data subject
whose personal data have been transferred to a third
county is not in fact afforded an adequate level of
protection in that country, the national supervisory
authority must, as a matter of EU law, take appropri-
ate action to remedy any findings of inadequacy and,
to that end, exercise one or more of the corrective
measures identified in 58(2) of the GDPR.

* A good deal of the Court's analysis was directed to an
assessment of the protections afforded to EU citizens
in the context of EU-US data transfers. In that regard,
the Court found that, while the domestic law of the
US imposes certain limitations on US public authori-
ties' right of access to, and use of, transferred data in
particular contexts, those limitations do not provide
a level of protection essentially equivalent to that
required by EU law.

* Against that backdrop, the Court held that the
decision by which the EU Commission adopted the
“Privacy Shield” arrangements for EU-US data trans-
fers, was invalid. More generally, the judgment may
also be read as sounding, at the very least, a strong
note of caution in relation to the use of SCCs for data
transfers to the US,

Points applicable to transfers generally

Public authority access to transferred data for public security,
defence and State security purposes

The first substantive issue addressed by the Court saw
it rejecting the suggestion that public authority access
to transferred data for the purposes of public security,
defence and State security falls outside the scope of the
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GDPR. On that score, the Court was emphatic in terms of
the confirmation given (at paragraph 89 of the judgment)
that the GDPR “applies to the transfer of personal data for
commercial purposes by an economic operator established
in a Member State to another economic operator established
in a third country, irrespective of whether, at the time of that
transfer or thereafter, that data is liable to be processed

by the authorities of the third country in question for the
purposes of public security, defence and State security.”

The level of protection required

At paragraph 95 of the judgment, the Court noted that
Recital 107 of the GDPR states that, where “a third country,
a territory or a specified sector within a third country ... no
longer ensures an adequate level of data protection. ... the
transfer of personal data to that third country ... should be
prohibited unless the requirements [of the GDPR] relating to
transfers subject to appropriate safeguards ... are fulfilled”.

As regards the level of protection required by the

GDPR in the context of transfers to third countries, the
Court found, at paragraph 91 of the judgment, and by
reference to Articles 46(1) and 46(2)(c) of the GDPR, that,
in the absence of an adequacy decision, a controller or
processor may transfer personal data to a third country if,
and only if:

(i) the controller or processor has provided ‘appropriate
safeguards’ (which may include the SCCs); and,

(i) on condition that enforceable data subject rights and
effective legal remedies are available to data subjects.

Noting that Article 46 does not identify, with specificity,
what is meant by the terms “appropriate safeguards”,
“enforceable rights” and “effective legal remedies”, the
Court held that, in circumstances where Article 44
provides that ‘all provisions [in that chapter] shall be
applied in order to ensure that the level of protection of
natural persons guaranteed by [that regulation] is not
undermined’, it follows that the same level of protection
must be maintained when personal data is transferred
to a third country, irrespective of the legal mechanism
under which that transfer takes place (paragraph 92 of
the judgment).

Referencing Recital 108, the Court also noted (at
paragraph 95 of the judgment), that, in the absence of
an adequacy decision, the ‘appropriate safeguards’ to be
put in place by the controller or processor in accordance
with Article 46(1) must ‘compensate for the lack of data
protection in [the] third country'in order to “ensure
compliance with data protection requirements and the
rights of the data subjects appropriate to processing
within the Union”.

Accordingly, using the language it had previously
deployed in its judgment in the earlier case of Schrems

v. Data Protection Commissioner, (Case C-362/14,
EU:C:2015:650, 6 October 2015), the Court noted, at
paragraph 96, that, in circumstances where Chapter V of
the GDPR is intended to ensure that the same high level
of protection afforded to data subjects within the EU

is maintained if and when their data is transferred to a
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third country, it follows that, in any case where personal
data is being transferred to a third country, the level of

protection required is one that is “essentially equivalent”
to that which is guaranteed within the European Union”.

The Court's treatment of the SCCs

Application of the SCCs in practice

At paragraph 126 of its judgment, the Court observed
that, while the protections built into the SCCs may
facilitate the achievement of a level of protection that
meets the “essential equivalence” test in the case of
transfers to some third countries, the laws and practices
of other third countries may be such as to render the
SCCs incapable of achieving that level of protection. The
Court expressed this point in the following terms:

“Therefore, although there are situations in which,
depending on the law and practices in force in the third
country concerned, the recipient of such a transfer is in
a position to guarantee the necessary protection of the
data solely on the basis of standard data protection
clauses, there are others in which the content of those
standard clauses might not constitute a sufficient

means of ensuring, in practice, the effective protection of
personal data transferred to the third country concerned.
That is the case, in particular, where the law of that third
country allows its public authorities to interfere with the
rights of the data subjects to which that data relates.”

Having pointed out at paragraph 128 of the judgment
that the safeguards to be adduced by the controller are
not required to have their origin in a particular decision
adopted by the EU Commission, the Court went on

to note, at paragraph 132, that, in any case where the
SCCs cannot, in and of themselves, achieve the level of
protection required as a matter of EU law, the controller
may add other clauses or adduce additional safeguards
to supplement the SCCs.

Taking this a step further, the Court noted, at paragraph
133, that the SCCs are, in essence, a baseline provision,
comprising a set of contractual guarantees intended to
apply uniformly in all third countries. If and to the extent
the SCCs cannot achieve the level of protection required
under EU law in the context of transfers to a particular
third country, it follows that transfers to that third country
may only proceed if supplementary measures are
adopted by the controller.

The practical application of these points of principle was
addressed in paragraphs 134, 135, 141 and 142 of the
judgment. In summary terms, the Court pointed out that,
in circumstances where the SCCs cannot be deployed

as a “one size fits all” solution, capable of achieving the
required standard of protection in the case of all transfers
to all third countries, it necessarily follows that an
assessment is required to determine (and verify) whether
the laws of the third country of destination in fact ensure
adequate protection to the standard required by EU law
where personal data is transferred under the SCCs, and,
if not, whether additional safeguards can be provided by
the controller to compensate for any shortfall.
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The Court clarified that, in the first instance, such an
assessment must be carried out by the controller or
processor, with the input of the data's intended recipient,
where appropriate. Importantly, the assessment
referenced by the Court is one that must be carried out
on a case-by-case basis, prior to the commencement of
transfers by the controller/processor in question to that
third country.

Given their centrality to the Court's analysis, paragraphs
134 and 135 in particular bear setting out in full:

“134. In that regard, as the Advocate General stated in
point 126 of his Opinion, the contractual mechanism
provided for in Article 46(2)(c) of the GDPR is based on
the responsibility of the controller or his or her subcon-
tractor established in the European Union and, in the
alternative, of the competent supervisory authority. It is
therefore, above all, for that controller or processor to
verify, on a case-by-case basis and, where appropriate, in
collaboration with the recipient of the data, whether the
law of the third country of destination ensures adequate
protection, under EU law, of personal data transferred
pursuant to standard data protection clauses, by
providing, where necessary, additional safeguards to
those offered by those clauses.

135. Where the controller or a processor established

in the European Union is not able to take adequate
additional measures to guarantee such protection, the
controller or processor or, failing that, the competent
supervisory authority, are required to suspend or end the
transfer of personal data to the third country concerned.
That is the case, in particular, where the law of that third
country imposes on the recipient of personal data from
the European Union obligations which are contrary to
those clauses and are, therefore, capable of impinging
on the contractual guarantee of an adequate level of
protection against access by the public authorities of
that third country to that data.”

It will be noted that, at paragraph 135, the Court
expressly cautioned that, in the case of some third
countries, it may well be the case that no amount of
supplemental or additional safeguards will be capable of
addressing shortfalls in the level of protection available. In
such a scenario, the Court's position was very clear: such
transfers are not permissible; if the controller/processor
nonetheless proceeds, it will be a matter for the relevant
DPA to intervene to suspend or otherwise end the
transfer of personal data to such third country.

The role of data protection supervisory
authorities

At paragraphs 111 to 113 of the judgment (and again at
paragraph 146), the Court emphasised the central role

to be played by national DPAs in connection with the
regulation of data transfers to third countries conducted
under the SCCs. In that regard, the Court noted that,
whilst, in the first instance, it is a matter for the relevant
controller/processor to perform the assessment
described above, the national DPAs must intervene in any
case where (i) the SCCs cannot be complied with in the
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third country in question, so that the level of protection
required by EU law cannot be ensured; and (ii) the
controller or processor has not itself suspended or put an
end to the transfer.

The Court put the matter in the following terms:

“111. If a supervisory authority takes the view, following
an investigation, that a data subject whose personal
data have been transferred to a third country is not
afforded an adequate level of protection in that country,
it is required, under EU law, to take appropriate action in
order to remedy any findings of inadequacy, irrespective
of the reason for, or nature of, that inadequacy. To that
effect, Article 58(2) of that regulation lists the various
corrective powers which the supervisory authority may
adopt.

112. Although the supervisory authority must determine
which action is appropriate and necessary and take
into consideration all the circumstances of the transfer
of personal data in question in that determination, the
supervisory authority is nevertheless required to execute
its responsibility for ensuring that the GDPR is fully
enforced with all due diligence.

113. In that regard, as the Advocate General also stated
in point 148 of his Opinion, the supervisory authority is
required, under Article 58(2)(f) and (j) of that regulation,
to suspend or prohibit a transfer of personal data to a
third country if, in its view, in the light of all the circum-
stances of that transfer, the standard data protection
clauses are not or cannot be complied with in that
third country and the protection of the data transferred
that is required by EU law cannot be ensured by other
means, where the controller or a processor has not itself
suspended or put an end to the transfer.”

Conclusion re: validity of the SCCs

Having completed its analysis of the SCCs and their
application in practice, and having noted that, in principle,
they may be utilised (with additional safeguards, where
necessary), to achieve the level of protection required

by EU law (with appropriate mechanisms available for

the suspension of transfers in any case where such
protections are compromised), the Court concluded as
follows:

“It follows that the SCC Decision provides for effective
mechanisms which, in practice, ensure that the transfer
to a third country of personal data pursuant to the
standard data protection clauses in the annex to that
decision is suspended or prohibited where the recipient
of the transfer does not comply with those clauses or is
unable to comply with them” (paragraph 148).

Accordingly, on the basis of the analysis set out in its
judgment, the Court was satisfied to confirm that the SCC
Decision was valid.

94

Privacy Shield and the position
in relation to the US

The Court commenced its analysis by recalling that,

in principle, public authority access to an individu-

al's personal data with a view to its retention or use
constitutes an interference with the fundamental
rights enshrined at Articles 7 and 8 of the Charter (see
paragraphs 170 and 171 of the judgment).

Whilst noting that such rights are not absolute, the CJEU
went on to revisit (at paragraph 174 and subsequent
paragraphs) existing principles pursuant to which any
limitation on the exercise of the rights and freedoms
recognised by the Charter must be provided for by law
and respect the essence of those rights and freedoms.
Reference was also made in this context to the following
matters:

e the fact that, subject to the principle of proportion-
ality, limitations may be made to those rights and
freedoms only if they are necessary and genuinely
meet objectives of general interest recognised by the
Union or the need to protect the rights and freedoms
of others;

* the fact that the legal basis which permits the interfer-
ence with those rights must itself define the scope of
the limitation on the exercise of the right concerned
(paragraph 175); and,

* the fact that, in order to satisfy the requirement of
proportionality, the legislation making provision for
such interference must lay down clear and precise
rules governing the scope and application of the mea-
sure in question and imposing minimum safeguards,
so that (in the context of data transfers) the persons
whose data has been transferred have sufficient
guarantees to protect effectively their personal data
against the risk of abuse (paragraph 176).

From there, the Court went on to identify certain specific
failings associated with a number of identified US law
measures, including Section 702 FISA, EO 12333 and
PPD-28, before concluding (at paragraph 185) that,

“... the limitations on the protection of personal data
arising from the domestic law of the United States on
the access and use by US public authorities of such

data transferred from the European Union to the United
States, which the Commission assessed in the Privacy
Shield Decision, are not circumscribed in a way that
satisfies requirements that are essentially equivalent to
those required, under EU law, by the second sentence of
Article 52(1) of the Charter.”

Separately, the Court noted that the EU Commission'’s
finding in the Privacy Shield Decision — that the US
ensures a level of protection essentially equivalent to
that guaranteed in Article 47 of the Charter — had been
called into question on the grounds, inter alia, that

the Privacy Shield Ombudsperson cannot remedy the
deficiencies which the EU Commission itself had found in
connection with the judicial protection of persons whose
personal data is transferred to the US. Having analysed
relevant elements of the Ombudsperson arrangements
by reference to applicable EU law principles, the Court
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ultimately concluded (at paragraph 197) that “the om-
budsperson mechanism ... does not provide any cause of
action before a body which offers the persons whose data
is transferred to the United States guarantees essentially
equivalent to those required by Article 47 of the Charter.”

Relatedly, the Court noted (at paragraph 191 of its
judgment) that in recital 115 of the Privacy Shield
Decision, the EU Commission had itself found that “while
individuals, including EU data subjects, ... have a number

of avenues of redress when they have been the subject

of unlawful (electronic) surveillance for national security
purposes, it is equally clear that at least some legal bases
that U.S. intelligence authorities may use (e.g. E.O. 12333) are
not covered”. The Court considered that the existence of
such a “lacuna” in judicial protection in respect of interfer-
ences with intelligence programmes based on [PPD-28]
“makes it impossible to conclude, as the Commission did in
the Privacy Shield Decision, that United States law ensures a
level of protection essentially equivalent to that guaranteed
by Article 47 of the Charter.”

The Court also noted (at paragraph 192) that “neither
PPD-28 nor E.O. 12333 grants data subjects rights actionable
in the courts against the US authorities from which it follows
that data subjects have no right to an effective remedy.”

Against that backdrop, the Court held (at paragraph 198)
that, in reaching its finding in Article 1(1) of the Privacy
Shield Decision, that the US ensures an adequate level of
protection for personal data transferred from the Union
to organisations in that third country under the EU-US
Privacy Shield, the EU Commission had “disregarded the
requirements of Article 45(1) of the GDPR, read in the light of
Articles 7, 8 and 47 of the Charter.” From there, the Court
concluded (at paragraph 199) that ‘[iJt follows that Article

1 of the Privacy Shield Decision is incompatible with Article
45(1) of the GDPR, read in the light of Articles 7, 8 and 47 of
the Charter, and is therefore invalid.”

On the basis that Article 1 of the Privacy Shield Decision
was “inseparable from Articles 2 and 6 of, and the annexes
to, that decision”, the Court took the view that the invalidity
of Article 1 “affects the validity of the decision in its entirety.”
Accordingly, the Court concluded (at paragraph 201) that
the Privacy Shield Decision as a whole was invalid.

95

ANNUAL REPORT 2020



Financial Statement for the Year
1 January to 31 December 2020 and
the DP(C’'s Statement of Internal Controls

The Financial Statement of the Data Protection Commission for the year
1 January to 31 December 2020 and its Statement of Internal Controls
for the same period are in preparation by the DPC and will be appended
to this report following completion of an audit in respect of 2020 by the
Comptroller and Auditor General.
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Gluais

AG — Abhcdide Ginearélta

BIIDPA — Udarais Chosanta Sonrai na Breataine, na hEireann agus na nOilean

CJEU — Cuirt Bhreithidnais an Aontais Eorpaigh
CSA — Udarés Maoirseachta Abhartha

DPA — Udaréis Chosanta Sonra

DPC — An Coimisiiin um Chosaint Sonraf

DPIA — Measunacht Tionchair Chosanta Sonraf
DPO — Oifigeach Cosanta Sonraf

EDPB — An Bord Eorpach um Chosaint Sonrafi

GDPR — An Rialachan Ginearélta maidir le Cosaint Sonraf

IMI — Céras Faisnéise an Mhargaidh Inmheanaigh
LED — An Treoir maidir le Forfheidhmid an DIi
LSA — An Priomhudaras Maoirseachta

0SS — lonad lifhreastail

SCC — Clasail Chonarthacha Chaighdeanacha

SMC — Coiste Bainistiochta Sinsearaf
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Srollach

Réamhra

Ba é 2020 an dara bliain iomlan de chur i bhfeidhm an
RGCS agus na Treorach maidir le Forfheidhmid an DIi
(LED).

Sa tuarascail bhliantuil seo tugtar eolas faoi réimse
fairsing na hoibre rialdla a rinne an Coimisiun Cosanta
Sonrafin 2020 i gcomhlionadh a réil leathain maidir

le cur i bhfeidhm dhlithe AE maidir le cosaint sonraf
agus riomhphriobhaideachas a mhaoirsiu agus a rialail.
Le linn na tréimhse sin, lean an Coimisiun Cosanta
Sonrai le comhlionadh agus cuntasacht eagraiochtaf a
spreagadh maidir lena n-oibleagaid faoi chreat dlIi AE
maidir le préisedil sonraf pearsanta. Go sonrach, chuir
an Coimisitin Cosanta Sonraf léirmhinithe chun cinn le
bliain anuas maidir le priomhphrionsabail agus ceanglais
dhli an Aontais Eorpaigh maidir le cosaint sonraf tri

raon gniomhaiochtaf forfheidhmidchain agus tri chur

i gcrich imeachtaf an Choimisidin Cosanta Sonrai a
tosafodh in 2016 san Ard-Chuirt ag lorg tagairt do Chuirt
Bhreithitnais an Aontais Eorpaigh i ndail le haistrithe
sonral pearsanta 6 AE go SAM. Cé go ndéantar aistrithe
sonrai pearsanta ¢ gach ballstat AE go dti SAM, chuir

an Coimisiin Cosanta Sonraf cion uathuil mar udaras
cosanta sonral maidir le soiléireacht a dhéanamh maidir
leis an ngné seo de dhli AE um chosaint sonrai agus
maidir lena cur i bhfeidhm.

Fiosruithe morscala

Gné cheannline den RGCS a chur in aonad Threoir AE
roimhe sin na na huirlisi forfheidhmidchain athchom-
hairleacha a thairgeann sé le déileail le casanna lena
mbaineann riosca suntasach d'abhair shonrai AE, lena
n-airitear cinn a thagann as iompar d'aon ghné no
iompar neamartach ar thaobh na n-eagraiochtai de. Da
réir sin, thug an Coimisiun Cosanta Sonrai faoi réimse
casanna lena fhail amach an raibh saruithe a ndéanamh
ar an RGCS agus cad iad na gniomhaiochtal agus na
smachtbhannai a mbeadh ga leo chun saruithe ar bith da
leithéid a gheofaf a leighis. Tugadh roinnt d'fhiosrichain
mhdrscala an Choimisidin Cosanta Sonraf i gcrich in 2020.
Tugadh gach fiosrdchan i gerich le cinneadh mionson-
raithe, sainaithint saruithe ina lan casanna agus forchur
réimse bearta ceartaitheacha lena n-airitear finedlacha 6
mheasinu ar na saruithe sin.

B'fhiosruchain trasteorann iad lion de na fiosrdchain a
cuireadh ar aghaidh in 2020 agus mar sin, faoi mar a
cheanglaitear le nds imeachta Airteagal 60 arna leagan
sios sa RGCS, tharchuir an Coimisiun Cosanta Sonraf
dréachtchinneadh lena bhreithnid ag a chomhudarais
mhaoirseachta AE sula bhféadfaidh an cinneadh a
thabhairt i gcrich. | gcas Cuideachta Idirnaisidnta Twitter,
eisfodh cinneadh deiridh tri nés imeachta Airteagal 60.
Leis an gcinneadh sin solathrafodh anailis thabhachtach
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maidir leis an bhfégra um shard sonraf agus ceanglais
doiciméad arna bhforchur ag eagraiocht le hAirteagal 33
den RGCS. (Is féidir achoimre mhionsonraithe den chas
sin a fhail san Aguisin). Ar leithligh, chuir an Coimisiun
Cosanta Sonraf dréachtchinneadh faoi bhraid nds
imeachta Airteagal 60 i gcas chomhlionadh WhatsApp
maidir lena oibleagaidi trédhearcachta faoin RGCS. Ta
an dréachtchinneadh a chur ar aghaidh faoi lathair trid
an noés imeachta um chomhair ar leibhéal AE. Chuir an
Coimisiun Cosanta Sonraf casanna trasteorann i ndail
le Ryanair agus Groupon i gcrich tri Airteagal 60 in 2020
chomh maith.

Os rud é go bhfuiltear ag leantint le cinntf mionsonraithe
deiridh a fhail 6 na fiosrichain ata a gcur i gcrich ag an
gCoimisiin Cosanta Sonral, cuidionn sé le gach eagraiocht
ina dtuiscint ar an déigh a gcuirtear an dli i bhfeidhm. T4
na casanna fiosruchain sin agus cuid den chastacht nés
imeachta iontu mionsonraithe ag leathanach ar Caibidil a
ceathair den tuarascail.

Treoir maidir le Forfheidhmiu an DIi
(LED)

Cuireadh lion déthanach fiosrdchan i gcrich anois chomh
maith faoin LED chun tacu le dearcadh go raibh gann-ran-
nphairtiocht shuntasach le ceanglais na Treoracha
maidir le Forfheidhmit an DIf in Eirinn agus lena gcur
chun feidhme. D'fhéadfadh sé go Iéirfonn sé sin cineal
ceannasach na n-ullmhdchan a bhi a8 ndéanamh ag na
heagrafochtaf dbhartha don chreat dli nios ginearalta (an
RGCS). Mar sin féin, is é sin réimse tdbhachtach maidir

le cosaint ceart lena n-éilitear go ndéanfar proiseail
sonraf pearsanta chun criocha forfheidhmid dli a shonru
i dtéarmaf a chuspairf agus a aidhmeanna sa dli. Léiritear
an pointe sin in achoimre chinnti an Choimisitin Cosanta
Sonraf a thainig as fiosruchain i ndail le proiseail sonrai
pearsanta ag Udarais ditilla agus ag an nGarda Siochana
ar leathanach ar Caibidil a sé den tuarascail seo.

Gearain

Seachas fiosrtichain ar mhorscéla, leanadh leis an
ngnathobair laethuil maidir le [dimhseail na milte
fiosrdchan chuig an oifig 6 eagraiochtafl agus ¢ dhaoine
aonair le linn 2020 ar a d'fhreastail foireann mhéadaithe
thiomnaithe ag an gCoimisiin Cosanta Sonrai. Rinneadh
os cionn 10,000 gearan i gcoinne eagraiochtaf ¢ dhaoine
aonair a réiteach anuraidh. Bhain na gearain a d'ardaigh
daoine aonair idir cheisteanna maidir le rochtain a fhail
ar a sonraf pearsanta 6 gach cinedl eagrafochta, agus
gearain faoi bhailid iomarcach sonraf pearsanta, agus
nochtadh neamhudaraithe agus neamhriachtanach
sonraf pearsanta do thrid pairtithe. Leantar le lion
suntasach casanna a bhaineann le diospdéidi maidir leis an
dli fostaiochta a fhail i réimse na ngearan a fhaighimid.

| gcomhthéacs treochtal inaitheanta, is gné i ata ag
méadu maidir leis na gearain a fhaigheann an oifig, go
bhfuil ceisteanna & n-ardu leis an gCoimisiun Cosanta
Sonraf nach bhfuil méran bainte né nach bhfuil baint
ar bith acu, déanta na firinne, le cosaint sonraf. Cé

go solathraionn an Coimisiun Cosanta Sonraf torthai

filntacha agus éifeachtula sna casanna sin ina bhfuil ceist
inaitheanta um chosaint sonraf inbhraite 6n ngearan

a fhaightear, ta imni ar an gCoimisiun Cosanta Sonraf

go léirfonn an méid foriomlan gearan a fhaigheann

sé — agus lion méadaithe diobh sin nach Iéirfonn ceist
inaitheanta um chosaint sonraf ar bith — mian ar thaobh
a lan daoine aonair de rochtain a bheith acu ar sheirbhis
réitigh diospdidi atd neamhspledch, a bhfuil fail éasca
uirthi, agus ata saor in aice le haghaidh casaoidf ginearalta
a thagann as réimse éagsuil de theagmhais a mbaineann
dushlan pearsanta leo. D'fhéadfadh teagmhais a bheith

i gceist leo sin amhail a dtimpeallacht oibre, coir leighis,
diospdid um pdsadh/caidreamh, fadhbanna le tégélaithe
ata ag obair ina dteach, fadhbanna leis an hait agus an
doigh a bpairceadlann a gcomharsana a gcarr ar an tsraid,
an daéigh ar déiledladh lena bpaiste ar scoil i ndiaidh
teagmhais le paiste eile, agus mar sin de. Mar sin féin,

ni féidir leis an gCoimisiun Cosanta Sonrai, beag beann

ar chomh tuisceanach ata sé i leith na gceisteanna a
ardaiodh, oibrid lasmuigh da shainchiram reachtuil.
Agus is é an riosca a thagann chun cinn ma sharaionn na
gearanaithe agus an Coimisiun Cosanta Sonraf clrsaf go
mbeidh an rialachan maidir le cosaint sonraf mar ta sé
beartaithe gan bhri toisc go mbainfidh sé leis an dli maidir
le gach rud ar fad.

Treocht eile nach bhfuiltear a iarraidh

Ba é feiniméan eile a bhi le feiceail againn go leandnach in
2020 go raibh eagraiochtai agus daoine aonair ag iarraidh
mi-Usaid a bhaint as an RGCS chun cuspairi eile a mhaoll
né tabhairt faoi chuspairi eile. Sin raite, d'fhéadfadh sé

go bhfuil flormhearbhall ann i gcas go leor dacine maidir
leis an doigh a n-oibrionn an RGCS agus nuair nach bhfuil
feidhm aige, agus corruair ni bhionn ceisteanna chomh
simpli sin. | gcas go scaiptear dearbhuithe michruinne —
pé clis no spreagadh — ni réiteofar iad sin ach le
himeacht ama de réir mar a fhogréimid iad. Mar shampla,
tagann ceist leanUnach chun cinn le heagraiochtaf ag
scriosadh a bpiosa scannanaiochta CCTV i ndiaidh déibh
bheith ar fhogra iarratas ar rochtain don phiosa scan-
nanafochta sin ag maiomh go gceanglaitear orthu leis an
RGCS é scriosadh gach 7 1a.

Fégra um sharu

Bhi an lion fégral um sharu chuig an gCoimisiun Cosanta
Sonraf fés ard in 2020 ach ta an luach a bhaineann leis an
gceanglas éigeantach fégra a thabhairt faoin RGCS curtha
ina luf ar an gCoimisiun Cosanta Sonraf nios mo na riamh.
Cuidionn sé leis an gCoimisiun Cosanta Sonrafi léargas a
fhail ar na rioscai i ndail le slandail agus prdiseéil sonraf
pearsanta a thagann chun cinn in eagraiochtaf de réir
cais agus idirghabhail a dhéanamh agus treoir a thabhairt
maidir le bearta um maold i ndail leis na rioscaf sin, de
réir mar is cui. Go ginearalta, spreagann na freagairti a
fhaighimid 6 eagrafochtal an Coimisitn Cosanta Sonraf

sa dearcadh gur mian le formhor na n-eagraiochtal
bheith comhliontach agus go bhfuil meas acu ar ionchur
an Choimisitin Cosanta Sonrai. Ta sonrai maidir leis na
saruithe a cuireadh in idl don Choimisiin Cosanta Sonrafi
leagtha amach ar leathanach ar Caibidil a trf.
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Tionscadail speisialta maidir le Leanai,
Fianain

Airiodh le tionscadail speisialta a rinne an Coimisitn
Cosanta Sonraf in 2020 foilsid dréacht-treorach cuimsithi
ar na cosainti sonracha a theastafonn chun sonraf

leanaf a proisedil faoin RGCS ina cuirtear béim ar nach
mor tus aite a thabhairt do leas an linbh i gconal. Ta an
dréacht-treoir ata ar fail anois i gcomhair comhairliichan
poibli ina toradh ar chomhairlidchan fécasaithe a rinne
an Coimisiin Cosanta Sonrai maidir le ceisteanna faoi
shonraf leanaf lenar bhain comhairliichan sonrach go
direach le leanaf trina muinteoirf agus trf ghrdpaf dige.
Rachaidh an treoir chun tairbhe leanaf ar fud an Aontais
Eorpaigh go hairithe nuair a bheidh sé curtha chun
feidhme ag an gcuid mhor ardén até ag oibrit as Eirinn a
phréisealann sonrai leanai AE. T4 achoimre den treoir sin
leagtha amach ar leathanach xxx den tuarascail.

Lena chois sin, rinne an Coimisiun Cosanta Sonraf
“scuabchuntas rialdla” ag tus 2020 ar chuid de na
sufomhanna gréasain ar a dtugtar cuairt go minic in Eirinn
chun na leibhéil um chomhlionadh maidir le rialachain
r-phriobhaideachais (an rialachan maidir le “fianain”) in
Eirinn a fhail amach. Ba mhor an t-Gdar diomé torthaf an
scuabchuntais a foilsfodh i mi Aibreain 2020. | ndiaidh

an cleachtadh a chur i gcrich, sholathair an Coimisidn
Cosanta Sonraf treoir shonrach agus mhionsonraithe
maidir le cad ata riachtanach chun clof leis na rialachain.
Faoi dheireadh na bliana an Coimisiin Cosanta Sonraf
imscrudu ar lion oibreoirf suimh ghréasain agus thosaigh
sé beart forfheidhmidchain ina gcoinne. Leanfar leis an
bprdiseas sin um imscriduithe ar fhiandin agus beart
forfheidhmidchain ina dhiaidh sin irith 2021. Is fid mar
an gcéanna a lua gur mhol Coimisiun AE réimse bearta
reachtacha Ura chun seirbhisf digiteacha le rialail i
bhfoirm an Achta um Sheirbhisi Digiteacha agus an Achta
um Margafi Digiteacha. Cibé cineal dlithe a bheith sna
dlithe sin ar deireadh, measann an Coimisiin Cosanta
Sonraf gur rud dearfach é go bhfuiltear ag breathnu ar an
rialachan sa réimse seo ar bhealach nios ginearalta.

Treoir

Lean an Coimisiun Cosanta Sonraf da fhocas ar threoir
Usaideach a eisitint do dhaoine aonair agus do rialai-
theoiri. Go sonrach, lorg an Coimisiin Cosanta Sonraf in
2020 chomh maith chun na tacafochtaf a sholathrafonn
sé do os cionn 2000 Oifigeach Cosanta Sonraf (OCS)

at4 ceaptha in eagrafochtaf ar fud na hEireann anois a
mhéadu. Ta rél an OCS ina rol dushlanach lena n-éilitear
réimse scileanna crua agus boga. Ta cosaint sonraf ina
réimse dli ata ag forbairt agus ag teacht chun cinn go
gasta agus teastaionn acmhainni agus cumais shonracha
ina leith. Leanfaidh an Coimisiin Cosanta Sonrai chomh
maith le sonraf a chur isteach sa réimse thiomnaithe ar
a shufomh gréasain le haghaidh OCSanna agus is mian
leis méadu a fheiceail ar a leibhéil scileanna agus cur

ar fail acmhainnf sa réimse sin toisc gur ga go mbeidh
an fhreagracht agus an chuntasacht faoin RGCS ag an
rialaitheoir sonraf ar an gcéad dul sfos. Cé go mbeidh

rél ldrnach ag forfheidhmid ex-post ag an gCoimisiun
Cosanta Sonraf i gconaf i gcomhlionadh a fheidhmeanna

rialdla, tuigeann an Coimisitin Cosanta Sonraf an tabhacht
a bhaineann le comhlionadh a spreagadh ag an bhfoinse
chomh maith.

Cuireadh béim mhor ar an tabhacht sin maidir le
comhlionadh a spreagadh 6n dtus trf idirghabhail

an Choimisitin Cosanta Sonrai, rud a solathraiodh i
bpairt tri bhithin cigireacht ar an laithrean ag ditreabh
Facebook i mBaile Atha Cliath, i mi Feabhra 2020. Fuair
an Coimisiun Cosanta Sonrai gearrfhégra 6 Facebook
g0 raibh sé beartaithe acu seirbhis gheandala a chur

i bhfeidhm d'Gsaideoiri AE 6 lar mhi Feabhra. Lorg an
Coimisiun Cosanta Sonraf doiciméid lena n-airitear an
DPIA lenar cuireadh taca faoin gcinneadh an tseirbhis

a chur i bhfeidhm (agus le fégra chomh gearr sin) san
Aontas Eorpach le linn a chigireachta ar an laithrean.
Mar thoradh ar an gcleachtadh sin, chuir Facebook an
cur chun feidhme siar, ag feitheamh le réiteach ar roinnt
ceisteanna maidir le proiseail sonral pearsanta a bhain
leis an tseirbhis. Cé go rabhthas & ra sna ceannlinte
nuachta go bunusach gur chuir an Coimisitin Cosanta
Sonrai “La San Vailintin ar ceal”, bhi an toradh dearfach i
gcomhthéacs a chinntid go raibh feabhas ar a cuireadh i
bhfeidhm go leor mionna ina dhiaidh sin i ndail le habhair
shonral.

Lena chois sin, lean an Coimisiun Cosanta Sonraf da
thiomantas for-rochtain a dhéanamh agus labhair sé aris
ag réimse ollmhor imeachtaf ar bhonn naisiinta agus
idirnaisiunta chun faisnéis a roinnt, tuiscint a chur chun
cinn, agus a léirmhinid ar an dlIi a phlé agus a shoiléirid. Is
é an t-aiseolas ata a fhail againn go bhfuil an-mheas ar an
méid a dhéanann an Coimisitin Cosanta Sonraf agus go
spreagann sé na grupafl earnala ar a ndirimid maidir lena
n-iarrachtal um chomhlionadh.

An Phaindéim Dhomhanda

Is cosuil nach bhfuil brollach ar bith le tuarascail bhliantdil
2020 ar bith nach féidir a scriobh gan an phaindéim
dhomhanda a tharla in 2020 a lua. Ar thaobh an
Choimisitin Cosanta Sonraf de, sholathair an phaindéim
roinnt samplaf treoracha agus soiléire maidir le fiorluach
an chreata cosanta a thugtar leis an RGCS. Sa mhoran
comhairlidichdin éigeantacha a rinne an Rialtas agus an
Coimisiun Cosanta Sonrai ar thionscnaimh Ura slainte
phoibli lenar bhain impleachtaf maidir le préiseail sonraf
pearsanta, sholathair an RGCS na railli treorach lena
chinntid go mbeadh na tionscnaimh sin comhréireach
agus slan i gcomhthéacs conas a rinneadh cearta
daoine aonair a chosaint agus a chothromu. Ba shampla
follasach de sin an comhairlitichan agus an rann-
phairtiocht shuntasach idir an Coimisiun Cosanta Sonraf
agus Udarais slainte poibli ar an aip rianaithe teagm-
halaithe Covid-19. Bhi an Coimisiun Cosanta Sonraf thar
a bheith sasta go raibh ceannaireacht a taispedint ag na
hadarais slainte in Eirinn — agus go raibh dea-chleach-
tas a thaispeaint acu — trid an Measunu Tionchair ar
Chosaint Sonraf agus trid an bhFoinse Cod don aip
rianaithe teagmhalaithe a fhoilsid, rud a chuidid lena
chinntid go raibh ardleibhéal muinine i measc an phobail.
Thainig ceisteanna dushlanacha chun cinn chomh maith
i ndail leis an doigh a raibh torthaf tastala PCR Covid-19
a geur iniul i laithreacha oibre dirithe i gcas gur cuireadh
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oll-tastail chun feidhme agus arfs chuir an RGCS taca faoi
aitheantas an chur chuige chirt, agus faoi chothromu na
leasanna a theastaigh.

Aistrithe Sonrai, Dlithiocht

I mf 14l 2020, sheachaid Cuirt Bhreithidnais an Aontais
Eorpaigh breithitnas in imeachtaf a thionscain an
Coimisitin Cosanta Sonraf in Ard-Chuiirt na hEireann

in 2016, i gcas gur lorg an Coimisiun Cosanta Sonraf
tagairt maidir le ceisteanna a bhain le husaid na gClasal
Conarthach Caighdeanach chun taca a chur faoi aistrithe
sonraf pearsanta ¢ AE go SAM. Leagadh amach i mbreit-
hidnas an CBAE riald mionsonraithe i ndail le dlithe agus
cleachtais SAM toisc go bhfuil tionchar acu ar chosaint
sonraf pearsanta AE agus soiléirigh leis, beag beann ar an
sasra aistrithe dlithidil a Usaidtear chun sonraf pearsanta
a aistrid, nach mor na cosainti céanna a bheith ag sonraf
pearsanta Usaideoiri AE agus ata acu in AE. Thionscain an
Coimisiun Cosanta Sonraf fiosrichan maidir le haistrithe
Facebook go SAM de thoradh an bhreithidnais. Bhi an
fiosrichan sin ina abhair in athbhreithnid breithidnach a
rinne Facebook, a éisteadh os comhair na hArd-Chuirte i
mi na Nollag 2020. Tathar ag feitheamh le breithitinas.

Bhi 2020 ina bhliain ghndthach ar an iomlan maidir le
dlithiocht don Choimisidn Cosanta Sonraf agus ta bre-
ac-chuntas iomlan ar na cadsanna ina raibh an Coimisiun
Cosanta Sonraf ina phairti agus a socraiodh n¢ inar
seachadadh breithitnas leagtha amach ar le haghaidh ar
ich 54. Is féidir sonraf ar ionchuisimh a rinne an Coimisiun
Cosanta Sonrai maidir le margaiocht dhireach ag ea-
graiochtal a socraiodh le linn 2020 a fhail ar leathanach
ar Aguisin a tri.

Comhar AE

Bhi rannphairtiocht an Choimisitin Cosanta Sonrai ag an
mBord Eorpach um Chosaint Sonrai fos dian in 2020 ach
nios fusa ¢ thaobh ldistiochta de. Mar gheall ar shrianta
taistil, tiondladh gach cruinnid 6 mhi Aibreain ar aghaidh
ar bhonn flordil agus ar an iomlan chuir an Coimisiun
Cosanta Sonraf le beagnach 200 cruinnid de chuid an
Bhoird Eorpaigh um Chosaint Sonraf (idir cruinnithe
iomlanacha agus grupai saineolaithe) anuraidh, lena
n-airftear gnfomhd mar rapdirtéir ar roinnt comhad.

Ta spriocanna an chomhchuibhithe agus an ionchuir
dhaonlathaigh sa chinnteoireacht ina gcuid thabhachtach
den choras rialdla a tugadh isteach leis an RGCS ach i
ngniomh ta a gcur chun feidhme ina obair ata idir Iamha
fos.

Brexit

Leanadh le hullmhd le haghaidh imeacht deiridh na
Riochta Aontaithe as an Aontas Eorpach mar fhécas don
Choimisitin Cosanta Sonrai i gcomhthéacs a chinntid

go dtuigfidh eagraiochtaf atd bunaithe in Eirinn na
himpleachtal um chosaint sonrai maidir leis an Riocht
Aontaithe a bheith ina “trid tir". Le tionscnamh gearrthéar-
mach (agus sealadach) Choimisiin AE maidir le solathar a
dhéanamh do shaorshreafai sonraf idir AE agus an Riocht

Aontaithe ag tosu 2021, maolaiodh an bru ar eagrafochtaf
Eireannacha ag an bpointe seo. D'fhégair Coimisiiin AE

go ndéanfaidh sé cinneadh leordhdthanachta a bheartud
maidir leis an Riocht Aontaithe sa chéad chipla mi eile
lena dteastéidh faomhadh trf phroiseas coisteolaiochta
AE.

Ar Deireadh....

Leis an dul chun cinn atd déanta ag an gCoimisiun
Cosanta Sonraf in 2020 solathraitear ardan laidir ar a
bhforbréfar in 2021 sna feidhmeanna um fhorfheidh-
miu agus laimhseail gearan go hairithe. Ta a lan réimsi
eile den RGCS ata fés le hinidchadh chun tairbhe ea-
grafochtal agus abhair shonrai araon lena n-airftear coid
iompair agus deimhnidchan. N mér an RGCS a thuiscint
mar thionscadal don am i lathair ach don fhadtéarmach
chomh maith céanna. Ta sé beartaithe ag an gCoimisiun
Cosanta Sonraf leantint mar cheannaire ina chur chun
feidhme iomlan.

s

Helen Dixon

Commissioner for Data Protection

TUARASCAIL BHLIANTUIL 2020



Achoimre
heidhmeach

Ag tacu le daoine aonair
O 1 Eanéir 2020 go 31 Nollaig 2020:

* Fuair an DPC breis is 23,200 teagmhail leictreonach,’
beagnach 10,000 glao guthain agus 2,000 teagmhail
phoist;

e Ldimhsedil an DPC 10,151 cas san iomlan in 2020, suas
9% ar fhigitiri 2019 (9,337).

* Fuair an DPC breis is 4,660 gearan ¢ dhaoine aonair faoin
GDPR;

* Araniomlan, thug an DPC 4,476 ghearan chun criche, 23’200

lena n-diritear 1,660 gearan a fuarthas roimh 2020;

* Tugadh breis is 60% (2,186) a taisceadh leis an DPCi
2020 chun criche laistigh den bhliain fhéilire chéanna;
agus

Lean an DPC air de bheith ag laghdu tréimhsi tabhairt
chun criche do chasanna (chuaigh meanlion na laethanta
a theastaigh chun cas a thabhairt chun criche faoi 53% ¢
thainig feidhm leis an GDPR).

1 2020, ba iad na habhair GDPR ba mhinice a ceistiodh né a
ndearnadh gearan futhu fos na: larratais ar Shonraf; Préiseail
Chothrom; Nochtadh; Margaiocht Dhireach agus An Ceart go
Ligfl i nDearmad (iarratais diliostaithe agus/n¢ bainte).

emails

! Cuimsfonn cumarsaidf leictreonacha idir r-phoist do chuntas
info@ an DPC agus foirmeacha idirlin a cuireadh faoinar mbraid trf
shufomh gréasain an DPC.
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Ag Tacu le Comhlionadh

* Ba é lion iomlan na bhfdgrai baili saraithe a fuarthas i 2020
na 6,628.

e Ta ardud 10% ar na fogral saraithe i gcomparaid le figidiri
2019.

* As an lion iomlan cédsanna saraithe a taifeadadh, tugadh
90% chun criche i 2020 (5,932 chas).

Ba i an chuis saraithe ba mhinice a tuairisciodh leis an DPC na
nochtadh neamhudaraithe (86%)

Sheol an DPC suiomh gréasain athdheartha i Mi na
Samhna 2020, sufomh a bhfuil a chuid acmhainnf nios aisilla
d’ Uséaideoirf agus a thugann isteach rannég nua go sonrach
do DPO.

Le bliain anuas, té beagnach 40 mir treorach foilsithe ag an
DPC, blaganna agus podchraoltal san direamh, chun eolas a
dhéanamh chomh hinrochtana agus is féidir do dhaoine.

1 2020, lean an DPC air de bheith ag forbairt a Lionra DPO,
ag aistrid go tacaf ar line de dheasca na paindéime. Chomh
maith le hacmhainni méadaithe ar an suiomh gréasain,
chuir foireann DPC i lathair ag a 1an seiminear gréasain agus
imeachtai a bhi dirithe ar DPO.

Lean an DPC air de bheith i mbun comhphairtiochta le
hUdaréas Cosanta Sonraf na Croite, AZOP, agus leis an Vrije
Universiteit sa Bhruiséil maidir le tionscadal a mhaoinitear ag
an AE (Tionscadal ARC) chun tacai praiticilla a sholathar do
FBM.

Riald

AAg 31 Nollaig 2020, bhi 83 Fhiosrtiichan Reachtdil idir
ldmha ag an DPC, lena n-airitear 27 bhFiosrichan Trasteorann.

| Mi na Bealtaine 2020, d " eisigh an DPC na chéad
fhinealacha faoin GDPR, ag gearradh dha fhineail ar leith in
aghaidh gniomhaireachta stéit de chuid na hEireann.

Sa mhi chéanna, chuir an DPC chéad Dréachtchinneadh
mérscala Airteagal 60 na hEorpa chuig na hUdarais Mhaoir-
seachta Abhartha.

Spreag an DPC Meicniocht Réitigh Ghearain Airteagal 65 an
EDPB i 2020; ba é an DPC an chéad Uidards maoirseachta a
rinne a leithéid.

| Mi na Nollag 2020, d” eisigh an DPC a chéad fhinedil i gcas
trasteorann, ag gearradh finedla €450,000 ar Twitter Interna-
tional Company.

| Mi na Nollag 2020 freisin, chuir an DPC a chéad Dréachtchin-
neadh morscéla Airteagal 60 ar aghaidh chuig na hUdaréis
Mhaoirseachta Abhartha. Bhain an Dréachtchinneadh seo le
WhatsApp agus bhi sé fos ag dul ar aghaidh ag deireadh na
bliana.

| 2020 seachadadh 14 bhreith agus/no ordud deiridh in
imeachtal ar phairti iontu an DPC.

Tri bheart Maoirseachta, chuir an DPC siar né rinne sé ath-
bhreithnil ar 3 thionscadal teicneolaiochta madire sceidealaithe
a raibh impleachtaf ag baint leo do chearta agus do shaoirsi
dhaoine aonair.

Europe’s
First

major-scale Article
60 Draft Decision

(sent by DPC
May 2020)

TUARASCAIL BHLIANTUIL 2020



Cinnti

Chuir cuid acu béim ar Chinnti ¢ 2020:
Eagraiochtai
Comhairle Contae Chiarraf

Combhairle Cathrach agus Contae Phort Lairge

Tusla An Ghniomhaireacht um Leanai agus an Teaghlach (3 sharu)
Tusla An Ghniomhaireacht um Leanaf agus an Teaghlach (1 sharu)

Tusla An Ghniomhaireacht um Leanai agus an Teaghlach (71 sharu)

Feidhmeannacht na Seirbhise Slainte (FSS An Deisceart)

Feidhmeannacht na Seirbhise Slainte (Ospidéal Mhuire Lourdes)

Ryanair
Twitter International Company
Groupon

Coldiste na hOllscoile, Baile Atha Cliath

Ag dul i dteagmhail leis an tSochai
Shibhialta

| 2020, chuir an DPC tUs le comhairlichan leitheadach
maidir lena dhréacht-threoir faoi chearta na leanai mar
abhair shonral — Na Leanai chun Tosaigh agus i Ldr Bdire:
Bunphrionsabail do Chur Chuige don Phrdisedil Sonrai atd
Dirithe ar Leanal. Bhi an comhairliichan seo fés ag dul ar
aghaidh ag deireadh na bliana.

Ag dul i dteagmhail le Piarai
O 1 Eanéir 2020, fuair an DPC;

* 354 ghearan 6 Udaréis Chosanta Sonraf (DPA) ar
piaraf iad inar aithnfodh an DPC mar an Priomhudaras
Maoirseachta;

* D fhreastail sé ar bhreis is 180 chruinnit EDPB, ar
cuireadh maérchuid acu i gerich ar line mar gheall ar
shrianta taistil a bhaineann leis an bpaindéim;

* Lean sé air ionadaithe a bheith ag gach foghripa de
chuid an EDPB agus de bheith ag gnfomhd mar chom-
hordaitheoir an FhoghrlUpa um na Meain Shoisialta;
agus

* Thiondil sé cruinnit fiordil de BIIDPA, ag cur failte
roimh ionadaithe ¢ Bheirmitda, Oiledin Cayman, Gio-
braltar, Geansai, Oilean Mhanann, Geirsi, Malta agus
an Riocht Aontaithe.
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Cinneadh eisithe
25-Mar-20
21-D.F6-20
07-Aibr.-20
21-Beal-20
12-LUn-20
18-LUn-20
29-M.F6-20
11-Sam-20
9-Noll-20
16-Noll-20

17-Noll-20

Ag tarraingt aird an phobail ar an
gCosaint Sonrai
Chuir baill fhoirne an DPC i lathair ag beagnach 100 caint

phoibli i 2020. O thainig feidhm le srianta Covid, cuireadh
rannphairtiocht go Iéir na foirne ar line.

Ta an DPC tiomanta i gconai do bheith ag spreagadh
feasacht na ndaoine maidir le cearta agus freagrachtaf na
cosanta sonral, ag tairgeadh beagnach 40 mir treorach,
comhairle theicneolaioch, comhliontacht Fhianan agus
ceisteanna a bhaineann le cdrsaf Covid san aireamh.

Gniomhaiocht Eile

[ 2020:
e Thug an DPC 147 imscrudu a bhain le margaiocht
dhireach leictreonach chun criche.

* D ionchuisigh sé 6 chomhlacht as teachtaireachtai
téacs no riomhphoist gan iarraidh a chur chuig daoine
aonair.

e Laimhseail sé 37 ghearan a bhain leis an Treoir um
Fhorfheidhmiu an DIi.

* Mhéadaigh sé comhliontacht clard DPO go 96% do na
comhlachtal Earnala Poiblf.

e | mf Aibreain, d'fhoilsigh an DPC treoir nua maidir le
fiandin agus teicneolaiochtai rianaithe a dUsaid.
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ROIl agus

reagrachtal

Feidhmeanna an DPC

Is € an Coimisiin um Chosaint Sonrai (DPC) an t-Udaras
naisiinta neamhspleach in Eirinn até freagrach as
seasamh le buncheart na ndaoine san AE go ndéanfai

a gcuid sonral pearsanta a chosaint. Da réir sin, is € an
DPC an t-Udaras maoirseachta Eireannach a bhfuil sé de
chlram air monatdireacht a dhéanamh ar an Rialachan
Ginearalta maidir le Cosaint Sonraf (GDPR) (Rialachan (AE)
2016/679).

Airftear i measc croffheidhmeanna an DPC, faoin GDPR
agus faoin Acht um Chosaint Sonrai 2018 — a thugann
tuilleadh éifeachta don GDPR in Eirinn;

* spreagadh comhlionta fheabhsaithe le reachtaiocht
chosanta sonraf ag rialaitheoirf agus ag proisealaithe;

o laimhseail ghearan ¢ dhaoine aonair maidir le habhar
saruithe a gcuid ceart cosanta sonraf;

e curigcrich fiosrdchan agus imscriduithe maidir le
habhar saruithe na reachtaiochta cosanta sonraf;

* cothu feasachta i measc eagrafochtai agus an phobail
maidir leis na rioscal, na rialacha, na cosainti agus
na cearta ar da gcuram iad agus sonrai pearsanta a
bproiseail; agus

e comhoibrit le hddarais chosanta sonraf i mball-
stait eile de chuid an AE faoi cheisteanna ina bhfuil
proisedil trasteorann i gceist.
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Gniomhafonn an DPC mar an t-udaras maoirseachta
freisin don phréiseail sonral pearsanta faoi roinnt creat dli
breise. Airftear orthu seo an Treoir maidir le Forfheidh-
miu DIi (Treoir 2016/680, faoi mar a trasuiodh f faoin
Acht um Chosaint Sonrai 2018) a bhaineann le proiseail
sonraf pearsanta ag comhlachais a bhfuil feidhmeanna
forfheidhmithe dhli acu i gcomhthéacs chosc, imscradd,
aimsid nd ionchuiseamh cionta coiridla né cur i ngniomh
pionos coiridil. Cuireann an DPC feidhmeanna airithe mao-
irseachta agus forfheidhmithe i bhfeidhm freisin maidir le
proisedil sonraf pearsanta i gcomhthéacs na gcumarsaidi
leictreonacha faoi na Rialachain e-Phriobhaideachais
(LR. Uimh. 336 6 2011).

Chomh maith lena chuid feidhmeanna faoin GDPR,
leanann an DPC air de bheith ag cur i gcrich a chuid
feidhmeanna rialédla faoi na hAchtanna um Chosaint
Sonrai 1988 agus 2003, maidir le gearain agus im-
scruduithe a bhaineann leis an tréimhse roimh 25
Bealtaine 2018, chomh maith le catagdirf airithe srianta
eile prdisedla, is cuma ma tharla an phroiseail sin roimh
no tar éis 25 Bealtaine 2018.

Chomh maith le reachtaiocht shonrach chosanta

sonral, is ann do thart ar 20 piosa breise reachtaioch-
ta, a chltdaionn réimsi éagsula earnala, a bhaineann le
proiseail sonral pearsanta, ina mbionn ar an DPC feidhm
airithe mhaoirseachta a chur i gcrich a leagtar air faoin
reachtafocht sin.
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Foireann Shinsearach an DPC

Cuimsionn Coiste Bainistiochta Sinsearai an DPC (SMC) an Coimisinéir um Chosaint Sonraf agus an seachtar Lea-
schoimisinéirf. Déanann an Coimisinéir agus baill an SMC maoirseacht ar bhainistil agus ar rialé cuf na heagrafoch-
ta, de réir na bprionsabal sin a leagtar amach sa Chéd Cleachtais chun Comhlachtaf Stait a Riald (2016) Ta sceideal
foirmidil ceisteanna le cur san direamh agus a bhfuil cinneadh le déanamh futhu, de réir mar is cui, ag an SMC, chun
maoirseacht agus smacht éifeachtacha na heagraiochta a chinntid.

Cuimsionn SMC an DPC:

Helen Dixon Anna Morgan
An Coimisinéir um Chosaint Leaschoimisinéir —
Sonrai Ceannasal Gnoéthai DIi

-l

Graham Doyle
Leaschoimisinéir —
Ceannasal Gnoéthai
Corparaideacha, Meain
Chumarsaide & Cumarsaidi

John O'Dwyer
Leaschoimisinéir —
Ceannasal Gniomhaiochta
Rialala

Maoiniu agus Riarachan — Véta 44

Maoinitear an DPC go huile is go hiomlan ag an Statchiste.
O 1 Eanéir 2020, maoiniodh an DPC tri Véta nua de

chuid an Oireachtais — Vota 44. Is é an Coimisinéir um
Chosaint Sonraf an tQOifigeach Cuntasaiochta do Vota an
Choimisitin. Mar chomhlachas Véta, ni mér don Oifigeach
Cuntasafochta an Cuntas Leithghabhala a ullmhu do Véta
an DPC lena chur faoi bhraid an Ard-Reachtaire Cuntas
agus Ciste. De réir mar is ga, ta mar chuid de sin raiteas
an Oifigigh Chuntasafochta maidir le cérais rialaithe
inmheanaigh an DPC. Ba é an solathar ollmheastachain
2020 do Véta 44 — an Coimisiin um Chosaint Sonrai na
€16.916M ar leithdhaileadh €10.552m de ar chaiteachas
pa-choibhneasa, agus ar leithdhaileadh €6.364m de ar
chaiteachas neamhpha. Méadu de €1.6M a bhi i gceist
leis an maoinid do 2020 i gcomparaid le leithdhaileadh
2019.

Ta an DPC ag ullmhu a réitis airgeadais do 2020 agus
foilseofar an raiteas seo ar shuiomh gréasain an DPC tar
éis chur i gerich inidchta ag an Ard-Reachtaire Cuntas &
Ciste.
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Dale Sunderland
Leaschoimisinéir —
Ceannasal Gniomhaiochta
Rialala

Colum Walsh
Leaschoimisinéir —
Ceannasai Gniomhaiochta
Rialala

Ultan O’Carroll
Leaschoimisinéir
(Gniomhach) — Ceannasal
Teicneolaiochta, Oibritichain
& Feidhmiochta

Tony Delaney
Leaschoimisinéir — Ceannasaf
Gniomhaiochta Rialéla
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L. 4
Teagmha
Fiosruchain
agus Gearain

Teagmhalacha

Déanann pairtithe leasmhara teagmhail leis an DPC ar
bhealaf éagsula, lena n-airftear Deasc Chabhrach an DPC,
foirmeacha gréasain ar line, riomhphost agus post. | 2020,
fuair an DPC 23,226 theagmhail leictreonach,? 9,410 nglao
guthain® agus 1,881 theagmhail phoist.

Thainig dushlain shuaithinseacha chun cinn i 2020 i
dtéarmai solathair sheirbhise line thosaigh, lena n-airitear
dushlain teicnitla agus léistiochtdla a tharla mar gheall

ar riachtanais chianoibre. In ainneoin na ndushlan seo,
coinniodh an solathar seirbhise ar fud na bliana. Nfor
tharla aon éifeacht dhidltach maidir le hamanna freagra
no leibhéil seirbhise mar gheall ar chianobair, agus bhi

2 Cuimsionn cumarsaidi leictreonacha idir r-phoist do chuntas
info@ an DPC agus foirmeacha idirlin a cuireadh faoinar mbraid
tri shufomh gréasain an DPC.

3 Chuaigh lion na dteagmhalacha teileafdin chuig an DPC i laghad
i 2020, i gcomparaid le blianta roimhe sin. An mfnid air sin na an
t-aistrid go cianobair (Covid-19) agus an cumas laghdaithe da
bharr sin chun glaonna a phraisedil (ag obair ar an bhfén péca).
Tugadh an lanchumas teileafdin ar ais ina dhiaidh sin, tar éis don
DPC seirbhisi agus trealamh cuf glao lasmuigh den lathair a fhail.
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leibhéal na teagmhala a rinneadh ar céimhéid le rataf
réamh-Covid.

Rud nua a thainig chun cinni 2020 na an lion suntasach
fiosrdchan a bhaineann le Covid-19 a fuair an DPC 6
dhaoine aonair agus 6 eagrafochtai a bhi ag iarraidh

an t-idirghniomhu a thuiscint idir an dIf um chosaint
sonraf agus riachtanais Covid-19. Ina lan casanna bhi
na fiosrichain seo am-iogair, agus b éigean freagra a
thabhairt orthu go tapa.

Gearain

Déanann an DPC prdisedil ar ghearain faoi dha phriomh-
chreat dlt:

o Pléitear le geardin a fuarthas ¢ 25 Bealtaine 2018 ar
aghaidh (agus a bhaineann le ceisteanna a tharla ar
nd tar éis 25 Bealtaine 2018) faoin GDPR, faoin Treoir
maidir le Forfheidhmiu DIi, agus faoin Acht um Cho-
saint Sonrai 2018; agus

* Pléitear le gearain agus saruithe a tharla roimh 25
Bealtaine 2018 faoi na hAchtanna um Chosaint Sonraf
1988 agus 2003, fid nuair a fhograitear don DPC iad ar
no tar éis 25 Bealtaine 2018.
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Chun gur gearan a bheadh ann — rud a spreagfadh, mar
sin de, dualgais reachtula laimhsedla geardin an DPC —
ni moér go mbainfeadh an cheist le ceann amhain de na
ceannteidil seo a leanas:

o Gearan ¢ dhuine aonair a bhaineann le proiseail a
gcuid sonraf pearsanta féin;

* Duine n¢ eintiteas ata Udaraithe go dlithiuil atd ag
gearan ar son duine aonair (m.sh. dlioddir ar son cliaint
no tuismitheoir/caomhndir ar son a linbh); nd

* Grupaf abhcdideachta a chomhlionann na riachtanais
chun gniomhu ar son duine aonair amhdin né nios mao

faoin GDPR, LED agus faoin Acht um Chosaint Sonraf
2018.

Idir 1 Eanair 2020 agus 31 Nollaig 2020:

e Fuair an DPC 4,660 gearan ¢ dhaoine aonair faoin
GDPR agus 59 ngearan faoi na hAchtanna um Chosaint
Sonraf 1988 agus 2003.

e Ar aniomlan, thug an DPC chun criche 4,476 ghearan,
lena n-diritear 1,660 gearan a fuarthas roimh 2020.

* Tugadh breis is 60% (2,186) de na gearain a taisceadh
leis an DPC i 2020 chun criche laistigh den bhliain fhéil-
ire chéanna.

Geardin a Fuarthas faoin GDPR —
Na 5 Cheist is M6 i 2020

Gearadin a Fuarthas Lion % an iomlain
larratas Rochtana 1683 27%
Proiseail Chothrom 1623 26%
Nochtadh 793 12%
Margaiocht Dhireach 429 7%
Ceart ar scriosadh 423 7%

Geardin a Fuarthas faoi na hAchtanna um
Chosaint Sonrai 1998 agus 2003 — Na 5 Cheist is
M6 i 2020

Gearain a Fuarthas Lion % aniomlain
Nochtadh 24 41%
Proiseail Chothrom 14 24%
larratas Rochtana 10 17%
An ceart go ligfi i ndearmad 4 7%
Slandail 2 3%
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Bhain moérchuid na gcasanna a tugadh chun criche ag
an DPC le hlarratais Rochtana (30%) Bhain an chéad
chatagodir eile chasanna le Préisedil Chothrom (19%),
agus ina dhiaidh sin Nochtadh (15%).

Laimhseadil Ghearain

Nuair is féidir sin, féachann an DPC le gearain a réiteach
go cairditil — mar a fhorailtear in Alt 109(2) den Acht
um Chosaint Sonrai 2018. Cuirtear an rogha ar fail plé
lena gceist go cairdidil do dhaoine aonair le linn saolré

a ngearain, is cuma cé chomh fada is a tugadh an cheist
chun cinn tri bhealal géaraithe. Is féidir teacht ar chasan-
na-staidéir a léirfonn na bealal géaraithe seo ag deireadh
na caibidle seo.

Nuair nach bhfuil réiteach cairdidil agus luath indéanta,
géarajonn an DPC ceisteanna de réir chatagoir an ghearain:

Gearain faoi Chearta Rochtana

Foraileann Airteagal 15 den GDPR gur féidir le duine
aonair deimhniu a fhail ¢ rialaitheoir sonral mas rud é go
bhfuil sonraf pearsanta a bhaineann leo a bpréiseail, agus
nuair ata sin amhlaidh, gur féidir leo rochtain a bheith acu
ar chdip de na sonrai pearsanta sin. Is ceart tabhachtach
é seo, agus is é is cuis leis an lion is mé gearan don DPC
go bliantdil.

Cuireann an ceart rochtana ar chumas duine aonair
dlithidlacht na proiseala a chinntit a bhfuil an rialaitheoir
sonraf ag tabhairt fuithi agus céipeanna a fhail da gcuid
sonraf pearsanta le haghaidh a gcuid taifead féin. Ceann
de na bunchearta a bhronntar ar dhuine aonair ag an
GDPR is ea é. Is ceart é freisin ata le fail i gCairt Chearta
Bunusacha an Aontais Eorpaigh. Sin raite, nil ceart
rochtana duine aonair iomlan agus is féidir go mbeidh
sé faoi réir ag srianta airithe, lena n-airftear, gan a bheith
srianta déibh, iad sitd a leagtar amach in Alt 60 den Acht
um Chosaint Sonraf 2018.

Forordaionn an GDPR meicnfocht in Alt 23 chun srianta
cheart a cheadl i gcinsf airithe sonracha. Ta cead ag
gach Ballstat a chuid dioldinti féin a thabhairt isteach i
reachtafocht naisiiinta. Ni mér go mbeadh meas ag a
leithéid de shrianta ar bhunus na gceart agus na saoirsi
bunusacha agus ni mor gur beart riachtanach agus
comhréireach i sochai dhaonlathach a bheadh ann. In
Eirinn trasufodh sin tri Alt 60 den Acht um Chosaint Sonraf
2018.

In aon scrudu ar gheardin a dtugann an DPC faoi, dirfonn
cuid mhor den obair ar scrudu bhailiocht na ndioldinti a
chuirtear chun tosaigh ag an rialaitheoir sonraf chun udar
a thabhairt lena dhidltd sonraf pearsanta a chur ar fail
mar fhreagra ar iarratas rochtana. Le linn an scridaithe
ar ghearain, déanfaidh an DPC cinneadh mas rud gur
ghniomhaigh n6 nar ghniomhaigh an rialaitheoir sonraf go
cuf agus freagra a thabhairt acu ar an iarratas rochtana;

i moérchuid na gcasanna beidh i gceist leis sin scradu ar
an tsli inar bhain an rialaitheoir sonraf bri as na srianta i
gcomhthéacs chuinsi ar leith an chais. Is féidir go mbeidh
de thoradh air sin go scaoilfear sonrai pearsanta breise
don abhar sonrai.
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Mar shampla, is minic a dheimhnionn rialaitheoiri sonraf
pribhléid dliodéra maidir le doiciméid ina bhfuil sonrai
pearsanta le fail, mar bhonn cirt chun sonraf pearsanta a
choinneail siar mar fhreagra ar iarratas rochtana.

Pléann Alt 162 den Acht um Chosaint Sonrai 2018 go
sonrach le pribhléid ghairmitil dliodéra (LLP). Ina theannta
sin, foraileann Alt 60(3)(a)(iv) go bhfuil na cearta agus na
dualgais a fhorailtear in Ailt 15 srianta sa mhéid go ndéantar
sonraf a phraéiseail ag smaoineamh ar, né do bhund,
cleachtadh no cosaint, éilimh dhli, éilimh ionchasaigh dhli,
imeachtaf dli nd imeachtaf ionchasacha dli — biodh sin os
combhair clirte, bhinse reachtdil, chomhlachta reachtuil né
ghnathaimh riarachain né lasmuigh den chuirt. Sa da alt
ta na bunphrionsabail mar an gcéanna agus éilionn siad
measUnu pribhléide ag an DPC.

Nuair a fhaigheann rialaitheoir sonraf iarratas rochtana ta
iachall air é a chomhlionadh gan mhoill mhichuf agus ar
a dhéanaf laistigh de mhi amhain 6 fhaightear é. De réir
an chur chuige rioscabhunaithe i leith na cosanta sonrai,
rud ata larnach don GDPR, ta iachall ar gach rialaitheoir
sonraf agus proisealal sonraf aonair bearta cufi teicnidla
agus eagralochtula a chur i bhfeidhm chun cinntitd agus
chun léirid go gcloionn an phroisedil sonraf a bhfuiltear
ag tabhairt fuithi leis an reachtafocht. Da réir sin, ta sé
stuama polasaf soiléir eagrafochta a bheith ann maidir
le conas iarratas ar a shonraf a chur i bhfeidhm, agus

ta a leithéid rithabhachtach chun athdhéanamh oibre
costasach agus fadalach a sheachaint.

Pribhléid Dliod6ra agus an Ceart Rochtana

Is ann, go bunusach, do dha aicme pribhléide gairmidla
dliodéra — pribhléid chomhairle dli né pribhléid
dlithfochta. Mar an chéad chéim ni mér don DPC nadur na
pribhléide a chuirtear chun cinn ag an rialaitheoir sonraf a
dheimhnid.

Ta pribhléid chomhairle dIi ceangailte le cumarsaidi idir
dlioddir agus cliant mar a bhfuil an chumarsaid faoi ran
agus é mar chuspair aici comhairle dhli a thabhairt nod
a fhail. Nuair is é cuspdir ceannasach na cumarsaide
na ullmhu do dhlithiocht “iarbhir né intuigthe”, is féidir
pribhléid dlithiochta a mhafomh.

Tar éis catagdir na pribhléide a dheimhnid, is f an chéad
chéim eile ag an DPC né stadas pribhléide na sonraf
pearsanta a mheasunu. Ceist dIf atd ann go bunudsach

an cheist an mbaineann nd nach mbaineann pribhléid le
sonrai pearsanta ata le fail i ndoiciméid, agus is céir a ra gur
chorpraigh an tOireachtas na prionsabail dIf choitinn sin a
bhaineann le pribhléid san Acht um Chosaint Sonrai 2018.

Agus aon scrudu den chinedl seo & dhéanamh éileoidh
an DPC roinnt mhaith eolais, lena n-airitear minid maidir
leis an mbonn ar a bhfuil an rialaitheoir sonrai ag maiomh
pribhléide sa tsli gur féidir linn meastdireacht chuf a
dhéanamh maidir lena bhailf is ata sé bheith ag brath ar
Alt 162. Go bunusach beidh an DPC ag lorg insinte faoi
gach doiciméad ina bhfuil sonrai pearsanta le fail. Maidir
le pribhléid dlithiochta is € an priomhfhdcas agus sonraf
pearsanta @ measunu na cén uair a smaoinigh na pairtithe
faoi dhlithiocht, .i. an data gur bagraiodh né a rinneadh
machnamh faoina leithéid.
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Gearain faoi Mhargaiocht Dhireach Leictreonach

Imscridafonn an DPC cionta go gniomhach, agus ion-
chuisionn sé iad, i dtaca le margaiocht dhireach leictre-
onach faoi |.R. 336/2011 — Rialachain na gComhphobal
Eorpach (Lionraf agus Seirbhisi maidir le Cumarsaidi Leic-
treonacha (Priobhaideachas agus Cumarsaidi Leictreona-
cha) 2011 (" na Rialachdin ePriobhaideachais "). Cuireann
na Rialachdin ePriobhaideachais an Treoir 2002/58/EC (" an
Treoir um Priobhéideachas ") i bhfeidhm i ndlf na hEireann.

Fuair an DPC 144 ghearan nua maidir le margaiocht
dhireach leictreonach i 2020. Bhi le haireamh ina measc
66 ghearan maidir le teachtaireachtai r-phoist, 73 ghearan
maidir le teachtaireachtaf téacs, agus cuig ghearan maidir
le glaonna guthain. San iomlan tugadh 149 n-imscrudud
margaiochta dfrf leictreonaf chun criche i 2020. Cuimsionn
an figidr seo gearan amhain 6 2018, 51 6 2019 agus 97 ¢
2020. D ionchuisigh an DPC 6 chomhlacht le linn 2020 do
sharuithe margaiochta dirf, agus leagtar amach sonrai na
gcasanna sin in Aguisin 3.

Gearain faoi lonaid llIfhreastail

Bunaiocht an mheicniocht lonad Ilifhreastail (OSS) faoin
GDPR agus é mar chuspdir aici cuichoirid a dhéanamh ar
an tslf ina dtéann eagraiochtal a dhéanann gné i nios mé
na ballstat AE amhain i dteagmhail le hiidarais chosanta
sonraf (a dtugtar “Udarais mhaoirseachta” orthu faoin
GDPR). Eilionn an 0SS go mbeadh na heagrafochtai seo
faoi réir ag maoirseacht rialdla ag DPA amhain, nuair ata
“priomhait ghnd” acu, seachas bheith faoi réir ag riald

le hiidarais chosanta sonrai gach ballstait. Go ginearalta,
is I priomhait ghnd eagraiochta na an ait ina bhfuil a
riarachan larnach agus/né cinnteoireachta lonnaithe.

| gcas praisealal shonraf nach bhfuil aon it riarachain
larnaf acu, beidh a bpriomhait ghné san ait ina dtarlafonn
a bpriomhghniomhaiochtaf proisedla san AE.

12020, fuair an DPC 354 ghearan proéiseala
trasteorann trid an mheicniocht OSS a taisceadh ag
daoine aonair le htidaréis eile cosanta sonraf san AE.

Gearain faoi Sharu Sonrai

Laimhsealann an DPC gearain freisin a bhaineann le
saruithe sonraf a cuireadh in idl agus nar cuireadh in idl
araon. Eascraionn mérchuid na ngearan saraithe shonraf
de thoradh ar fhogra a tugadh don DPC — 6 eagraiocht
ndé 6 eintiteas — go ndearnadh sard maidir leis na sonraf
pearsanta sin a bhfuil siad ina rialaitheoir sonraf doibh.

Is féidir go n-eascroidh gearain saraithe shonraf freisin i
gcuinsi inar cuireadh duine aonair ar an eolas go nea-
mhspledch maidir le sard sonrai, tri chlddach na mean
cumarsaide go minic, no tri iarmhairt dhiobhalach a
eascraionn as an sard (m.sh. rochtain neamhudaraithe ar
chuntais r-phoist, cuntais chustaiméara né cuntais bhainc,
srl)

Gearain faoin Treoir maidir le Forfheidhmiu DIi

Trasuiodh an Treoir AE a dtugtar an Treoir maidir le Forf-
heidhmit DIf (AE 2016/680) (an LED) i ndli na hEireann ar
25 Bealtaine 2018 le hachtd an Achta um Chosaint Sonraf
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2018. Baineann an LED le feidhm nuair a chuirtear sonraf
pearsanta i bhfeidhm do chuspdirf chosc, imscrudd,
aimsiu nd ionchuiseamh cionta cairidla, N6 forghniomhd

phionds coiritil. Le go mbeadh an LED infheidhme, ni mor

gur “Udaras innidil” a bheadh sa rialaitheoir sonraf freisin,
faoi mar a leagtar amach in Alt 69 den Acht um Chosaint
Sonraf 2018.

12020, laimhsedil an DPC 37 ngearan LED, a raibh An
Garda Siochdna (AGS) mar an rialaitheoir sonraf ar a
morchuid. Bhain gearain le heagrafochtai eile freisin,
leithéidf Seirbhis Priostin na hEireann, na Coimisinéirf
loncaim, an Roinn Talmhafochta & Bia, chomh maith le
roinnt Udaras aitidil.

Baineann Alt 91 den Acht um Chosaint Sonrai 2018 le
préiseail sonraf pearsanta do chuspéiri forfheidhmithe
dhlf agus leagtar amach ann na coinnfollacha ata i gceist
le go mbeadh daoine aonair in ann rochtain a bheith
acu ar a gcuid sonral pearsanta, nd lena gcur i gceart
né a scriosadh. Tagraitear d “iarratas chun rochtain a
bheith agat ar choip sonraf ata taifeadta ar chérais AGS,
sonraf faoi ionchuiseamh ag na Coimisinéiri loncaim, né
finedil bhruscair a fhorfheidhmitear ag Udaras aitidil mar
iarratais duine ar a shonraf LED Alt 91.

Is minic a thagann an DPC ar chasanna mar a ndéanann
abhair shonrafiarratais duine ar shonrai, agus iad ag

lorg eolais trid pairt/, leithéidi ainm agus seoladh duine

a llomhnaitear go ndearna siad ionsaf, N6 sonraf duine

a thuairiscigh ceist faoi run. Foraileann Alt 91(7) den

Acht um Chosaint Sonrai 2018 nach gcuirfidh rialaitheoir
sonraf (Udaras innitil faoin LED) sonraf pearsanta ar fail
do dhaoine aonair a bhaineann le duine aonair eile, nuair
a nochtfadh a leithéid céannacht an duine eile, né da
mbeadh an baol sin ann. Is iad na clinsi sin amhain nuair
nach mbaineann Alt 91(7) le feidhm na nuair a thoilionn
trid pairti solathar a gcuid eolais don dbhar sonraf ata

ag déanamh an iarratais, faoi mar a leagtar amach in Alt
91(8) den Acht. Foraileann Alt 91(9) den Acht freisin nach
mbainfidh an ceart rochtana le feidhm le sonraf ach an
oiread a bhfuil i gceist leo cur in itl tuairime faoi dhuine
aonair ag duine eile a tugadh faoi rdn n6 ar an mbonn
tuisceana go bpléiff leis an tuairim mar thuairim faoi ran.

Geardin a fuarthas faoi na hAchtanna um
Chosaint Sonrai 1988 agus 2003

Leanann an DPC air de bheith ag fail agus ag scrudu
gearan a thagann faoi scath na nAchtanna um Chosaint
Sonraf 1988 agus 2003. Faoi Acht 2018 agus faoi na
hAchtanna 1988 agus 2003 araon, ta sé mar dhualgas
reachtuil ag an DPC bheith ag déanamh a dhichill chun
gearain a réiteach go cairdiuil a fhaightear ¢ bhaill den
phobal. 1 2020, tugadh mérchuid na ngearan a thagann
faoi scath na nAchtanna 1998 agus 2003 chun criche

go cairdiuil idir pairtithe an ghearain, gan é a bheith
riachtanach cinneadh foirmiuil a eisitdint faoi Alt 10 de na
hAchtanna 1988 agus 2003. Ta 77 gcinneadh foirmidil
eisithe ag an gCoimisinéir faoi na hAchtanna um Chosaint
Sonraf 1988 agus 2003 ¢ bhi Mf Eanair 2020 ann; sheas
50 ceann acu leis an ngearan go hiomlan agus dhidltaigh
18 gcinn acu an gearan. | naoi gcas eile, seasamh go
pairteach leis an ngearan.
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Tugadh geardin chun criche le Cinnti faoi na
hAchtanna um Chosaint Sonrai 1988 agus 2003

Gearain ar seasadh leo 50
Gearain a didltaiodh 18
Gearain ar seasadh go pairteach leo 9
lomlan: 77

Cosaint sonrai agus na cuirteanna agus iad ag
gniomhu ina gcailiocht bhreithitnach

Cé gurb é an DPC an t-Udaras maoirseachta do dhlithe
cosanta sonraf in Eirinn, baineann sainrialacha le feidhm
nuair atd na clirteanna ag tabhairt faoi bhearta proiseala.
Tagann na sainrialacha seo 6 Airteagal 55(3) den GDPR, a
chuireann cosc ar an DPC, ar aon dul le DPA eile de chuid
an AE, ¢ bheith ag déanamh maoirseachta ar oibriochtaf
proiseala sonraif na gclirteanna agus iad ag gniomhu ina
gcailiocht bhreithidnach. Déantar sin chun neamhsplea-
chas na mbreithidna a chinntit maidir le cur i bhfeidhm a
gcuid tascanna breithidnacha, cinnteoireacht san aireamh.

Rialaionn Ailt 157 go 160 den Acht um Chosaint Sonraf
2018, in éineacht leis na Rialacha Cuirte abhartha, conas
is g4 do chuirteanna na hEireann sonraf pearsanta a
phréiseail agus conas ba choir éifeacht a thabhairt do
rialacha éirithe cosanta sonraf sa GDPR (aon srianta
maidir le cearta cosanta sonraf san aireamh). Ta san
aireamh ansin forail do cheapadh breithimh shonraigh
ag Priomh-Bhreitheamh na hEireann chun gniomht mar
an maoirseoir cosanta sonrai maidir le préiseail sonraf
pearsanta, rud a tharlafonn agus cuirteanna na hEireann
ag gniomhu ina gcailiocht bhreithitnach. Is féidir teacht ar
thuilleadh eolais faoi mhaoirseacht phréiseala sonraf ag
clirteanna na Eireann agus iad ag gnfomhu ina gcailiocht
bhreithiinach ag https://www.courts.ie/courts-data-
protection-notice

Idirdhealt a dhéanamh idir r6l an DPC agus an
Bhreithimh Cheaptha

Nf ga go mbeadh gach gniomhaiocht phréisedla a
bhaineann leis na clirteanna laistigh de raon feidhme na
gclirteanna agus iad ag gnfomhu ina gcailiocht bhreit-
hidnach. Do cheisteanna cosanta sonraf ata lasmuigh
den raon feidhme sin, is ¢ an DPC an t-Udaras maoir-
seachta abhartha. Faigheann an DPC gearain ¢ dhaoine
aonair i gcasanna inar féidir go mbaineann na ceisteanna
a thogtar leis na cuirteanna agus iad ag gniomhu ina
gcailiocht bhreithitinach; ni ceisteanna iad sin, mar sin
de, ar féidir leis an DPC iad a laimhseail. Ta gearain eile

a bhaineann le gniomhafochtai clirte nios leithne mar
chuid de shainchdram an DPC. Léirfonn cas-staidéir 13-17
na réimsi ina bhfuil an DPC n6 an Breitheamh Ceaptha
ina Udaras maoirseachta cul.
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Example A:

Na Cuirteanna mar fhostoir

((Casanna nuair is € an DPC an t-udaras maoirseachta inniuil)

D “admhaigh an tSeirbhis Cuirteanna
gur usaid bainisteoir CCTV chun
monatdireacht a dhéanamh ar
uaireanta oibre fhostai.

Example B:

Os rud é nach mbaineann na ceisteanna a bhfuil
an gearan futhu le gniomhafochtafl préiseala sonraf
na gclirteanna agus iad ag gniomhu ina gcailiocht
bhreithitinach, ba é an DPC an t-Gidaras cui chun
déiledil leis an ngearan seo.

Nochtadh Orduithe Cuirte a bhi a

gcoinneail ag tria pairtithe

(Casanna nuair is € an DPC an t-udaras maoirseachta inniuil)

Ba phairti é an gearanach in imeachtai DIi
Teaghlaigh mar ar thug Breitheamh na
Cuirte Duiche treoir go ndéanfai leanai
na bpairtithe a atreord chun teiripe
shugartha a fhail. Nocht na dlioddiri don
mhathair dha ordu cuirte (a bhaineann

le rochtain) don teiripeoir sugartha.
Rinneadh sin cheal ordu cuirte chun a
leithéid a dhéanamh n¢ ar iarratas an
teiripeora shugartha. Ni raibh an t-eolas
a bhi le fail sna horduithe riachtanach

do chuspdiri na teiripe sugartha agus
nochtadh ann eolas a bhain le ceisteanna
eile, lena n-airitear cothabhail.
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Os rud é nach mbaineann na ceisteanna a bhfuil
an gearan futhu le gniomhafochtal proiseala sonraf
na gclirteanna agus iad ag gniomht ina gcailiocht
bhreithidnach, ba é an DPC an t-Udaras cuf chun
déileail leis an ngearan seo.
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Example C:

Nochtadh sonrai pearsanta ar

bhonn deonach

(Casanna nuair is € an DPC mar an t-Udaras maoirseachta inniuil)

Cuireadh sonrai pearsanta an
ghearanaigh san aireamh i
Mionnscribhinn Fhollasaithe dheonach
ar thug duine mionn fuithi nach raibh ina
phairti ag na himeachtai. Tharla sin cheal
Ordaithe Chuirte a d " fhagfadh gur gha
follasu neamhphairti a dhéanamh agus

Example D:

mar sin de niorbh ann d “aon bhunus dli
chun an follasu a dhéanamh.

Os rud é nach mbaineann na ceisteanna a bhfuil
an gearan futhu le gniomhafochtaf préiseala sonraf
na gclirteanna agus iad ag gniomhd ina gcailiocht
bhreithitinach, ba é an DPC an t-Udaras cuf chun
déileail leis an ngearan seo.

Rochtain ar an gcomhad Cuirte

(Casanna nuair is € an Breitheamh Ceaptha an
t-Udaras maoirseachta inniuil)

Rinne an gearanach iarratas rochtana
chuig oifig chuirte aitidla do na sonrai
pearsanta ar fad a bhii seilbh na
Seirbhise Cuirteanna agus a bhain leis
ag eascairt as laithreas os comhair na
clirte, lena n-airitear na taifid chuirte
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agus taifeadadh digiteach fuaime na
héisteachta. Dilltaiodh an t-iarratas..

Os rud é go mbaineann na ceisteanna a bhfuil an
gearan futhu le gniomhafochtal proiseala sonraf
na gcuirteanna agus iad ag gniomhd ina gcailiocht
bhreithiinach, ba é an Breitheamh Ceaptha an
t-Udaras cui chun déiledil leis an ngearan seo.
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Example E:

Gearain faoin Taifead Cuirte

(Casanna nuair is é an Breitheamh Ceaptha an
t-udaras maoirseachta inniuil)

TLiomhnaionn an gearanach (arbh é AOs rud é go mbaineann na ceisteanna a bhfuil an

an cosantair in imeachtai os comhair gearan futhu le gniomhaiochtai proiseala sonrai

.. , , . , na gclirteanna agus iad ag gniomhu ina gcailiocht
na gcuirteanna €) mirialtachtai sna bhreithitiinach, ba é an Breitheamh Ceaptha an
horduithe a rinneadh ag an gcuirt agus t-Udaras cuf chun déiledil leis an ngearan seo.
lorg sé coigeartu diobh sin.
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Cas-staidéir

Cas-staidéar 1:

Foilsit neamhudaraithe grianghraif
(Réiteach Cairdiuil)

Fuair an DPC gearan 6 dhuine aonair

a bhain le foilsiu a ngrianghraif in alt a
bhi mar chuid de nuachtlitir ionaid oibre
gan a dtoiliu a bheith faighte. Chuir an
rialaitheoir sonrai, arbh é fostdir earnéla
poibli an duine aonair &, in iul don duine
gur choir go mbeadh toiliu faighte aige
chun an grianghraf a Usaid i nuachtlitir
an ionaid oibre, és rud é narbh é seo an
cuspair a bhfuarthas an grianghraf lena
aghaidh. Chuir an rialaitheoir sonrai in
iul don duine aonair freisin go raibh saru
sonrai tar éis tarlu sa chas seo.

Aithniodh an gearan seo mar cheann a bhfuil seans
ann go bhféadfai é a réiteach go cairdiuil faoi Alt
109 den Acht um Chosaint Sonraf 2018; d”aontaigh
an gearanach agus an rialaitheoir sonraf araon

go n-oibreodh siad leis an DPC chun iarracht a
dhéanamh an cheist a réiteach go cairdiil.

Chuaigh an rialaitheoir sonrai i dteagmhail leis an
DPC faoin gceist, agus chomhairligh sé go raibh
imscrudu inmheanach curtha i gerich aige agus
dheimhnigh sé gurbh fhior gur tharla saru sonrai
agus gur chair toilid a bheith faighte chun grianghraf
an duine aonair a Usaid i nuachtlitir an ionaid oibre.
Ni raibh foilsid i nuachtlitir i measc na gcuspoiri da
bhfuarthas an grianghraf sa chéad dul sios. Ghabh
an fostair a leithscéal leis an duine aonair. Nior
mheas an gearanach, afach, gur réiteach cuf é seo
don ghearan a bhfidir lamha.
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Chuir an DPC moltaf ar fail go ndéanfai bileog eolais
faoi chursaf toilithe a dhaileadh don fhoireann sula
mbainff Usaid as grianghrafaddireacht, abhar fuaime
agus/no fiseain, agus go ndéanfaf foirm thoilithe do
ghrianghrafaddireacht, abhar fuaime agus fiseain a
chomhlanud agus a shinit sula bhfaighfi iomhanna né
taifeadtal; chuir an rialaitheoir an chombhairle seo i
bhfeidhm ina dhiaidh sin.

Dearbhaionn Airteagal 5(1)(b) den GDPR go
“ndéanfar sonraf pearsanta a bhailit chun criocha
sonraithe sainraite dlisteanacha agus ni dhéanfar
iad a phraiseail tuilleadh ar shli atd neamhréir leis na
criocha sin (teorannu de réir cuspora’).

Bhi an DPC sasta go ndearna an rialaitheoir sonraf
tuilleadh préisedla ar shonrafl pearsanta an duine
aonair gan a dtoilil (na bunus eile dlf) chun a leithéid
a dhéanamh nuair a d " fhoilsigh sé grianghraf an
fhostafl i nuachtlitir an ionaid oibre. D" eisigh an

DPC litir thoraidh a chuir an méid sin in idl don
ghearanach. Bhi an DPC sasta leis na bearta ea-
graiochtula a tugadh isteach ina dhiaidh sin agus
mar sin de nior gha don rialaitheoir aon bhearta
breise a dhéanamh sa chas seo.

Sa chas-staidéar seo, niorbh fhéidir a mheas gurbh
ann do bhaol suntasach maidir le cearta agus saoirsf
bunusacha an duine aonair, ach mar sin féin, chuir
proiseadil na sonraf pearsanta isteach ar an duine
aonair agus is sart den GDPR é sna cuinsi. Léirionn
sin an ga ata ann le go gcuirfeadh gach eagraiocht
oilidint ar a gcuid foirne — ag gach leibhéal agus i
ngach rél — le go mbeidis ar an eolas faoin GDPR
agus le go geuirfidis a chuid prionsabal san aireamh.
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Cas-staidéar 2:

Ni bhfuarthas aon fhreagra ar iarratas
duine ar a shonrai (Réiteach Cairdiuil)

Fuair an DPC gearan 6 dhuine aonair
maidir le hiarratas duine ar a shonrai

a rinne an duine sin do rialaitheoir
sonrai, comhlacht ceantala ar bhain

an gearanach usaid as a n-ardan chun
earrai a dhiol; ba é abhar an iarratais
na coip den eolas ar fad a bhain leo. Ni
bhfuarthas aon fhreagra 6n rialaitheoir
sonrai in ainneoin gur eisigh an duine
aonair dha mheabhruchan ina dhiaidh
sin.

Aithniodh an gearan seo mar cheann a raibh

seans ann gurbh fhéidir réiteach cairdiuil a fhail

dé faoi Alt 109 den Acht um Chosaint Sonrai 2018;
d“aontaigh an gearanach agus an rialaitheoir sonraf
araon bheith ag obair leis an DPC chun iarracht a
dhéanamh an cheist a réiteach go cairdiuil.

Chuaigh an rialaitheoir sonrai i dteagmhail leis an
DPC faoin gceist agus chuir sé in idl ddinn, cé go
raibh caidreamh gno aige leis an duine aonair i 2016,
nach raibh aon eolas a bhain leo & choinneail aige,
0s rud é go raibh céras nua suiteailte aige i Mi na
Bealtaine 2018, agus nar coiméadadh aon sonrai 6n
tréimhse roimhe sin. Chuir sé in idl don DPC freisin
g0 raibh gach comhad paipéir stiallta aige agus gur
chuir a chomhairleoir dIf in iul doibh nach raibh
iachall air iad a choimead.
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Sholathair an rialaitheoir sonraf seatanna scailedin
don DPC freisin éna chéras leictreonach maidir le
torthal cuardaigh in aghaidh ainm an duine aonair,
cuardach nar aimsigh aon torthaf le taispeaint.

Dearbhaionn Airteagal 12(3) den GDPR “go
solathroidh an rialaitheoir faisnéis maidir leis an
ngniomhaiocht a rinneadh i dtaca le hiarraidh faoi
Airteagal 15 go 22 don dbhar sonrai agus déanfaidh sé
sin gan mhoill mhichui agus in aon chds laistigh d “aon
mhi amhdin tar éis an iarraidh a fhdil.”

Tar éis do an cheist a scradud go mion, ba léir don
DPC gur sharaigh an rialaitheoir sonraf Airteagal
12(3) den GDPR 6s rud é go bhfuil sé mar dhualgas
ar rialaitheoirf freagra a thabhairt ar iarratas duine ar
a shonraf laistigh den trathchlar reachtuil, faoi mar

a leagtar amach in Airteagal 12 den GDPR, fid nuair
nach bhfuil a leithéid de shonraf ag an rialaitheoir.

Maidir le hiarratas an duine ar a shonrai nior gha
aon bheart breise a dhéanamh maidir leis an
gceist seo 6s rud é narbh ann d”aon fhianaise a
chuirfeadh in ill go raibh aon sonrai a bhain leis an
duine aonair a gcoinnedil ag an rialaitheoir sonra.

D" eisigh an DPC comhairle don rialaitheoir sonraf,
ag cur a chuid dualgas i gcuimhne do faoi Ailt 12
agus 15 agus an riachtanas ata ann eolas a sholathar
maidir le bearta a rinneadh i dtaca le hiarratas duine
ar a shonraf, fil nuair nach bhfuil i gceist sna cuinsi
ach cur in il do dhuine aonair nach bhfuil aon
sonraf & gcoinneail aige.
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Cas-staidéar 3:

Coimead sonrai pearsanta duine ata faoi

aois ag Gniomhaireacht Stait (Réiteach Cairdiuil)
(DIi Infheidhme — Na hAchtanna um Chosaint Sonrai, 1988 agus 2003)

Sa chas seo, bhi iarratas déanta ag
gearanaigh an chais roimhe seo

go scriosfadh gniomhaireacht stait
Fireannach comhad a bhain le heachtra ar
scoil ina raibh a leanbh &g pairteach, agus
a cuireadh in iul don ghniomhaireacht

sa chéad dul sios. Cé go raibh cinneadh
déanta ag an nGniomhaireacht nar gha
tuilleadh imscruadaithe a dhéanamh ar an
eachtra, dhiultaigh si sonrai pearsanta an
duine faoi aois a scriosadh — ag tabhairt
le fios go gcoimeadtar a leithéid de
chomhaid go dti go mbaineann an duine
faoi aois faoi thracht aois 25 bliana amach.

Cas-staidéar 4:

Pribhléid Dlioddra agartha chun sonrai pearsanta

Rinne an DPC iarratas go dtabharfadh an ghniom-
haireacht stait achoimre ar an mbonn dli a bhi
acu chun sonrai pearsanta an duine faoi aois a
choimead. Sholathair an ghniomhaireacht an méid
sin agus luaigh si a polasaf coimeadta faoi mar ata
dearbhaithe do na gearanaigh, ach nior mheas an
DPC go raibh lantréimhse choimeadta infheidhme
sna cuinsi ar leith.

Chuir an DPC an da phadirti ar an eolas faoin
bprdiseas réitigh chairdidil agus duirt siad beirt go
raibh siad toilteanach tabhairt faoina leithéid. Tar éis
do na gearanaigh agus don rialaitheoir teagmhail

a dhéanamh lena chéile aris agus arfs eile chun an
cheist a phlé, dheimhnigh an ghniomhaireacht stait
do na gearanaigh go scriosfai an comhad ina raibh
sonrai pearsanta a linbh le fail.

a choinneail siar (Gearain faoi larratas Rochtana)

Phléigh an DPC le cas ina raibh i gceist
iarratas ag duine aonair ar ospidéal lena
gcuid sonrai pearsanta a fhail. Bhi an
duine aonair seo tar éis treoir a thabhairt
da ndlioddir i dtaca le caingean failli in
aghaidh an ospidéil ag eascairt as ciram
a bhi faighte acu.

Faoin am a ndearna an duine aonair gearan leis

an DPC trina ndlioddir bhi an t-ospidéal tar éis
roinnt taifead leighis a scaoileadh, ach chuir an
duine aonair in il go raibh siad ag fanacht le notai
neamhchlinicidla; bhi an t-ospidéal ag diultd iad sin
a scaoileadh ar an mbonn go raibh siad faoi réir ag
pribhléid dlithiochta. Go sonrach ba f tuairim an
duine aonair (a raibh a ndlioddir mar ionadaf acu sa
ghearan a rinneadh don DPC) go rabhthas tar éis
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raitis éagsula ¢ bhaill fhoirne a choinneail siar. Tri
mhean an phraisis laimhseala ghearain fuair an DPC
amach gur ullmhafodh raitis bhaill fhoirne le linn
athbhreithnithe inmheanaigh ag an ospidéal maidir
leis an gcuram a tugadh don othar.

D“iarr an DPC go mbeadh sé in ann — ar bhonn
deonach — féachaint ar na doiciméid sin a
coinniodh siar én duine aonair mar fhreagra ar an
iarratas rochtana, chun a bheith sasta gur cuireadh
a n-abhar agus a gcailitheacht maidir le dioldine
scaoilte i bhfeidhm ar bhealach baili.

I gclinsi nuair a ullmhafiodh an raiteas don chuspdir
ceannasach seo, athbhreithnid inmhéanach, agus
nar cuireadh tus le dlithiocht, na nfor bagraiodh a
leithéid ag data cruthaithe na raiteas, ni raibh an DPC
sasta gur bhain an phribhléid dlithiochta le feidhm,
agus thug sé treoir go ndéanfai iad a scaoileadh.
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Cas-staidéar 5:

Monatdireacht Fhreastail agus Aithint

Aghaidhe ag meanscoil (Idirghabhail Dhireach)

Tar éis tuairisci meain chumarsaide i
dtaca le tastail aitheanta aghaidhe do
chuspdiri monatodireachta freastail i
meanscoil, bhuail an DPC le baill fhoirne
agus le Bord Bainistiochta na scoile i Mi
Feabhra 2020.

Thug an DPC achoimre ar na ceisteanna cosanta
sonraf a bhaineann le husaid sonraf bithmhéadra-
cha, go sonrach teicneolaiocht aitheanta aghaidhe, i
dtimpeallacht oideachasuil, lena n-airitear praiseail
sonraf daoine até faoi aois. Thagair an DPC do
chéad fhineail Udaras cosanta sonraf na Sualainne
faoin GDPR, i dtaca le tionscadal tastala i meanscoil
nuair a baineadh Usaid as teicneolaiocht aitheanta
aghaidhe chun freastal na ndaltai a chlard.

Chuaigh an DPC tri na céimeanna a bhaineann le
sainmhinitd na sonraf bithmhéadracha faoi mar a
leagtar iad amach in Airteagal 4(14) den GDPR agus
chuir sé béim ar fhoralacha breise GDPR in Airteagal
5 — Teorannu de réir an chuspéra agus foslaghdu
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sonral; Airteagal 9 — Sonraf iogaire; agus Airteagail
35 agus 36 — Measunu Tionchair ar Chosaint Sonraf
(DPIA) agus Réamhchomhairlidchan.

Tar éis an chruinnithe, sholathair an scoil tuairisc
iomlan scriofa don DPC faoin gceist, a raibh mar
chuid di deimhnid nach ndeachaigh sf ar aghaidh
le tastail an tairge mhonatdireachta freastail faoi
thracht.

Go traidisitinta glacann Udarais chosanta sonraf
Eorpacha le seasamh laidir i dtaca le haithint
aghaidhe i scoileanna agus i dtaca le husaid choras
bithmhéadrach freastail san earnail oideachais. In
Firinn, cuireann an DPC inilchtai i gerich go rialta |
scoileanna mar a bhfaightear tuairisci faoi chérais
n¢ faoi thastalacha freastail bhithmhéadraigh.
Measann an DPC gur féidir, nuair a bhionn
teagmhail acu le modhanna cundracha faireachais
gan dothain bhundis dli na boinn chirt, gur féidir leis
sin fogaireacht na ndaltaf a laghdu go hég maidir
lena leithéid de theicneolaiocht, rud a d“ fhéadfadh
iad a spreagadh chun a gcuid ceart cosanta sonraf a
ghéilleadh i gcomhthéacsanna eile freisin.
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Cas-staidéar 6:

Laimhseadil ghearain duine Eireannaigh is
abhar do na sonrai in aghaidh Cardmarket,

ata lonnaithe sa Ghearmain, ag usaid
mheicniocht lonaid lifhreastail an GDPR.
(Dli infheidhme — an GDPR & an tAcht um Chosaint Sonrai 2018)

Fuair an DPC gearan 6 dhuine aonair
Eireannach in aghaidh Cardmarket,
ardan Gearmanach r-thrachtala agus
tradala. Fuair an duine r-phost 6
Cardmarket, ag cur in iul d6 go rabhthas
tar éis é a haiceail agus gur féidir

gur sceitheadh cuid da chuid eolais
phearsanta Usaideora. Chuir an duine
aonair an DPC ar a airdeall agus chuir sé
gearan faoina bhraid maidir leis an saru.

Faoin meicniocht lonaid llifhreastail (OSS) a
cruthaiodh ag an GDPR, socraionn suiomh phriom-
heagraiocht Eorpach chomhlachta cé acu Udaras
Eorpach a ghniomhdéidh mar an priomhuddaras mao-
irseachta i dtaca le haon ghearain a fhaightear. Nuair
a dheimhnitear an priomhudaras (LSA), gniomhafonn
an t-Udaras a fuair an gearan mar Udaras maoir-
seachta abhartha (CSA). Is € an CSA an t-idirghabhalai
idir an LSA agus an duine aonair. | measc rudai eile,
is é an fath até leis an scaradh seo na le gur féidir le
hudarais mhaoirseachta cumarsaid a dhéanamh le
gearanaigh aonair ina dteanga dhuchais.

Sa chas seo, ghnfomhaigh DPA Bheirlin mar an LSA,
6s rud é go raibh priomhshuiomh an chomhlachta
i limistéar criche Bheirlin. Ghniomhaigh an DPC
mar CSA, ag déanamh cumarsaide le DPA Bheirlin
agus ag cur ar aghaidh nuashonruithe maidir leis
an imscrudu (tar éis iad a aistrid 6 Ghearmainis go
Béarla) don ghearanach in Eirinn.

Thug DPA Bheirlin a imscrudu chun criche maidir
leis an sard agus maidir le gearan an duine aonair.
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D" uaslodail sé dha dhréachtchinneadh, ceann a
bhain leis an sard iomlan, a chuaigh i bhfeidhm
ar a lan usaideoirf eile de chuid an ardain ar fud
na hEorpa, agus ceann eile maidir leis an ngearan
sonrach a taisceadh ag an Eireannach leis an DPC
agus a cuireadh in idl do DPA Bheirlin.

Gné thabhachtach de chuid mheicniocht OSS

na gur féidir le CSA tuairim a chur in idl maidir le
dréachtchinneadh a eisitear ag priomhuddaras mao-
irseachta. Déantar sin le cinntid go bhfuil ddarais
mhaoirseachta Eorpacha ag cur an GDPR i bhfeidhm
go comhsheasmhach, .i. go mbeadh an choncliid
chéanna ag baint leis an gcinneadh deiridh a
dhéanann DPA Bheirlin agus a bheadh ag baint le
cinneadh de chuid an DPC da mbeadh an comhlacht
lonnaithe in Eirinn agus da mbeadh an DPC tar éis
imscrudu a dnéanamh ar an ngearan mar an priom-
hldaras maoirseachta.

Bhi an DPC sasta le dréachtchinnti DPA Bheirlin
agus nior mheas sé é a bheith riachtanach aon
phointf soiléirithe no iarratais leasaithe a lua an uair
seo. Chuir an DPC an duine aonair ar an eolas faoi
thoradh imscridd DPA Bheirlin, ag solathar déibh
coip den chinneadh iomlan maidir leis an imscrudu
a rinneadh ar an sard agus an cinneadh a phléigh
lena ngearan sonrach.

Léirfonn an cas seo na gnéithe dushlanacha “na cuir
do ladar isteach” agus aistrithe oibre a bhaineann
leis an meicniocht OSS a bunafodh ag an GDPR.
Léirfonn sé méid an chomhoibrithe idir Gdarais
mhaoirseachta Eorpacha a theastaionn le haghaidh
chur i bhfeidhm comhsheasmhach an GDPR san
Eoraip.
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Cas-staidéar 7:

Feidhmiu Nés Imeachta Airteagail 60 i

nGearain Trasteorann: Groupon

Fuair an DPC gearan i Mi Iuil 2018 6
Udaras cosanta sonrai na Polainne

ar son gearanaigh Pholannaigh in
aghaidh Groupon International Limited
(“Groupon”). Bhain an gearan leis na
riachtanais a bhi i bhfeidhm ag Groupon
ag an am sin chun céannacht daoine
aonair a dheimhniu a rinne iarratais
chosanta sonrai don chomhlacht. Sa
chas seo, mhaigh an gearanach go raibh
cleachtas Groupon, is é sin ceangal a
chur orthu a gcéannacht a dheimhnid tri
chur isteach leictreonach chdip charta
naisiunta aitheantais, i gcomhthéacs
iarratais a bhi déanta acu chun sonrai
pearsanta a scriosadh de bhun Airteagail
17 den GDPR, ina sharu ar phrionsabal
an ioslaghdaithe shonrai faoi mar a
leagtar sin amach in Airteagal 5(1)

(c) den GDPR, i gcuinsi nuair nar gha
doiciméad aitheantais a sholathar agus
cuntas Groupon a chruthu. Ina theannta
sin, mhaigh an gearanach gur sharu ar

a gceart ar scriosadh faoi Alt 17 a bhi'i
dteip Groupon ina dhiaidh sin gniomhu
maidir leis an iarratas scriosta (i gcuinsi
nuair a chuir an duine in aghaidh coip da
gcarta naisiunta aitheantais a sholathar).

Chuir an DPC tus le himscradud an ghearain tar éis
doé sin a fhail. Le linn a chomhfhreagrais le Groupon
faoin gceist, ba Iéir gur éirfodh as polasal Groupon
ceangal a chur ar iarratasoir coip a sholathar de
charta naisiinta aitheantais, a bhi i bhfeidhm roimh
theacht i bhfeidhm an GDPR (agus a bhi i bhfeidhm
ag am iarratas scriosta an ghearanaigh), gur éiriodh
as sin 6 Mhi Dheireadh Fémhair 2018 ar aghaidh.
Ina ait sin bhi Groupon tar éis coras fiordheimh-
nithe r-phoist a chur i bhfeidhm a lig d” dsaideoirf
Groupon deimhnil gur leo an cuntas. Rinne an

DPC iarracht an gearan a réiteach go cairdidil (de
bhun Ailt 109(2) den Acht um Chosaint Sonraf 2018)
ach niraibh an gearanach toilteanach glacadh le
moltal Groupon maidir leis sin. Da réir sin, b éigean
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cinneadh a dhéanamh faoin gceist tri chinneadh faoi
Airteagal 60 den GDPR.

(i) Dréachtchinneadh Tosaigh

Bhii gceist le chéad chéim phraiseas Ailt 60 na
ullmhu dréachtchinnidh ag an DPC i dtaca leis an
ngearan. Ina dhréachtchinneadh tosaigh, rinne

an DPC cinnti gur sarafodh Airteagail 5(1)(c) agus
12(2) den GDPR ag Groupon. Chuir an DPC an
dréachtchinneadh ar fail do Groupon le cur ar a
chumas aighneachtaf a dhéanamh. Ina dhiaidh sin
rinne Groupon roinnt aighneachtaf a cuireadh san
direamh (in éineacht le hanailis an DPC diobh) i
leagan breise den dréachtchinneadh.

(i) Solathar an Dréachtchinnidh Thosaigh do na
hUdarais Mhaoirseachta Abhartha.

Bhii gceist le dara céim phroiseas Ailt 60 uaslodail
dréachtchinneadh tosaigh an DPC don IMI lena
scaipeadh i measc na nUdarés Maoirseachta
Abhartha (CSA), de bhun Airteagail 60(3) den GDPR.
Rinneadh dréachtchinneadh an DPC a uaslodail don
IMI ar 25 Bealtaine 2020; de bhun Airteagail 60(4)
den GDPR, ina dhiaidh sin bhi ceithre seachtaine ag
na CSA chun aon agoid abhartha agus réasunach a
chur isteach maidir leis an gcinneadh.

Ina dhiaidh sin fuair an DPC roinnt agoéidi abhartha
agus réastnacha chomh maith le tuairimi facina
chinneadh ¢ CSA. Go sonrach, rinne CSA airithe an
cas do gur choir saruithe breise den GDPR a bheith
aimsithe, agus ina theannta sin gur chdéir iomardd
agus/no fineail riarachain a bheith curtha i bhfeidhm.

(iii) Dréachtchinneadh Athbhreithnithe

Chuir an chéad chéim eile de phroiseas Ailt 60
iachall ar an DPC machnamh cdramach a dhéanamh
faoi gach agdid abhartha agus réastnach agus
gach tuairim a fuarthas i dtaca lena dhréachtchin-
neadh, agus a anailis de na rudai sin a chorpru

i ndréachtchinneadh athbhreithnithe. Agus é

ag athbhreithnid a dhréachtchinnidh, thug an
DPC aird ar chuid de na hagoidi abhartha agus
réaslnacha a fuarthas, ach nior thug sé aird

ar agoéidi abhartha agus réasunacha airithe eile.
Fuair dréachtchinneadh athbhreithnithe an DPC,
agus é ag cur san aireamh a anailis ar na hagoidi
abhartha agus réasunacha agus na tuairimi
maidir lena dhréachtchinneadh, fuair sé saruithe
breise ar Airteagail 17(1)(@) agus 6(1) den GDPR

TUARASCAIL BHLIANTUIL 2020



ag Groupon. Ina theannta sin, mhol an DPC ina
dhréachtchinneadh athbhreithnithe iomardu a
thabhairt do Groupon, de bhun Airteagail 58(2)(b)
den GDPR. Sholathair an DPC a dhréachtchinneadh
athbhreithnithe do Groupon chun cur ar a chumas
aighneachtai deiridh a dhéanamh. Fuarthas roinnt
aighneachtai deiridh 6 Groupon, a cuireadh san
direamh (in éineacht le hanailis an DPC diobh) i
ndréachtchinneadh athbhreithnithe an DPC.

(iv) Solathar Dréachtchinnidh Athbhreithnithe chuig
na hUdaréis Mhaoirseachta Abhartha.

Bhii gceist le chéad chéim eile phrdiseas Airteagail
60 gur uaslédail an DPC a dhréachtchinneadh ath-

bhreithnithe don IMI, lena scaipeadh i measc na CSA.

Faoi Airteagal 60(5) den GDPR, bhi na CSA i dteideal
dha sheachtain bhreise a bheith acu chun aon
agoidi breise a chur isteach maidir leis an gcinneadh.

Tégadh saincheist amhain eile maidir le dréachtchin-
neadh athbhreithnithe an DPC. Mar gheall air sin
b“ann don fhéidearthacht go mbeadh ga ann leis an
nés imeachta Réitigh Achrainn a Usaid faoi Airteagal
65 den GDPR, a thabharfadh isteach rannphairtiocht
an EDPB, agus é ag tabhairt breithe faoin bpointe/
faoi na pointi easaontais, agus a chuirfeadh leis

an tréimhse ama inarbh fhéidir an cinneadh a
chomhland i dtaca leis an gcas. Aistarraingiodh an
fiosrtichan breise ina dhiaidh sin, afach.

(v) Glacadh leis an gCinneadh Deiridh

Tar éis aistarraingt na hagdéide deiridh abhartha agus
réasunal, agus an spriocdhata thart chun aon agéidi
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breise a fhail, bhi i gceist le céim dheiridh phroiseas
Airteagail 60 gur ghlac an DPC leis an gcinneadh
deiridh, a ndearnadh é a uaslodail don IMI agus a
cuireadh in idl do Groupon. Rinneadh an cinneadh
deiridh a uaslodail ar 16 Nollaig 2020. De réir
Airteagail 60(6) den GDPR, measadh go raibh na CSA
ar aon tuairim ag an bpointe seo leis an gcinneadh
agus go raibh orthu clof leis. De bhun Airteagail
60(7), bhi Gdaras cosanta sonrai na Polainne, ar
taisceadh an gearan leis i dtUs baire, freagrach as an
gcinneadh a chur in idl don ghearanach.

Mar achoimre, fuair an DPC saruithe na nAirteagal
seo a leanas den GDPR maidir leis an gcas seo:
Airteagail 5(1)(c), 12(2), 17(1)(a) agus 6(1).

Léirfonn an cas-staidéar seo, nuair nach féidir
gearan cosanta sonraf trasteorann a réiteach go
cairdiuil, go bhfuil an nds imeachta Airteagail 60 a
leanann da bharr sin an-chasta, an-deacair agus
an-fhadalach, go hairithe 6s rud é gur ga tuairimf
na n-Udaras maoirseachta eile ar fud an AE/LEE

a chur san adireamh agus machnamh cdramach a
dhéanamh futhu i ngach cas da leithéid. Sa chas
seo, tar éis tabhairt chun criche imscrudu an
ghearain, rinneadh dréacht tosaigh chinneadh an
DPC a uaslédail don IMI ar 25 Bealtaine 2020, agus
glacadh leis an gcinneadh deiridh — a chorpraionn
aighneachtai 6 Groupon, agéidi abhartha agus
réasunacha agus tuairimi ¢ CSA, agus anailis an DCA
diobh — glacadh leis ar 16 Nollaig 2020, seacht mi
nios déanal.
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Cas-staidéar 8:

o 7o

Réiteach Cairdiuil i nGearain Trasteorann: MTCH

Fuair an DPC gearan i Mi Mheithimh
2020, tri mhean a chuid foirmeacha
gréasain ghearain, in aghaidh MTCH
Technology Services Limited (Tinder). Cé
go ndearnadh an gearan go direach don
DPC, 6 chénaitheoir Eireannach, tar éis
measunaithe measadh é a bheith ina
ghearan trasteorann 6s rud é gur bhain
sé le polasaithe ginearalta oibriochtula
Tinder agus, 6s rud é go bhfuil Tinder ar
fail ar fud an AE, measadh gur chineal
proiseala i an phroiseail a ndearnadh
gearan fuithi “.... a bhfuil éifeacht
shubstainteach ag an bprdisedil sin

ar abhair shonrai i nios mé na Ballstat
amhdain nd gur dochuil go mbeidh éifeacht
shubstainteach aici orthu” (de réir
shainmhinid na prdiseala trasteorann
faoi Airteagal 4(23) den GDPR.)

Bhain an gearan le cosc an ghearanaigh ¢ ardan
Tinder; ina dhiaidh sin bhiiarratas déanta ag an
ngearanach do Tinder le go scriosfai a chuid sonraf
pearsanta faoi Airteagal 17 den GDPR. Mar fhreagra
ar a iarratas scriosta, d“iarr Tinder ar an ngearanach
féachaint ar a pholasaf priobhaideachais chun eolas
a fhail i dtaca lena chuid polasaithe coimeadta maidir
le sonraf pearsanta. Go hairithe, chuir Tinder an méid
seo in idl don ghearanach “tar éis dhunadh cuntais,
cibé clis a bheadh leis sin (scriosadh ag an Usaideoir,
cosc ar an geuntas srl.), nil sonraf an Usaideora
infheicthe ar an tseirbhis nios mo (faoi réir ag cur san
aireamh moille réasunai) agus cuirtear na sonraf de
|&imh de réir polasai priobhaideachais [Tinder]".

Bhi an gearanach mishasta leis an bhfreagra seo agus
chuaigh sé ar ais go Tinder, ag déanambh iarratais

go scriosfai a chuid sonraf pearsanta. D fhreagair
Tinder, ag athdhearbhi an méid seo: “...is gnath go
scriostar sonral pearsanta “ar scriosadh an chuntais
chomhfhreagraigh”, ag lua lena chois sin go bhfuil
scriosadh a leithéid de shonrai pearsanta “faoi réir

ag cliseanna dlisteanacha agus dlithidla amhain

chun iad a choimead, lena n-airitear chun clof lenar
gcuid dualgas reachtuil coimeadta shonraf agus do
bhund, cleachtadh né cosaint éileamh dli, faoi mar

a cheadaitear faoi Airteagal 17(3) den GDPR.” Ina
dhiaidh sin rinne an gearanach a ghearan leis an DPC.

29

Tar éis don DPC dul i dteagmhail le Tinder maidir leis
an ngearan seo, chuir Tinder in iul don DPC go raibh
COSC ar an ngearanach an t-ardan a Usaid 6s rud é go
raibh a chuid eolais logala isteach ceangailte le proifil
choiscthe eile. D" aimsigh Tinder aon chuntas déag
eile freisin a bhain le comhartha aitheantais ghléas
an ghearanaigh. Bhi na cuntais seo ar fad coiscthe 6
ardan Tinder 0s rud é go raibh an chuma ar an scéal
go raibh cliant neamhoifigitil & Usaid chun teacht

ar Tinder (sin saru ar théarmai seirbhise Tinder).
Chuaigh an DPC ar ais don ghearanach leis an eolas
seo, agus chuir an gearanach in idl do go raibh cliant
oifigitiil Tinder Usaidte aige do Android chomh maith
le suiomh gréasain oifigidil Tinder ar Firefox. Faoi mar
a tharla, afach, leagan saincheaptha Android a bhi

4 Usaid aige ar a fhon, le roinnt forliontan slandala
agus priobhaideachais. Da thoradh sin bhi comhartha
aitheantais gléis dhifridil ag a fhon tar éis gach nu-
ashonraithe/athbhutala. Ba i tuairim an ghearanaigh
gur dhocha gur sin ba chuis le cosc a bheith air Tinder
a Usaid. Agus a leithéid de chosc & chur san aireamh,
de réir pholasai Tinder faoi choimead sonraf, bheadh
a chuid sonraf pearsanta a gcoimead do thréimhse
fhada ama. Sna cuinsi, 4fach, mar réiteach cairdidil
beartaithe, d " ofrail Tinder go scriosfadh siad sonraf
pearsanta an ghearanaigh laithreach sa tsli go
mbeadh sé in ann cuntas nua a oscailt.

Bhi clis imnf irithe fés ag an ngearanach maidir

leis an tsli ina dtugann Tinder freagra ar iarratais
scriosta. Nuair a cuireadh in idl do go bhfuil a leithéid
de cheisteanna & scridu ag an DPC mar chuid
d’fhiosrichan reachtdil ar leith, d“aontaigh an
gearanach glacadh le moladh Tinder chun an gearan
a réiteach go cairdidil. Da réir sin, réitiodh an cheist
g0 cairdidil de bhun Ailt 109(3) den Acht um Chosaint
Sonrai 2018 (an tAcht), agus faoi Alt 109(3) den Acht
measadh an gearan a bheith aistarraingthe.

Léirfonn an cas-staidéar seo gur féidir, tri
dhianscrddud a dhéanamh ar ghearan a bhfuil

cuma doréitithe air, gur féidir é a réiteach go
cairditil, agus gur minic go mbeidh de thoradh air
sin réiteach cothrom agus éifeachtach don duine a
mbaineann an cas leo ar bhealach trathuil. Sa chas
seo, chabhraigh an t-eolas sin a fuair an DPC amach
nuair a rinne sé inidchadh nios doimhne maidir le
cuinsi chosc an ghearanaigh ¢ Tinder — is é sin gur
bhain an gearanach Usaid as leagan saincheaptha
de Android le forliontain slandala agus priobhaide-
achais — chabhraigh sin le go mbeadh tuiscint nios
fearr idir na pairtithe agus da thoradh sin rinne
Tinder moladh chun an cas a réiteach, moladh ar
ghlac an gearanach leis.
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Cas-staidéar 9:

e 7o

Réiteach Cairdiuil i nGearain Trasteorann:

Facebook Ireland

Fuair an DPC gearan ilghnéitheach i

Mi Aibreain 2019 a bhain le hiarratais
rochtana (faoi Airteagal 15 den GDPR),
coigeartu (faoi Airteagal 16 den GDPR)
agus scriosadh (faoi Airteagal 17 den
GDPR) a bhi déanta ag an ngearanach le
Facebook Ireland Limited (“Facebook”).
Rinneadh an gearan go direach don
DPC, 6 abhar sonrai ata lonnaithe

sa RA. Tar éis measUnaithe sa DPC,
measadh gur ghearan trasteorann a

bhi sa ghearan, 6s rud é gur bhain sé

le polasaithe ginearalta oibriochtula
Facebook agus, mar go bhfuil Facebook
ar fail ar fud an AE, measadh gur chineal
proiseala i an phréiseail a ndearnadh
an gearan fuithi na ceann “..a bhfuil
éifeacht shubstainteach ag an bprdisedil
sin ar dbhair sonrai i nios mé na Ballstat
amhdain nd gur dochuil go mbeidh éifeacht
shubstainteach aici orthu” (de réir
shainmhinid na prdiseala trasteorann
faoi Airteagal 4(23) den GDPR).

| dtds bdire rinne an gearanach a chuid iarratas

do Facebook cionn is go raibh a chuntas Facebook
glasailte le breis is bliain anuas, gan aon chuis i
dtuairim an ghearanaigh, agus chreid sé go raibh
sonraf pearsanta michruinne a gcoinnedil ag
Facebook a bhain leis. Ba { mian an ghearanaigh, i
ndeireadh na déla, go scriosfal na sonrai pearsanta
ar fad a bhi a gcoinneail ag Facebook a bhain leis,
agus ba I baruil an ghearanaigh go raibh an t-eolas
michruinn seo ag cur coisc air 6 bheith in ann logail
isteach chuig a chuntas Facebook go rafar chun

tus a chur leis an bproiseas scriosta. Bhi sé tar éis
iarratas rochtana a dhéanamh do Facebook, mar sin
de, ach nf raibh sé in ann a chéannacht a dheimhnit
ar bhealach a shasaigh Facebook. Ina dhiaidh sin
rinne an gearanach a ghearan leis an DPC.

Tar éis cuid mhor teagmhala ag an DPC le Facebook
agus leis an ngearanach araon agus é i gceist an
gearan a réiteach go cairdiuil, agus an gearanach
tar éis a bheith abalta a chéannacht a dheimhnid
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ar bhealach a shasaigh Facebook, d”aontaigh
Facebook nasc a chur ar fail don ghearanach ina
raibh na sonraf pearsanta le fail a bhi 4 gcoinneail
ag an gcomhlacht agus a bhain leis. D" oscail

an gearanach an t-abhar sa nasc, ach bhi sé fés
mishasta mar gur mhaigh sé go raibh an t-abhar a
cuireadh ar fail easnamhach. Thug an gearanach le
fios go hairithe gur mhian leis go gcuirff ar an eolas
¢ i dtaca le haon sonraf pearsanta a bhi & gcoinneail
ag Facebook seachas na cinn sin a préisealadh chun
a phroifil Facebook a fheidhmid.

Thug Facebook freagra ar an DPC, ag tabhairt le fios
g0 raibh na sonrai cuntais ar fad a bhf & gcoinneail
ag an gcomhlacht maidir leis le fail san abhar a
tugadh don ghearanach tri mhean an naisc. Bhi an
gearanach fos mishasta leis an bhfreagra seo, ag
tabhairt le fios gur mhian leis eolas a fhail maidir

le haon sonral pearsanta a bhi a gcoinneail ag
Facebook maidir leis féin nar bhain lena chuntas
Facebook. Duirt sé arfs gur chreid sé gur féidir

go bhfuil cuid de na sonraf pearsanta seo, a
llomhnaitear go bhfuil siad & gcoinneail ag Facebook
ach nach mbaineann lena chuntas Facebook, gur
féidir go bhfuil cuid acu michruinn, agus sa chas sin
ba mhian leis go ndéanfai iad a choigeartu.

Mar fhreagra, chuir Facebook in itl don DPC go
raibh feabhsuithe irithe déanta ag an gcomhlacht
maidir leis an uirlis “foslédail do Chuid Eolais” ¢
cuireadh tus leis an ngearan. Tar éis an nuashon-
raithe seo i dtaca lena chuid uirlisi rochtana, bhi an
comhlacht tar éis cinneadh gurbh ann do mhéid
an-bheag de shonrai pearsanta breise maidir le
cuntas Facebook an ghearanaigh, agus cuireadh
nasc nua ar fail don ghearanach ina raibh na sonrai
pearsanta ar fad le fail a bhf & gcoinneail ag an
gcomhlacht maidir leis an ngearanach, na sonraf
breise seo san direamh. D" oscail an gearanach an
t-abhar breise seo agus lorg an gearanach, agus é

i gceist aige a ghearan a réiteach, lorg sé deimhniud
nach gcoinneodh Facebook aon sonraf pearsanta
a bhain leis a thuilleadh tar éis do scriosadh a
chuntais a bheith curtha i gcrich. Thainig Facebook
ar ais agus é mar fhreagra acu gurbh iad na sonraf
iomlana a bhi a gcoinnedil ag an gcomhlacht maidir
leis an ngearanach agus a bhf laistigh de scoip

Ailt 15 a bhi san abhar a cuireadh ar fail do, agus
thug an comhlacht le fios go rachadh sé ar aghaidh
le scriosadh shonraf pearsanta an ghearanaigh
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nuair a thabharfadh sé le fios go raibh sé sasta go
ndéanfadh an comhlacht a leithéid anois.

Bhi an gearanach sasta an cheist a thabhairt chun
criche ar an mbonn seo agus, da réir sin, réitiodh an
cheist go cairditil de bhun Ailt 109(3) den Acht um
Chosaint Sonraf 2018 (an tAcht), agus faoi Alt 109(3)

den Acht measadh an gearan a bheith tarraingthe siar.

Léirfonn an cas-staidéar seo buanna — i dtaca le
gearanaigh ar daoine aonair iad — idirghabhail an
DPC tri mhean phrdiseas an réitigh chairdiuil. Sa
chas seo bhi an gearanach in ann, mar gheall ar
rannphairtiocht an DPC, a chéannacht a dheimhniu
ar bhealach a shasaigh Facebook, agus sholathair
Facebook naisc d¢ faoi dnho ina raibh a chuid sonraf
pearsanta le fail. Bhi de thoradh ar rannphairtiocht

Cas-staidéar 10:

an DPC leis an rialaitheoir freisin gur dheimhnigh an
rialaitheoir, ar bhealach a shasaigh an gearanach, go
rabhthas tar éis na sonrai pearsanta ar fad a bhi le
scaoileadh mar fhreagra ar iarratas Airteagail 15 a
chur ar fail dé. Tharla toradh cothrom mar gheall air
sin a bhi sasuil don da phairti sa ghearan.

Léirfonn an cas-staidéar seo freisin an dianinfhe-
istiocht acmhainnf ata riachtanach 6 thaobh na

DPA de, chun ceisteanna den chinedl seo a réiteach.
Tdégann an gearanach sa chas seo ceist ar abhar
imni doibh féin é agus is cui go dtabharfaf aghaidh
air sin. Is i an cheist a thégann an cas na ar chdéir né
nar chaéir go mbeadh an rialaitheoir sa chas seo in
ann an cheist seo a réiteach gan go mbeadh ga ann
acmhainni leitheadacha DPA a Usaid chun idirgh-
abhail a dhéanamh maidir leis an toradh.

Neamhfhreagra Airteagail 60 ar
larratas Rochtana ag Ryanair

Sa chas seo, chuir an gearanach

a ngearan faoi bhraid Oifig an
Choimisinéara Fhaisnéise (ICO) sa RA i
dtus baire, agus fuair an DPC an gearan
ina dhiaidh sin, ar 2 Marta 2019. Bhain
an gearan le teip a liomhnaitear go
ndearna Ryanair DAC (Ryanair) maidir le
hiarratas duine ar a shonrai a cuireadh
faoina bhraid ag an ngearanach ar 26
Mean Fomhair 2018 de réir Airteagail 15
den GDPR. Sholathair an ICO cdip den
fhoirm ghearain don DPC a cuireadh
faoi bhraid an ICO ag an ngearanach,
cOip den admhail, agus data 26 Mean
Fomhair 2018 air, a fuair an gearanach
on rialaitheoir sonrai nuair a chuir sé

an t-iarratas rochtana isteach, agus coip
den riomhphost a chuir an gearanach
don rialaitheoir sonrai ina dhiaidh sin
ag iarraidh nuashonraithe maidir lena
n-iarratas.
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Agus € ag gniomhu ina chailiocht mar an priom-
hldaras maoirseachta, chuir an DPC tus le scrudu
ar an ngearan tri theagmhail a dhéanambh leis an
rialaitheoir sonraf, ag tabhairt achoimre ar shonraf
an ghearain agus ag tabhairt treorach don rialai-
theoir sonrai freagra iomlan a thabhairt ar an
iarratas rochtana agus cdip den litir chlddaigh

a sholathar don DPC a eisiodh don ghearanach.
Sholathair Ryanair rochtain ar chéipeanna da gcuid
sonraf pearsanta don ghearanach a bhain leis an
uimhir thagartha shonrach chur in airithe a raibh
an gearanach tar éis i a chur ar fail don ICO chomh
maith le sonraf a bhain le gearan eile. Chuir Ryanair
in iul nach raibh sé in ann céip den taifeadadh glao
a chur ar fail don ghearanach a bhi iarrtha acu mar,
de bharr na moille ¢ thaobh Ryanair de maidir le
proiseadil an iarratais, bhiothas tar éis an taifeadadh
glao a scriosadh de réir pholasal an chomhlachta
agus ni raibh siad in ann é a fhail ar ais. Chuir
Ryanair in idl don DPC go raibh sin tugtha le fios
don ghearanach acu tri mhean thairseach ar line
an chomhlachta. Dhearbhaigh Ryanair ag an am gur
cuireadh an t-iarratas faoina mbraid, mar gheall ar
mhéid na n-abhar sonrai nar dheimhnigh a seoladh
riomhphoist, nar tugadh iarratais rochtana don
ranndg abhartha go dti gur deimhniodh an r-phost
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ag an abhar sonrai. Chuir Ryanair in iul don DPC gur
fhreagair an gearanach an t-iarratas, ag deimhnid

a seoladh r-phoist, ach go raibh an gniomhaire

a bhi ag obair ar an iarratas tar éis éirf as bheith

ag obair ar an tairseach ar line agus nar tugadh

an t-iarratas mar chdram don ranndég abhartha,
mar sin de. Dhearbhaigh Ryanair nach bhfuarthas
amach faoin earraid seo go dti tamall ina dhiaidh
sin, nuair a tugadh an t-iarratas do Ranndg na
Seirbhisi Custaiméara chun na sonrai riachtanacha
a sholathar, an taifeadadh glao san aireamh, agus
faoin am sin bhi an taifead dli tar éis a bheith scriosta
de réir pholasai coimeadta Ryanair. Sholathair
Ryanair coip da pholasai coimeadta don DPC, mar

a ndearbhaftear go gcoinnitear taifeadtaf glao ar
feadh tréimhse 90 1& ¢ dhata an ghlao. Chuir Ryanair
an méid seo in idl: 6s rud é go ndearnadh glao an
ghearanaigh ar 5 Mean Fémhair 2018, go scriosfai é
g0 huathoibrioch ar 04 Nollaig 2018. Dhearbhaigh
Ryanair freisin nach bhfuil an fheidhmidlacht acu
chun taifeadtal glao a scriosadh a fhail ar ais.

De bhun Ailt 109(2) den Acht um Chosaint Sonraf
2018, rinne an DPC iarracht réiteach cairditil an
ghearain a éascu. Ni raibh an gearanach toilteanach,
afach, glacadh le moltaf Ryanair maidir leis an gceist
seo. D4 réir sin, b” éigean cinneadh a dhéanamh
faoin gceist trf chinneadh faoi Airteagal 60 den GDPR.

(i) Dréachtchinneadh Tosaigh

Os rud é gur bhain an gearan le proiseéil trasteorann,
b”éigean don DPC, de réir phrdiseas Airteagail

60, dréachtchinneadh a dhéanamh maidir leis an
ngearan. Ina leagan tosaigh den dréachtchinneadh,
rinne an DPC an cinneadh gur saraiodh Airteagal
15 den GDPR sa mhéid gur theip ar Ryanair coip

da gcuid sonraf pearsanta a bhf & bprdiseail ag am
an iarratais a chur ar fail don ghearanach. Fuair an
DPC freisin gur sarafodh Airteagal 12(3) den GDPR
sa mhéid gur theip ar Ryanair eolas a chur ar fail
don ghearanach maidir le bearta a rinneadh ar
iarratas uathu faoi Airteagal 15 laistigh den achar
ama reachtuil de mhi amhain. Chuir an DPC an
dréachtchinneadh ar fail do Ryanair le cur ar a
chumas aighneachtaf a dhéanamh. Ina dhiaidh sin
sholathair Ryanair roinnt aighneachtal, a cuireadh
san direamh sa dréachtchinneadh (in éineacht le
hanailis an DPC diobh).

(ii) Solathar an Dréachtchinnidh do na hUdarais
Mhaoirseachta Abhartha

De réir phroiseas Airteagail 60, lean an DPC ar
aghaidh gur chuir sé a dhréachtchinneadh faoi
bhraid an IMI lena scaipeadh i measc na CSA,

de bhun Airteagail 60(3) den GDPR. Rinneadh
dréachtchinneadh an DPC a uaslédail don IMI ar 25
Bealtaine 2020, agus de bhun Airteagail 60(4) den
GDPR, bhf ceithre seachtaine ag na CSA ina dhiaidh
sin chun aon agdidi dbhartha agus réasunacha a
chur isteach maidir leis an gcinneadh.
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Ina dhiaidh sin fuair an DPC roinnt agoidi abhartha
agus réasunacha agus roinnt tuairimi maidir lena
dhréachtchinneadh 6 na CSA. D" aitigh roinnt CSA,
g0 hairithe, gur choir saruithe breise ar an GDPR

a bheith aimsithe, agus ina theannta sin gur choir
iomardu a bheith curtha i gcrich.

(iii) Dréachtchinneadh Athbhreithnithe

De réir Airteagail 60(3) den GDPR, ta iachall ar an
DPC tuairimi na CSA a chur san direamh go cui. Agus
na hagoidi agus tuairimi a fuarthas 6 na CSA san
aireamh, rinne an DPC machnamh go cdramach
faoi gach agdid abhartha agus réasunach chomh
maith le gach tuairim a fuarthas maidir leis an
dréachtchinneadh. Rinne an DPC athbhreithnid ar
a dhréachtchinneadh chun achoimre agus anailis
de na hagoidi agus na tuairimf a chuirtear in idl ag
na CSA a chur san direamh. Agus é ag déanamh
athbhreithnithe ar a dhréacht tosaigh, ghlac an DPC
le cuid de na hagdidi abhartha agus réastnacha a
fuarthas, ach nior ghlac sé le hagdidi abhartha agus
réasuinacha éirithe eile. Ina dhréachtchinneadh
athbhreithnithe, mhol an DPC go ndéanfai iomardu
a eisidint i leith Ryanair, de bhun Airteagail 58(2)

(b) den GDPR. Sholathair an DPC a dhréachchinne-
adh athbhreithnithe do Ryanair le cur ar a chumas
aighneachtai deiridh a dhéanamh. Thug Ryanair faoi
deara go bhfuair an DPC amach go raibh an GDPR
saraithe aige, agus go raibh a chuid cumhachtaf
curtha i bhfeidhm ag an DPC sa chas seo de réir
Cuntais 129 agus de réir na riachtanas praise cuf in
Airteagal 58 den GDPR. Chuir Ryanair in idl don DPC
gur ghlac sé leis an gcinneadh agus leis an iomardu
a bhain leis agus nar mhian leis aon aighneachtaf
breise a dhéanamh.

(iv) Solathar Dréachtchinnidh Athbhreithnithe
chuig na hUdarais Mhaoirseachta Abhartha

De réir Airteagail 60(5) den GDPR, nuair a chuir an
DPC a dhréachtchinneadh athbhreithnithe faoi
bhraid na CSA lena gcuid tuairimi a fhail, bhi coicis
bhreise ag na CSA chun aon agoidi breise a chur
isteach maidir leis an gcinneadh.

De bhun Airteagail 60(5) den GDPR, chuir an DPC a
dhréachtchinneadh athbhreithnithe faoi bhraid na
CSA chun a dtuairim a fhail ar 20 Deireadh Fomhair
2020. Os rud é nach bhfuair an DPC aon agéidf na
tuairimi breise maidir leis an dréachtchinneadh ath-
bhreithnithe 6 na CSA laistigh den tréimhse reachtuil,
measadh gur aontaigh na CSA le dréachtchinneadh
athbhreithnithe an DPC agus go raibh siad ag clof leis
de réir Airteagail 60(6) den GDPR.

(v) Glacadh leis an gCinneadh Deiridh

Tar éis don spriocdhata a bheith thart chun aon
agoidi breise a fhail, lean an DPC ar aghaidh gur ghlac
sé leis an gcinneadh deiridh, de réir Airteagail 60(7)
den GDPR. Ansin rinne an DPC a chinneadh deiridh
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a uaslodail don IMI agus chuir sé é in idl do Ryanair.
Rinneadh an cinneadh deiridh a uaslédail ar 11
Samhain 2020. De bhun Ailt 60(7), bhi an ICO, lenar
taisceadh an gearan i dtUs baire, freagrach as an
gcinneadh a chur in idl don ghearanach.

Mar achoimre, fuair an DPC saruithe ar Airteagal
12(3) agus Airteagal 15 den GDPR maidir leis an
ngearan seo.

Léirfonn an cés-staidéar seo, nuair nach féidir le
gearan a bhaineann le proiseail trasteorann sonraf
pearsanta a réiteach go cairdidil, go mbionn nds
imeachta Airteagail 60 a tharlaionn da bharr sin

Cas-staidéar 11:

Teorannu Cuspéra —

An Treoir maidir le Forfheidhmiua Dli

Scrudaigh an DPC gearan mar ar
mhaigh duine aonair go raibh sonrai a
bailiodh i gcomhthéacs airithe amhain
forfheidhmithe dhli a Usaid ag an
rialaitheoir sonrai céanna do chuspair
eile forfheidhmithe dhli. Bhain an
gearan le hionchdiseamh duine aonair
do chionta i réimse na leigheasanna
eachai agus ainmhithe ag an Roinn
Talmhaiochta, Bia & Mara (RTBM) agus
atreoru ar leith ag RTBM liomhainti
mi-iompair ghairmiuil do Chomhairle na
dTréidlia (CT) maidir leis an duine céanna.

Tar éis don DPC na ceisteanna a tégadh a scrudy,
d”atreoraigh sé an gearanach d"Alt 71(5) den Acht
um Chosaint Sonraf 2018:

Nuair a bhailionn rialaitheoir sonrai pearsanta do
chuspdir sonraithe in Alt 70(1)(a), is féidir leis an
rialaitheoir no rialaitheoir eile na sonrai a phroisedil do
chuspdir a sonraiodh seachas an cuspdir dar bailiodh
na sonrai, sa mhéid go bhfuil—
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an-chasta, an-deacair agus an-fhadalach ar fad. Sa
chas seo, rinneadh an dréacht tosaigh de chinneadh
an DPC a uaslédail don IMI ar 25 Bealtaine 2020,
agus nior glacadh leis an gcinneadh deiridh go dti 11
Samhain 2020, 6 mhi nios déanai.

Léirfonn an cas-staidéar seo — aris eile — méid

na n-acmhainni DPA a Usaidtear agus torthai a
seachadadh ar cheisteanna arbh fhéidir iad a
réiteach ag an rialaitheoir gan dul i muinin an DPC,
ag ardu arfs ceist chur amu acmhainni DPA gan chuis,
a n-atreoru ¢ réiteach cheisteanna cérasacha nios
leithne a bhainfeadh torthai feabhsaithe amach don
lfon is mé daoine aonair.

Ve

(a) an rialaitheoir udaraithe chun a leithéid de shonrai
pearsanta a phrdisedil le haghaidh a leithéid de
chuspdir de réir dhii an Aontais Eorpaigh né dii an Stdit,
agus go bhfuil

(b) an phrdéisedil riachtanach agus comhsheasmhach
leis an gcuspdir da bhfuil na sonrai G bproisedil.

Maidir le hAlt 70(1)(a) agus “dli an Stait”, thug an DPC
faoi deara na foralacha a leagtar amach san Acht um
Chleachtas Tréidliachta 2005 i dtaca le cur i gcrich
fhiosrdchan ag an CT faoi llomhainti mi-iompair
ghairmitil. Tugann Alt 76 den Acht um Chleachtas
Tréidliachta 2005, go hairithe, achoimre gur féidir
leis an CT nd aon duine iarratas a dhéanamh ar
fhiosrdchan maidir le hoiriinacht duine chlaraithe
chun tréidliacht a chleachtadh. Ar an mbonn seo

ni dhearna an DPC machnamh faoi reachtaiocht
chosanta sonraf chun atreord ar leith RTBM a
dhicheadd maidir le liomhainti mi-iompair ghairmiuil
don CT idtaca le duine, i gcomhar le himeachtai
ionchuisimh ag RTBM in aghaidh an duine chéanna
do chionta i réimse na leigheasanna eachaf agus
ainmhithe.
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Cas-staidéar 12:

Nochtadh liomhnaithe shonrai pearsanta

Vd

an ghearanaigh ag udaras
(Gearan Saraithe Shonrai)

Fuair an DPC gearan 6 dhuine aonair
maidir le nochtadh liomhnaithe shonrai
pearsanta an ghearanaigh ag udaras
aitiuil. Liomhnaigh an gearanach go raibh
ainm an ghearanaigh, a sheoladh poist
agus eolas a bhain le hiocaiocht cinaimh
tithiochta go hearraideach chuig trid
pairti nochtaithe ag an udaras aitiuil. Bhi
an t-udaras aitidil tar éis cur in il don
duine aonair gur tharla an nochtadh

seo. Bhi an duine aonair mishasta, afach,
leis na bearta a rinne an t-udaras aitiuil
mar fhreagra ar an nochtadh agus nior
mhian leis dul i dteagmhail tuilleadh leis
an udaras aitiuil agus é i gceist réiteach
cairdiuil an ghearain a lorg.

Scrudaigh an DPC an gearan agus rinne sé teagmhail
leis an Udaras aitivil chun tuilleadh eolais a lorg
maidir le lflomhainti an duine aonair. Dheimhnigh

an t-Udaras aitivil don DPC go raibh sard sonraf
pearsanta tar éis tarlU nuair a cuireadh sonraf
pearsanta an ghearanaigh san direamh, go hear-
raideach, i bhfreagra ar iarratas Saorala Faisnéise
chuig trid pairti.
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Chomh maith leis an eolas a cuireadh ar fail ag an
Udaras aititil don DPC i gcomhthéacs a scrudaithe
den ghearan, cuireadh an eachtra faoi thracht in

il don DPC ag an Udaras aititil mar sharu sonraf
pearsanta, faoi mar a éilitear ag Airteagal 33 den
GDPR. Sa chomhthéacs sin, rinne an DPC teagmhail
leitheadach leis an Udaras aitidil maidir le cdinsf an
tsaraithe shonrai phearsanta, na bearta slandala
sonrai a bhi i bhfeidhm ag an am gur tharla an saru
sonrai pearsanta agus na bearta maolaitheacha a
rinne an t-Udaras aititil, lena n-airitear iarrachtaf
leanUnacha an Udardis aititil chun na sonraf a fhail ar
ais on bhfaighteoir.

Bunaithe ar an eolas seo, thug an DPC chun criche
a scrudu den ghearan tri chur in idl don duine
aonair go raibh an DPC sasta nar praéisealadh sonrai
pearsanta an ghearanaigh ag an Udaras aitiuil

ar bhealach a chinntigh slandail chui na sonraf
pearsanta agus go raibh nochtadh neamhudara-
ithe shonraf pearsanta an ghearanaigh tar éis tarld,
rud ata ina sharu sonrai pearsanta. Bunaithe ar na
bearta a rinneadh ag an Udaras aititil mar fhreagra
ar an saru sonraf pearsanta agus, go hairithe, gurbh
amhlaidh nar thug faighteoir shonraf pearsanta an
ghearanaigh na sonraf ar ais don Udaras aitidil, nior
mheas an DPC go raibh ga le haon bheart breise

in aghaidh an Udarais aitidil maidir le hdbhar an
ghearain.
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SérUWHé

Saruithe faoin GDPR

| 2020, fuair an DPC 6,783 fhogra saraithe shonrafi faoi
Airteagal 33 den GDPR, ar aicmiodh 110 gcas diobh

(2%) mar neamhsharuithe és rud é nar chomhlion siad
sainmhinit de shard shonrai pearsanta faoi mar a leagtar
sin amach in Airteagal 4(12) den GDPR. San iomlan
taifeadadh 6,673 sharu cosanta sonraf baili ag an DPC i
2020, sin méadu de 10% (604) i gcomparaid leis an lion a
tuairisciodh i 2019.

Ar aon dul le blianta eile, aicmiodh an catagdir ab airde
shéaruithe sonraf a cuireadh in idl facin GDPR mar
Nochtuithe Neamhudaraithe agus ba iad a bhi'i gceist le
86% de na fograi saraithe shonraf ar fad a fuarthas i 2020.
Tharla mdérchuid acu sna hearnalacha seo:

An Earnail Phriobhaideach 4097
An Earnail Phoiblf 2559
Dheonach 16
Charthanachta 1
lomlan 6673
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Thug an DPC méadu faoi deara freisin maidir le husaid
innealtdireachta soisialta agus ionsaithe fioscaireachta
chun rochtain a fhail ar chérais TFC rialaitheoirf agus
proisealaithe. Cé gur chuir a Ian eagraiochtal, i dtus baire,
bearta éifeachtacha slandala TFC i bhfeidhm, is Iéir nach
bhfuil eagraiochtai ag gnfomhu go honnghniomhach chun
monatdireacht agus athbhreithnid a dhéanamh ar na
bearta seo, N6 chun oilidint a chur ar a bhfoireann chun
cinntid go bhfuil siad ar an eolas faoi bhagairti de réir mar
a thagann siad chun cinn. Sna casanna seo, leanaimid
orainn de bheith ag moladh go dtabharfadh eagraiochtaf
faoi athbhreithnithe tréimhsidla ar a gcuid beart slandala
TFC agus go gcuirfidis i bhfeidhm plean cuimsitheach
oiliina d” fhostaithe le tacafocht ¢ ailidint athnuachana
agus clair fheasachta chun na rioscaf sin a mhaold a
bhaineann le tirdhreach ina bhfuil bagairti ag teacht chun
cinn.
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Fégrai saraithe shonrai de réir na catagoire Priobhaideach Poibli lomlan
Nochtadh (neamhudaraithe) 5,837
Heaiceail 146
Bogearral mailiseacha 19
Fioscaireacht, innealtdireacht shoisialta san aireamh. 74
Bogearraf éirice/diultd seirbise 32
Laigl Forbartha Bogearraf 5
Gléas caillte n¢ goidte (criptithe) 19
Gléas caillte né goidte (neamhchriptithe) 29
Paipéar caillte n6 goidte 275
Dramhthrealamh leictreonach (sonraf pearsanta le fail ar ghléas as feidhm) 1
Cur de ldimh neamhoiritinach paipéir 27
Michumraiocht Chorais 40
Rochtain Neamhudaraithe 146
Foilsit ar line neamhbheartaithe 61
Eile 78
lomlan 6,783

Saruithe E-Phriobhaideachais

San iomlan fuair an DPC 70 fégra baili sharaithe
shonrai faoi na Rialachain e-Priobhaideachais (I.R.
Uimh. 336 ¢ 2011), sin rud beag le cois 1% den lion
iomlan casanna baili a fégraiodh don bhliain.

Saruithe LED

Fuair an DPC freisin 25 fhégra saraithe maidir leis an
LED, (Treoir (AE) 2016/680), a trasuiodh i ndli na hEireann
ag codanna airithe den Acht um Chosaint Sonrai 2018.

Measunu DPC ar sharu

Nuair a dhéantar fégra saraithe a thaisceadh leis an
DPC, déanann an DPC measunu air, ag cur san aireamh
gnéithe iomadula an tsaraithe agus na rioscai sin a
ghabhann leis. Is é an chéad ghné acu seo na nadur an
tsaraithe, lena n-diritear na rudai seo: an ndearnadh é
d”aon ghnd né de thimpiste, an ndearnadh gadafocht
sonraf né ar fagadh sonraf dorochtana, agus na
modhanna teicneolalochta agus eagrafochta ata i gceist.
s féidir go léireodh stair sharuithe de chineal ar leith
ceist chérasach a théann i bhfeidhm ar rialaitheoir sonraf
aonair, ar it ar leith né ar earnail eacnamaioch iomlan.
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Ta tréithe na sonrai pearsanta ata i gceist rithabhachtach
do mheastnd an DPC. Airitear orthu seo cinedlacha,
formaid agus fogaireacht na sonraf pearsanta, lion na
ndaoine agus na dtaifead ata buailte, agus an poitéinseal
ar ann do go éifi nd go scaipfi na sonral. Breathndidh

an DPC ar an gceist an raibh gnéithe éagsula ag tarly,
leithéidf praifilid, cinnteoireacht uathoibrithe, mona-
téireacht no riand.

Ar an tsli chéanna, is féidir go mbeadh catagoirid na
n-abhar sonrafl — leithéidf an leanaf n6 daoine leochailea-
cha iad — agus tréithe an rialaitheora shonraf agus/né an
phrdisealal, leithéidi freagrachtal reachtula né proiseail
chinedlacha eile sonraf pearsanta, is féidir leis sin bheith
an-tabhachtach go deo. Cuirtear san direamh méid na
n-abhar sonraf agus suiomh na n-abhar sonraf seo.

Fachtdirf eile atd le cur san direamh na na habhair
dhiobhala do na habhair shonraf a d” fhéadfadh a

bheith ag baint le nochtadh, mi-Usaid no caillteanas
sonral pearsanta a raibh baint ag an saru leo. Is minic a
dhéanann rialaitheoiri sonral dearmad ar an ngné seo
den mheasunu riosca. Is féidir go mbeadh i gceist leis na
diobhalacha 6 chur isteach sealadach go rioscaf an-trom-
chuiseacha, leithéidi bradail aitheantais, caillteanas airgid,
agus midhiagnais fhadhbanna slainte n6 dochar do

chld duine. Déanfaidh an DPC machnamh faoi cad é an
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tionchar ar na daoine até buailte, lena n-airitear déine,
scoip agus comhthéacs na ndaoine.

Go deireanach, déanann an DPC measunu ar fhachtdiri
maolaithe, leithéidi an bhfuil ctltacuithe ar fail, an dtugtar
aghaidh ar laigl, agus an bhfaightear na sonraf ar ais

nd an gcuirtear cosc ar nochtadh breise. Is minic nach
gcuireann rialaitheoirf sonraf bearta simpli i bhfeidhm,
leithéidi criptil eolais a roinntear tri mhean r-phoist, ag
cinntit go bhfuil gach beart slandala TF i bhfeidhm agus
go ndéantar iad a nuashonru go rialta freisin. Cuirtear na
fachtdirf seo san aireamh sa mheasunu.

Mura bhfuil na firici go hiomlan ar an eolas né ma ta

siad fos doiléir tar éis mheasunu thosaigh an DPC go
ndearnadh sar, leanfaidh siad orthu de bheith ag dul

i dteagmhail leis an rialaitheoir go dtf go bhfuil freagra
tugtha ar gach ceist, chun sastacht an DPC. | gcdsanna
airithe, is féidir go n-iarrfar ar an rialaitheoir né ar an
bpréisedlai athmheasunu a dhéanamh ar chuiseanna
agus ar iarmhairti an tsaraithe le tuairisc a thabhairt ar

a chinneadh. Is féidir go n-éileoidh saruithe ina bhfuil
ceisteanna casta TF i gceist measunu agus anailis ag spei-
sialtdirf teicnitla an DPC. | gcasanna nuair a thairg né a
choimisitnaigh an rialaitheoir tuairisc theicnidil né tuairisc
imscrudaithe maidir leis an sard, iarrfar céip de sin.
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Ag feitheamh le tabhairt chun criche a imscridaithe,

is féidir go dtabharfaidh an DPC treoir faoi agus go
ndéanfaidh sé monatdireacht ar dhul chun cinn — ar
bhonn atratha — i dtaca le bearta a cuireadh i bhfeidhm
chun éifeachtaf an tsaraithe a réiteach né a mhaold.

D’ fhéadfadh sé go mbeadh mar chuid diobh seo cur
abhar sonraf ar an eolas faoin sard faoi Airteagal 34 den
GDPR, n6 cur i bhfeidhm bheart teicniuil né eagraiochtuil
chun aghaidh a thabhairt ar laigf.

Bunaithe ar a mheasunu agus ar bhearta an rialaitheora
chun eachtral breise den chinedl céanna a chosc né a
mhaold, is féidir go dtabharfaidh an DPC a imscradd chun
criche ag an bpointe seo. Mura bhfuil an DPC sasta leis
na maoluithe no leis na freagraf on rialaitheoir, is féidir
leis an cheist a ghéarl do bhearta breise imscridaithe/
forfheidhmithe.
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Cas-staidéir

Cas-staidéar 13:

Fégra Saraithe (Earnail Dheonach) —

lonsai Bogearrai Eirice

| Mi na Bealtaine 2020, fuair an DPC fogra
saraithe 6 phroisealai sonrai Eireannach
agus ina dhiaidh sin fuair sé fégra 6
rialaitheoir sonrai Eireannach ata ag
feidhmid san earndil dheonach a bhi tar
€is an proisealai seo a fhostu chun 6éstail
suiomhanna gréasain agus seirbhisi
bainistithe shonrai a sholathar.

Bhain an saru le hionsai bogearraf éirice a tharla san
ionad sonraf a Usaideann an proisedlal sonrai, agus a
tharla de thoradh ar bhogearrai mailiseacha a bhain
rochtain amach tri phort* RDP don fhriothalaf.

4 RDP — Protacal Ciandeisce

Cas-staidéar 14:

Fégra Saraithe (Earnail Phoibli)

Foilsii Micheart ar Twitter

Chuaigh an DPC i dteagmhail leis an rialaitheoir
agus leis an bpraoisealai agus tri mhean roinnt
cumarsaidi — lena n-airftear eisidint cheistneoiri
teicnildla agus eagraiochtula a dhirfonn ar réimsi ina
bhféadfal neamhchomhlionadh na rialachan cosanta
sonraf a bheith i gceist. Airiodh ar na réimsf seo
Usaid an phraisealal ionaid sonraf laistigh de na Stait
Aontaithe chun sonraf clltaca a storail gan chomha-
ontuithe déthanacha — na maoirseacht dnéthanach
ag an rialaitheoir ar a phroisealai — faoi mar a
gilitear faoi Airteagal 28 den GDPR.

Chuaigh an DPC i dteagmhail go mion minic leis an da
phairti agus thug an DPC an cas seo chun criche tri
mholtaf a eisidint don rialaitheoir agus don phroisealal
araon. Ina dhiaidh sin lean an DPC air de bheith ag dul
i dteagmhail leis an da phairti chun cinntid go raibh
cur i bhfeidhm mholtai an DPC tar éis tarld.

Chuir eagraiocht earnala poibliin idl don
DPC go raibh sonrai pearsanta foilsithe
acu tri thimpiste tri mhean a n-ardain
mhedin shéisialta (Twitter).

Rinneadh na sonraf pearsanta a phostail, rud

a sharaigh a pholasaf a chuid abhair go Iéir a
anaithnidid, rud a d”fhéadfadh duine aonair ar
abhar sonraf iad a aithint. Chuir an eagraiocht faoi
thracht in il don DPC gurbh earraid dhaonna ba
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bhunchuis leis an eachtra seo, agus gur baineadh an
tvuit sharaithe gan mhoill mhichuf.

Bunaithe ar an mbeart a bhi déanta ag an rialai-
theoir sonraf chun an riosca a mhaold go dtarlédh
an cinedl seo eachtra arfs thug an DPC a scrudu
chun criche ar an gceist seo agus d” eisigh sé roinnt
moltal breise don eagraiocht, ag dirid ar Usaid chuf
a chuid ardan meain shaisialta agus conas ba chair
a chuid cuntas meain shdisialta a chosaint agus a
shrianu do lion sonraithe pearsanra Udaraithe.
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Cas-staidéar 15:

Fégra Saraithe (Earnail Airgeadais)

Sonrai Bainc curtha tri WhatsApp

Chuir eagraiocht earnala airgeadais
priobhaidi in iul don DPC go raibh
iarratas déanta ag custaiméir chun a
n-uimhreacha IBAN agus BIC a fhail,

uimhreacha a bhi & gcoimead ar comhad.

Bhi aithne phearsanta ag an gcustaiméir
a bhi ag déanamh an iarratais ar an
mball foirne a bhi ag plé leis an iarratas.
Ag imeacht 6 chleachtais fhaofa, bhain
an ball foirne Usaid as a bhfon poéca
pearsanta chun pictidr a chur den

eolas a bhi a lorg, dar leo, thar ardan
curtha teachtaireachtai (WhatsApp). Go
hearrdideach, afach, chuir an ball foirne
sonrai a bhain le custaiméir eile chuig an
gcustaiméir a rinne an t-iarratas.
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Rinne an custaiméir a fuair an t-eolas seo teagmhail
leis an eagraiocht chun cur in idl déibh nar bhain an
t-eolas a fuarthas lena gcuntas sitd agus go raibh
siad tar éis glacadh orthu féin an t-abhar saraithe
ar fad a bhaint da ngléas. Chuaigh an eagraiocht i
dteagmbhail le baill fhoirne le cur i gcuimhne doibh
nar choir ach modhanna Udaraithe cumarsaide a
Usaid agus iarratais den chineal seo a laimhseail sa
todhchai. Ghabh an eagraiocht a leithscéal leis na
habhair shonraf go Iéir a bhi buailte freisin.

D" eisigh an DPC roinnt moltal a chuimsionn uUsaid
uirlisf faofa cumarsaide eagraiochtula amhain,

ag fagail go bhfuil an fhoireann go hiomlan ar an
eolas faoi iompar inghlactha agus do-ghlactha

agus uirlisi cumarsaide eagraiochtula a n-Usaid

acu, agus le cinntid gur cuireadh oilidint chui ar an
bhfoireann i dtéarmaf a gcuid dualgas/freagrachtaf
faoi fhordlacha an GDPR agus an Achta um Chosaint
Sonrai 2018.

TUARASCAIL BHLIANTUIL 2020



Cas-staidéar 16:

Fégra Saraithe (12 Chomhar Creidmheasa)

Earraid Choduchain an Phroisealai

Fuair an DPC tuairisci saraithe ar leith 6
12 chomhar creidmheasa a d” fhostaigh
seirbhisi an phroéisealai chéanna, a bhi
lonnaithe sa RA. D" eascair an saru ag
an bpraoisealai as earraid chdduchain a
rinneadh ag an bprdisealai agus bearta
a geur i bhfeidhm a tugadh isteach mar
fhreagra ar phaindéim Covid-19.

Té& iachall ar chomhair chreidmheasa eolas a
thuairisciti do Bhanc Ceannais na hEireann

a bhaineann lena gcuid iasachtaithe agus le
feidhmiocht a gcuid iasachtal. Baineann an Banc
Ceannais Usaid as an eolas seo chun an Clar
Creidmheasa Larnach (né CCR) a chothabhail. Lena
seal baineann iasachtdiri agus gniomhaireachaf
ratala creidmheasa Usaid as an eolas seo chun fiacha
agus stair chreidmheasa iasachtaithe a dheimhniu.
Baineann lion mor iasachtdirf, go hairithe comhair
chreidmheasa, Usaid as comhlachtal proiseala sonraf
chun a leithéid d " fhillteain CCR a ullmhu agus chun
iad a chur ar aghaidh chuig an mBanc Ceannais.

Le linn 2020, thug Rialtas na hEireann sraith bheart
isteach chun anas airgeadais a mhaoll a bhfuil mar
chuis aige an phaindéim agus na dianghlasalacha a
d” eascair aisti sin. Airfodh i measc na mbeart seo
cur ar chumas instititidi airgeadais aisiocaiochtaf
iasachta a stopadh gan cur isteach ar bhealach
dochrach ar ratail chreidmheasa na n-iasachtaithe.
Tugadh treoir do na hiasachtdirf céid ar leith a Usaid
sna fillteain CCR chun bratach a chur le hiasachtai
a stopadh go sealadach. Ba é a bhi i gceist leis sin
na cosc a chur ar [éirmhinid na n-iasachtaf sin mar
iasachtaf faillitheora né a bheith ag cur in idl ar
bhealach eile go raibh acmhainneacht creidmheasa
na n-iasachtaithe abhartha tar éis dul in olcas.
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San eachtra seo bhain an proisedlai a fostaiodh
agna 12 chomhar creidmheasa Usaid as céid
mhichearta ar fhilltedin CCR a bhi ag plé le hiasachtaf
a stopadh go sealadach. Thug na céid mhichearta
le fios go raibh na hiasachtaithe a bhi buailte tar
éis tabhairt faoi “imeacht athstruchtdraithe” — is
minic a tharlaionn imeacht athstruchtuiraithe nuair
nach mbionn iasachtal in ann iasacht a aisioc thar
an tréimhse chomhaontaithe, agus aontaionn an
t-iasachtdir téarmai na hiasachta a athrd chun
feabhas a chur ar chumas an iasachtaf an iasacht a
aisioc. Is féidir leis sin ratail chreidmheasa iasachtaf
a laghdu go mar, agus mar sin de d”“fhéadfadh
iarmhairti tromchuiseacha a bheith ag baint le
taifead michruinn CCR imeachta athstruchtdraithe
do na daoine ata buailte.

Cuireadh na comhair chreidmheasa faoi thracht

ar an eolas faoi earraid choduchain an phroisealaf
maidir lena gcuid filltean CCR roinnt seachtaini tar
éis don phrdisealaf filltedin CCR a chur chucu den
chéaduair agus iad ag Usaid na gcdd micheart don
Bhanc Ceannais. Tuairisciodh an cheist don DPC
mar shard agus thog na comhair chreidmheasa an
cheist leis an bprdisealal go direach agus tri mhean
grupa Usaideoiri. Cheadaigh sin gurbh fhéidir na
taifid a bhi buailte a aithint, gurbh fhéidir na nésanna
imeachta cui coduichain a oibrid amach, agus fillteain
cheartaithe CCR a chur chuig an mBanc Ceannais.

Léirfonn na casanna seo an tabhacht a bhaineann le
conarthaf praéiseala a chuireann i bhfeidhm i gceart
riachtanais Airteagail 28 den GDPR. Is é an rud is mo
a bhaineann le habhar sna casanna seo na nach mor
do na conarthai préiseala solathar a dhéanamh do
go mbeidh an proisealal ag cabhru leis an rialaitheoir
chun a chuid dualgas a chomhlionadh i dtaca le
slandail phroiseala, agus i dtaca le tuairiscid agus
bheith ag tabhairt freagra ar sharuithe.
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Ar 31 Nollaig 2020, bhi 83 fhiosruchan reachtula idir lAmha ag an DPC, lena n-airitear 27 bhfiosrachan
trasteorann.

Fiosruchain Reachttla Trasteorann ar cuireadh tus leo 6 25 Bealtaine 2018.
Combhlacht Cinedl Fiosruchain Ceist ata a scrudu

Apple Distribution International Gearanbhunaithe Bunds dlii don phroisedil.
Ag scrudd mas rud é gur chomhlion Apple a chuid
dualgas GDPR i dtaca leis an mbunus dlf ar a bhfuil sé ag
brath chun sonraf pearsanta a phréiseail i gcomhthéacs
anailise iompraiochta agus fégrafochta spriocdhirithe ar
a ardan.

Apple Distribution International Gearanbhunaithe Trédhearcacht.
Ag scradud mas rud é gur chomhlion Apple a chuid
dualgas GDPR i dtaca leis an eolas ata le fail ina pholasai
priobhaideachais agus a chuid doiciméad ar line maidir
le proiseadil sonraf pearsanta Usaideoirf a chuid seirbhisf.

Apple Distribution International Gearanbhunaithe Ceart Rochtana
Ag scrudd mas rud é gur chloigh Apple le foralacha
abhartha an GDPR maidir le hiarratas rochtana
do shonraf pearsanta a bhaineann le seirbhis
chustaiméara.

Facebook Inc. Féintoiliu Sdru bideach Facebook Medn Fémhair 2018
Ag scrudd mas rud é gur chomhlion Facebook Inc. a
chuid dualgas GDPR chun bearta eagraiochtula agus
teicnitla a chur i bhfeidhm chun sonraf pearsanta a
chuid Usaideoiri a dhaingnit agus a chosaint.

Facebook Ireland Limited Gearanbhunaithe Ceart Rochtana agus Iniomparthacht Sonral
Ag scrudd mas rud é gur chomhlion Facebook a chuid
dualgas GDPR maidir leis an gceart rochtana ar shonraf
pearsanta i mbunachar sonrai Facebook “Hive”
chomh maith le hiniomparthacht sonrai pearsanta
“breathnaithe”.

Facebook Ireland Limited Gearanbhunaithe Bunds dIi don phroisedil maidir le Téarmar Seirbhise agus
Polasai Sonrai Facebook.
Ag scrudd mas rud é gur chomhlion Facebook a chuid
dualgas GDPR maidir leis an mbunus dli a bhfuil sé
ag brath air chun sonraf pearsanta dhaoine aonair a
phraéiseail ata ag Usaid ardan Facebook.

Facebook Ireland Limited Gearanbhunaithe Bunds dlIi don phroisedil.
Ag scridd mas rud é gur chomhlion Facebook a chuid
dualgas GDPR maidir leis an mbunus dli a bhfuil
sé ag brath air chun sonraf pearsanta a phroiseail i
gcomhthéacs anailise iomprafochta agus margaiochta
spriocdhirithe ar a ardan.

Facebook Ireland Limited Feéintoilid Sdru bideach Facebook Medn Fémhair 2018
Ag scrudd mas rud é gur chomhlion Facebook a chuid
dualgas GDPR chun bearta eagrafochtula agus teicnidla
a chur i bhfeidhm chun sonrai pearsanta a chuid
Usaideoiri a dhaingnid agus a chosaint.

Facebook Ireland Limited Féintoilid Sdru bideach Facebook Medn Fémhair 2018

Ag scrudd chomhliontacht Facebook le dualgais fhogra
sharaithe an GDPR.
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Comhlacht

Facebook Ireland Limited

Facebook Ireland Limited

Facebook Ireland Limited

Google Ireland Limited

Google Ireland Limited

Instagram
(Facebook Ireland Limited)

Instagram
(Facebook Ireland Limited)

Instagram
(Facebook Ireland Limited)

LinkedIn Ireland Unlimited
Company
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Cinedl Fiosruchain

Féintoilid

Féintoilid

Féintoilid

Féintoiliu

Féintoiliu

Gearanbhunaithe

Féintoiliu

Féintoiliu

Gearadnbhunaithe

Ceist ata a scrudu

Tosaithe mar fhreagra ar lion mor sdruithe a cuireadh in
ial don DPC le linn na tréimhse 6 bhi 25 Bealtaine 2018
ann (cds ar leith én sdru bideach)

Ag scrudd mas rud é gur chomhlion Facebook a chuid
dualgas GDPR chun bearta eagraiochtula agus teicniula
a chur i bhfeidhm chun sonraf pearsanta a chuid
Usaideoirf a dhaingnid agus a chosaint.

Pasfhocail Facebook storailte i bhformaid ghnath-théacs
ina chuid friothalaithe inmheanacha. Ag scradd mas

rud é gur chomhlion Facebook a chuid dualgas faoi
fhoralacha abhartha an GDPR

Fiosrdchan ag scridd mas rud é gur chomhlion
Facebook Ireland Limited Caibidil V GDPR (go hairithe
Airteagal 46) ag cur san aireamh bhreith an CJEU ar
16.07.20

Tosaithe mar fhreagra ar aighneachtai a fuarthas.

Ag scrudu mas rud é gur chomhlion Google foralacha
abhartha an GDPR. Scradéfar freisin prionsabail
thrédhearcacht agus ioslaghdd shonrai an GDPR,
chomh maith le cleachtais choimeadta shonrai
Google.

Ag scrudd mas rud é go bhfuil bunus dif ag Google chun
sonraf suimh a chuid Usdideoiri a phroéiseail agus mas
amhlaidh go bhfuil sé ag déanamh freastail ar a chuid
dualgas mar rialaitheoir sonrai maidir le trédhearcacht.

Bunds dli don phréisedil maidir le Téarmai Usdide
Instagram agus Polasai Sonrai Instagram.

Ag scrudu mas rud é gur chomhlion Facebook a chuid
dualgas GDPR i dtaca leis an mbunus dli ar a bhfuil

sé ag brath chun sonrai pearsanta dhaoine aonair a
phroiseail ag Usaid ardan Instagram.

Fiosrichan maidir le comhliontacht Facebook a chuid
dualgas GDPR i dtaca lena phréiseail sonraf pearsanta
Usaideoiri Instagram faoi aois 18 (“Uséideoiri ar Linbh
iad") i dtaobh na socruithe cuntais.

Fiosrdchan maidir le comhliontacht Facebook a chuid
dualgas GDPR i dtaca lena spleachas ar bhunuis dli

de bhun Airteagail 6 den GDPR do phrdiseail sonrai
pearsanta Usaideoirf Instagram faoi aois 18 (“Usaideoiri
ar Linbh iad").

Bunds dli don phrdisedil.

Ag scridd mas rud é gur chomhlion LinkedIn a chuid
dualgas GDPR i dtaca leis an mbunus dlf ar a bhfuil sé ag
brath chun sonrafl pearsanta a phréiseail i gcomhthéacs
na hanailise iompraiochta agus na fograiochta
spriocdhirithe ar a ardan.
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Comhlacht

MTCH Technology Services
Limited (Tinder)

Quantcast International Limited

Twitter International Company

Twitter International Company

Twitter International Company

Verizon Media/Oath

WhatsApp Ireland Limited

WhatsApp Ireland Limited

Yelp
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Cinedl Fiosruchain

Féintoilid

Féintoilid

Gearanbhunaithe

Féintoiliu

Féintoiliu

Féintoilid

Gearadnbhunaithe

Féintoilid

Féintoiliu

Ceist ata a scrudu

Ag scrudd mas rud é go bhfuil bunus dli ag an
gcomhlacht do phréiseail leandnach shonraf pearsanta
a chuid Usaideoirf agus mas rud é go bhfuil sé ag
déanamh freastail ar a chuid dualgas mar rialaitheoir
sonraf i dtaca le trédhearcacht agus a chomhliontacht
iarratais chearta abhar sonraf.

Tosaithe mar fhreagra ar aighneacht a fuarthas.

Ag scrudu chomhliontacht Quantcast le foralacha
abhartha an GDPR. Scrudoéfar freisin prionsabal GDPR
na gcleachtas trédhearcachta agus coimeadta.

Ceart Rochtana

Ag scrudd mas rud é gur chomhlion Twitter a chuid
dualgas maidir leis an gceart rochtana ar naisc a
osclafodh ar Twitter.

Tosaithe mar fhreagra ar an lion mdr sdruithe a cuireadh
in itl don DPC le linn na tréimhse 6 bhi 25 Bealtaine 2018
ann. Ag scrudd mds rud é gur chomhlion Twitter a chuid
dualgas GDPR chun bearta eagraiochtula agus teicnidla a
chur i bhfeidhm chun sonrai pearsanta a chuid dsaideoiri a
dhaingnid agus a chosaint.

Tosaithe mar fhreagra ar fhogra saraithe. Ag scradu
ceiste a bhaineann le comhliontacht Twitter le
hAirteagal 33 den GDPR.

Trédhearcacht.

Ag scrudu chomhlionadh an chomhlachta leis na
riachtanais chun eolas trédhearcach a sholathar
d”abhair shonraf faoi fhoralacha Airteagail 12-14 den
GDPR.

Bunds dii don phrdisedil maidir le Téarmai Seirbhise agus
Polasai Priobhdideachais WhatsApp

Ag scridd mas rud é gur chomhlion WhatsApp a chuid
dualgas GDPR maidir leis an mbunus dli a bhfuil sé

ag brath air chun sonrai pearsanta dhaoine aonair a
phroiseail a bhaineann Usdid as ardan WhatsApp.

Trédhearcacht.

Ag scridd mas rud é gur chomhlion WhatsApp a chuid
dualgas trédhearcachta GDPR maidir le solathar eolais
agus trédhearcacht an eolais sin d " Usaideoiri agus do
neamhusaideoiri sheirbhisi WhatsApp, lena n-diritear
eolas a sholathraitear d” abhair shonraf faoi phroiseail
eolais idir WhatsApp agus comhlachtaf eile de chuid
Facebook.

Fiosrdchan maidir le comhliontacht Yelp le hAirteagail
5,6, 7 agus 17 den GDPR tar éis roinnt gearan a fuarthas
ag an DPC i dtaca le proisedil sonraf pearsanta ag Yelp
ar a shuiomh gréasain.
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Fiosruchéain Reachtula Intire tosaithe 6 25 Bealtaine 2018

Eagraiocht

31 Udaras aititil agus an Garda
Siochana

An Garda Siochéana

An Garda Siochana

Banc na hEireann

Banc na hEireann

BEO Solutions

An Eaglais Chaitliceach

An Roinn Coimirce Saisialal (RGFCS
roimhe seo)

An Roinn Coimirce Séisialta (RGFCS
roimhe seo)

FSS Laighin Lair (Saotharlanna
Thulach Mhor)

FSS Ospidéal Mhuire Lourdes
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Cinedl Fiosrichain

Féintoilit

Féintoiliu

Féintoiliu

Féintoiliu

Féintoiliu

Féintoiliu

Féintoiliu

Féintoilid

Féintoiliu

Féintoiliu

Féintoiliu

Ceist ata a scrudu

Ag scrudu fhaireachas ar shaoranaigh ag earnail

an stait do chuspdirf forfheidnhmithe dhli tri Usaid
teicneolafochtaf leithéidi CCTV, ceamaraf a chaitear ar
an gcorp, corais le cuidid uathaitheanta uimhirphlataf
(ANPR), dréin agus teicneolaiochtaf eile. Is é cuspdir na
bhfiosrdchan seo na inidichadh a dhéanamh mas rud
€ go bhfuil préiseail na sonraf pearsanta a tharlaionn
sna cuinsi sin comhliontach le dli na cosanta sonrai.

Ag scrudu rialachais agus maoirseachta maidir le
hiarratais nochta laistigh den AGS agus laistigh
d’eagraiochtal a bhionn ag proiseail a leithéid
d’iarratais, chomh maith le bheith ag scridud na
n-iarratas iarbhir a dhéantar ag an AGS chuig trid
pairtithe.

Ag scrudu sharaithe shlandala a raibh de thoradh air
abhar nochta neamhudaraithe shonrai pearsanta a
bhi a gcoimead don phrdiseail LED.

Tosaithe mar fhreagra ar an lion mér saruithe sonraf
a cuireadh in ial don DPC le linn na tréimhse 6 25
Bealtaine 2018.

Ag scrudu abhar nochta neamhudaraithe shonraf
pearsanta sa tslf gur fheistigh BOI custaiméirf airithe
Banking 365. Tharla eachtraf iomadula ina raibh i
gceist go ndearna an banc michumrafocht ar phroifil
365 chustaiméara nua sa tsli go mbeadh custaiméir
in ann teacht a bheith acu tri thimpiste ar shonraf
pearsanta agus ar chuntas reatha custaiméara eile.

Ag scridu saraithe shonraf pearsanta a cuireadh in idl
maidir le caillteanas ghléis stérala USB. Bainteach leis
an bhfiosrdchan faoi PIAB.

Scradu ghearan iomaduil maidir le comhliontacht le
hiarratais ar an gceart coigeartaithe & an ceart go ligfi
i ndearmad.

Ag scrudu sheasamh an Oifigigh Chosanta Sonrai faoi
Airteagal 38 den GDPR.

Ag scridd mas rud é go bhfuil préiseail airithe agus/
noé proiseadil bheartaithe airithe shonraf pearsanta ag
an Roinn i gcomhthéacs na measunuithe/seicedlacha
leandnacha inchailitheachta don sochar linbh
comhliontach leis an GDPR agus leis an Acht um
Chosaint Sonrai 2018.

Tosaithe mar fhreagra ar sharu a cuireadh in idl don
DPC.

Ag scrudu shlandail na proiseala sonraf, bearta cuf

eagrafochtula agus teicnitla tar éis chaillteanas sonraf
pearsanta fogaire.
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FSS an Deisceart

Eagraiocht

Biliré Creidmheasa na hEireann

Seirbhis Priostin na hEireann

Ollscoil Mh& Nuad

Move Ireland Limited

An Bord MeasUnaithe Diobhalacha
Pearsanta

Comhar Creidmheasa Bhaile
Shlaine

SUSI

An Chomhairle Mhuinteoireachta

TUSLA

TUSLA

TUSLA

ucb

Ollscoil Luimnigh
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Féintoilit

Cinedl Fiosrichain

Féintoilit

Féintoiliu

Féintoiliu

Féintoiliu

Féintoiliu

Féintoiliu

Féintoilid

Feintoilid

Féintoiliu

Féintoilid

Féintoiliu

Féintoilid

Féintoiliu

Tosaithe mar fhreagra ar sharu a cuireadh in idl don
DPC.

Ceist ata a scrudu

Tosaithe mar fhreagra ar sharu a cuireadh in il don
DPC.

Ag scridd més rud é gur chomhlion SPE a chuid
dualgas GDPR maidir leis an mbunus dli a bhfuil si ag
brath air chun sonraf pearsanta a phréiseail.

Tosaithe mar fhreagra ar sharu a cuireadh in idl don
DPC maidir le heachtra fhioscaireachta.

Ag scridd chomhliontachta le dualgais GDPR maidir le
caillteanas sheisitin comhairleoireachta taifeadta ina
raibh sonraf pearsanta iogaire i gceist.

Ag scrudu chomhliontachta le dualgais GDPR maidir
le saru sonral pearsanta a cuireadh in idl a tharla

tri chaillteanas ghléis stérala USB. Bainteach le
fiosruchan faoi BEO Solutions.

Tosaithe mar fhreagra ar sharu a cuireadh in il don
DPC maidir le nochtadh neamhudaraithe.

Tosaithe mar fhreagra ar sharu a cuireadh in il don
DPC.

Ag scridd comhliontachta le dualgais GDPR i

dtaca le fioscaireacht dha chuntas riomhphoist

ar le baill fhoirne na Comhairle iad; socraiodh

rialacha atreoraithe r-phoist a spreag praiseail
neamhUdaraithe 332 r-phost a raibh sonraf pearsanta
le fail iontu a bhain le lion mér abhar sonraf.

Tosaithe mar fhreagra ar roinnt saruithe a cuireadh in
iul don DPC.

Tosaithe mar fhreagra ar roinnt saruithe a cuireadh in
itl don DPC le linn na tréimhse ¢ 25 Bealtaine 2018.

Tosaithe mar fhreagra ar sharu a cuireadh in idl don
DPC.

Tosaithe mar fhreagra ar roinnt saruithe a cuireadh in
iul don DPC le linn na tréimhse 6 25 Bealtaine 2018.

Tosaithe mar fhreagra ar sharu a cuireadh in idl don
DPC maidir le heachtra fhioscaireachta.
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Cinnti faoin Acht um Chosaint
Sonrai 2018

Déanann an DPC cinneadh, de bhun fhiosriichan
reachtuil, mas rud é gur tharla saruithe na reachtaioch-
ta cosanta sonral. Ta mar chuid de na fiosrdchain
reachtula seo fiosrdchain féintoilithe agus fiosruchain de
bhun gearan. Nuair a fhaightear saruithe, déanann an
cinnteoir cinneadh freisin mas rud é gur chéir cumhacht
cheartaitheach a chur i bhfeidhm, agus, mas rud é gur
chdir, cad é an chumhacht/cad iad na cumhachtai ata le
cur i bhfeidhm.

Nuair a chinneann an DPC finedil riarachain a ghearradh,
agus mura ndéantar achomharc in aghaidh an chinnidh
sin, nf mér don DPC iarratas a dhéanamh ar bhealach
achomair chuig an gCuirt Chuarda do dheimhnid an
chinnidh chun fineail riarachain a ghearradh de bhun Ailt
143(1) den Acht um Chosaint Sonraf 2018. Foraileann Alt
143(2) go ndeimhneoidh an Chuirt Chuarda an cinneadh
ach amhain ma ta clis mhaith aici gan a leithéid a
dhéanamh. loctar gach fineail DPC don Stétchiste tar eis
i a fhail de réir Ailt 141(7) den Acht um Chosaint Sonraf
2018.
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Eagraiochtai
Comhairle Contae Chiarraf

Combhairle Cathrach agus Contae Phort Lairge

Tusla An Ghniomhaireacht um Leanaf agus an Teaghlach (3 sharu)
Tusla An Ghniomhaireacht um Leanaf agus an Teaghlach (1 sharu)

Tusla An Ghniomhaireacht um Leanai agus an Teaghlach (71 sharu)

Feidhmeannacht na Seirbhise Slainte (FSS An Deisceart)

Feidhmeannacht na Seirbhise Slainte (Ospidéal Mhuire Lourdes)

Ryanair
Twitter International Company
Groupon

Coléiste na hOllscoile, Baile Atha Cliath

Combhairle Contae Chiarrai

| Mi Mharta 2020, d " eisigh an DPC cinneadh do
Chombhairle Contae Chiarrai maidir le ceann den lion
fiosrdchan féintoilithe ar thug sé faoi a bhaineann le
hUdaréis Aititila. Déanann na fiosrichain seo machnamh
faoi raon leathan ceisteanna a bhaineann le teicneo-
lafochtaf faireachais a mbaineann Udarais Stait feidhm
astu. Cuireadh an fiosrdchan i gerich i dtds baire tri
mhean initichta faoi Alt 136 den Acht um Chosaint
Sonraf 2018. D" éascaigh sin an DPC agus é ag cur firici le
chéile maidir le husaid teicneolaiochtaf faireachais ag an
gComhairle. Tugadh tuairisc dheiridh an DPC chun criche
ar 4 Deireadh Fémhair 2019 agus cuireadh i faoi bhraid
an chinnteora (an Coimisinéir).

Fuarthas amach sa chinneadh seo go raibh cérais airithe
CCTV a bhi a bhfeidhmid ag Comhairle Contae Chiarrai
midhleathach cheal Udaraithe 6 Choimisinéir na nGardai
faoi Alt 38 den Acht um an Gharda Sfochana 2005. Go
suntasach, rinneadh machnamh cuimsitheach faoin Acht
um Thruaillid ¢ Bhruscar 1997, an tAcht um Bainistil
Dramhaiola 1996, agus an tAcht Rialtais Aitidil 2001

agus fuarthas amach sa chinneadh nach solathrafonn

na hAchtanna sin bunus dli d” dsaid CCTV do chuspairi
fhorfheidhmithe dhli.

Mar chuid den chinneadh rinneadh machnamh freisin
faoin gcomharthaiocht a Usaidtear ag an gComhairle
chun an pobal a chur ar an eolas facina Usaid CCTV,
fuarthas amach go raibh cuid den chomharthaiocht
easnamhach ag cur san aireamh riachtanais an Achta um
Chosaint Sonraf 2018. Mar chuid den chinneadh rinneadh
machnamh faoi réimse radhairc an CCTV ata a fheidhmid
ag an gComhairle agus fuarthas amach an méid seo,
cheal mhascadh priobhaideachais, bhi an bailid sonrai
iomarcach i roinnt suiomhanna inar ghabh an CCTV tithe
priobhaideacha freisin. Rinneadh cinntf freisin maidir
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Cinneadh eisithe
25-Méar-20
21-D.F6-20
07-Aibr.-20
21-Beal-20
12-LUn-20
18-LUn-20
29-M.F6-20
11-Sam-20

9-Noll-20
16-Noll-20

17-Noll-20

leis an easpa rialacha n¢ treoirlinte scriofa a rialaionn
rochtain fhoirne don CCTV; Usaid fhon cliste no gléasanna
taifeadta eile i seomra monatdireachta an CCTV; an
cleachtas ata ann de bheith ag roinnt sonraf logala isteach
chun teacht ar scannanaiocht an CCTV; bearta slandala
chun scannanaiocht CCTV a aistrid chuig an nGarda
Siochana; agus an riachtanas do Mheasunachtal Tionchair
Chosanta Sonra.

Chuir an cinneadh cosc sealadach i bhfeidhm ar
phroéiseail Chomhairle Contae Chiarraf shonraf pearsanta
maidir le ceamaraf airithe CCTV. Mar chuid den chinneadh
freisin ordafodh don Chomhairle a cuid proiseala a
thabhairt chun comhliontachta tri bheart sonraithe a
dhéanamh agus tugadh iomardud don Chomhairle maidir
leis na saruithe. Ar 27 Aibrean 2020, thaisc Comhairle
Contae Chiarrai achomharc in aghaidh an chinnidh don
Chuirt Chuarda. Ar 8 Mean Fémhair 2020, tharraing
Combhairle Contae Chiarraf siar an t-achomharg, ag
glacadh le habhar an chinnidh.

Comhairle Cathrach agus Contae Phort Lairge

I Mi Dheireadh Fémhair 2020, d” eisigh an DPC cinneadh
do Chomhairle Cathrach agus Contae Phort Lairge
maidir le fiosrdchan eile a bhaineann le teicneolaiochtai
maoirseachta a Usaidtear ag Udarais Stait. Cuireadh an
fiosrdchan i gerich i dtds baire tri mhean inidchta faoi
Alt 136 den Acht um Chosaint Sonrai 2018. D" éascaigh
sin an DPC agus é ag cur firici le chéile maidir le husaid
teicneolaiochtaf faireachais ag an gComhairle. Tugadh
an tuairisc dheiridh chun criche ar 24 Deireadh Fémhair
2019 agus cuireadh f faoi bhraid an chinnteora (an
Coimisinéir).

Fuarthas amach sa chinneadh nach bhfuil bunus dif ag
Usaid Chomhairle Cathrach agus Contae Phort Lairge
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cheamaraf deaise agus cheamaraf faoi cheilt chun
caitheamh bruscair agus dumpail a aimsiu do chuspoirf
fhorfheidhmithe dhli san Acht um Thruaillit 6 Bhruscar
1997 agus san Acht um Bainistit Dramhaiola 1996.
Fuarthas amach sa chinneadh freisin go raibh ceamaraf
airithe CCTV a bhi & bhfeidhmit ag an gComhairle do
chosc ar an gcoireacht midhleathach cheal Udaraithe

6 Choimisinéir na nGardaf faoi Alt 38 den Acht um an
Gharda Siochana 2005.

Fuarthas amach sa chinneadh gurb iad an Garda
Siochana agus Comhairle Cathrach agus Contae Phort
Lairge comhrialaitheoirf maidir le ceamaraf airithe CCTV
faoi Alt 38(3)(c) den Acht um an Gharda Siochana 2005. |
dtaca leis seo, fuarthas amach sa chinneadh gur sharaigh
Combhairle Cathrach agus Contae Phort Lairge Alt 79 den
Acht um Chosaint Sonraif 2018 tri theip comhaontd a chur
i bhfeidhm i scribhinn leis an nGarda Siochana. Rinneadh
cinnti freisin maidir le sasulacht pholasai Chomhairle
Cathrach agus Contae Phort Lairge maidir lena husaid
drén do chomhlionadh monatdéireachta ar laithreain
cheadaithe dramhaiola agus cosc dumpala ar laithredin
dramhaiola mhidhleathacha, agus an dualgas ata uirthi
logleabhar sonraf a chothabhail do bhearta sonracha
rochtana do thaifeadtal CCTV.

Chuir an cinneadh cosc sealadach i bhfeidhm ar
phraiseail Chomhairle Cathrach agus Contae Phort Lairge
shonraf pearsanta tri mhean cheamarai follasacha airithe,
ceamaraf deaise do chuspdirf fhorfheidhmithe dhif agus
ceamaraf faoi cheilt. Mar chuid den chinneadh freisin
ordafodh don Chomhairle a cuid préiseala a thabhairt
chun comhliontachta tri bheart sonraithe a dhéanamh
agus tugadh iomardud don Chomhairle maidir leis na
saruithe. Ni dhearna Comhairle Cathrach agus Contae
Phort Lairge achomharc in aghaidh an chinnidh seo.

Tusla — Aibrean 2020

| Mi Aibreain 2020, d“eisigh an DPC cinneadh maidir le
flosrdchan féintoilithe i dtaca le 3 sharud sonrai pearsanta
a cuireadh in idl don DPC ag Tusla. Tharla na saruithe seo
nuair a theip ar Tusla doiciméid a fholl agus iad a roinnt
le trid pairtithe. Tharla an chéad saru sonraf pearsanta
nuair a sholathair Tusla tri thimpiste seoladh chdramoéra
altrama d” athair bheirt leanaf faoi chiram. Tharla an dara
sard nuair a sholathair Tusla tri thimpiste do dhuine a
raibh drochusaid ghnéasach leanaf a cur ina leith seoladh
an linbh a rinne an gearan chomh maith le huimhir
theileafoin a mathar. Tharla an trid sard nuair a sholathair
Tusla tri thimpiste do sheanmhathair linbh faoi chdram
seoladh agus sonrai teagmhala thuismitheoiri altrama an
linbh chomh maith e sufomh scoil an linbh.

Cuireadh tus leis an bhfiosrdchan ar 24 Deireadh Fémhair
2019 agus scrudafodh mas rud é go raibh a chuid

dualgas comhlionta ag Tusla maidir leis na saruithe, chun
cinneadh ar briseadh aon fhorail/fhordlacha den GDPR
agus/nd an Achta um Chosaint Sonraf 2018 ag Tusla.
Tugadh an tuairisc fhiosrdchain deiridh chun criche ar 24
Feabhra 2020 agus cuireadh i faoi bhraid an chinnteora
(an Coimisinéir)
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Sa chinneadh rinneadh machnamh faoi oiriinacht na
mbeart teicnidil agus eagraiochtuil a bhi i bhfeidhm ag
Tusla ag am na saruithe. Fuarthas amach sa chinneadh go
raibh Airteagal 32(1) den GDPR séraithe ag Tusla tri theip
bearta cuf a chur i bhfeidhm maidir le fold doiciméad. Sa
chinneadh rinneadh machnamh freisin faoi cheann de
na saruithe sonraf pearsanta a cuireadh in idl maidir leis
an dualgas an DPC a chur ar an eolas gan mhoill mhichuf
de bhun Airteagail 33(1) den GDPR. Chuir Tusla an sard
seo in iUl don DPC 5 13 tar éis do fail amach faoi. Fuarthas
amach sa chinneadh gur mhoill mhichui a bhi ann sna
cuinsf agus fuarthas amach go raibh Airteagal 33(1)
saraithe ag Tusla.

Sa chinneadh tugadh iomardu do Tusla, ordaiodh do

a chuid préisedla a thabhairt chun comhliontachta le
Airteagal 32(1) den GDPR, agus gearradh fineail riarachain
de €75,000. Ni dhearnadh aon achomharc ag Tusla in
aghaidh chinneadh an DPC. Ar 4 Samhain 2020, rinne

an DPC iarratas don Chuirt Chuarda chun a chinneadh

a dheimhnid san fhiosrichan seo chun an fhinedil
riarachain a ghearradh. Dheimhnigh an Chuirt Chuarda
an cinneadh de bhun Ailt 143 den Acht um Chosaint
Sonrai 2018.

Tusla — Bealtaine 2020

I Mi na Bealtaine 2020, d”eisigh an DPC cinneadh maidir
le fiosrdchan eile féintoilithe a bhaineann le Tusla. Bhain
an fiosrdchan seo le sard amhain sonraf pearsanta a chuir
Tusla in idl don DPC ar 4 Samhain 2019. Cuireadh tus leis
an bhfiosrdchan ar 11 Nollaig 2019 agus scrudaiodh mas
rud é go raibh a chuid dualgas comhlionta ag Tusla i dtaca
le habhar an tsaraithe chun socrd an raibh aon fhorail/
fhoralacha den GDPR agus/né den Acht um Chosaint
Sonrai 2018 briste ag Tusla.

Tharla an sard nuair a scriobh Tusla litir chumhdaigh
chuig trid pairti a raibh le fail inti céannacht daoine
aonair a raibh liomhainti drochusaide déanta acu chomh
maith le sonraf na llomhaintf a rinneadh. Roinneadh an
litir a nocht na sonraf nios déanaf ar na meain shoisialta
ag faighteoir na litreach. Ar 19 Marta 2020, tugadh an
tuairisc fhiosrdchain deiridh chun criche agus cuireadh
faoi bhraid an chinnteora (an Coimisinéir).

Sa chinneadh rinneadh machnamh faoi oiriinacht na
mbeart teicnidil agus eagraiochtdil a bhi i bhfeidhm ag
Tusla ag am an tsaraithe maidir lena phraiseas litreach
cumhdaigh. Fuarthas amach gur sharaigh Tusla Airteagal
32(1) den GDPR tri theip bearta eagraiochtula a chur

i bhfeidhm a bhf oiriinach don riosca. Sa chinneadh
rinneadh machnamh freisin faoin sard maidir leis an
dualgas an saru a chur in ial don DPC gan mhoill mhichuf
de bhun Airteagail 33(1) den GDPR. Cuireadh an saru
seo in iUl don DPC breis is 29 seachtaine tar éis do

Tusla bheith curtha ar an eolas faoi. Fuarthas amach sa
chinneadh gur sharaigh Tusla Alt 33(1) trf theip an saru

a chur in idl don DPC gan mhoill mhichuf. Sa chinneadh
tugadh iomardu do Tusla, ordafodh dé a chuid proiseéla
a thabhairt chun comhliontachta, agus gearradh fineail
riarachain de €40,000. Ni dhearna Tusla achomharc in
aghaidh an tsocraithe seo. Agus é seo a scriobh, tathar
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ag feitheamh le hiarratas an DPC os comhair na Clirte
Cuarda chun an fhineail riarachain a dheimhnid.

Tusla — Mi Lanasa 2020

| Mi Ldnasa 2020, d " eisigh an DPC cinneadh maidir le
fiosrdchan féintoilithe i dtaca le 71 shard sonraf pearsanta
a cuireadh in idl don DPC ag Tusla. Tharla na saruithe
abhartha idir 25 Bealtaine 2018 agus 16 Samhain 2018
agus bhain siad go Iéir le nochtadh, né rochtain neam-
hudaraithe, ar shonraf pearsanta a bhif & bproéiseail ag
Tusla. Cuireadh tUs leis an bhfiosrichan ar 6 Nollaig 2018
agus scrudafodh mas rud é gur chomhlion Tusla a chuid
dualgas i dtaca le habhar na saruithe le cinneadh mas
rud é go raibh aon fhorail/fhoralacha den GDPR agus/

né den Acht um Chosaint Sonrai 2018 briste ag Tusla.
Tugadh an tuairisc fhiosrdchain deiridh chun criche ar 3
Aibrean 2020 agus cuireadh { faoi bhraid an chinnteora
(an Coimisinéir).

Rinneadh cinnti maidir le slandail phroiseala, cruinneas
sonraf pearsanta, agus dualgas Tusla saruithe sonraf
pearsanta a chur in itl gan mhoill mhichui. Maidir le
slandail phroisedla, fuarthas amach sa chinneadh cuig
sharu ar leith Airteagail 32(1) den GDPR maidir le dualgas
Tusla bearta oiriinacha teicnilla agus eagrafochtila a
chur i bhfeidhm chun leibhéal slandala a chinntid ata
oirilinach don riosca ata i gceist lena chuid oibriochtafl
éagsula proisedla. Bhain na hoibriochtal préiseala a bhf a
mbreithnil le seachadadh Tusla shonrai pearsanta ar a
choéras faisnéise inmheanach; seachadadh Tusla shonraf
pearsanta go hinmhednach tri r-phost; seachadadh
Tusla sonraf pearsanta go seachtrach tri phost agus tri
r-phost; priontail agus scanadh Tusla; agus bainistiu
taifead agus laimhséail eolais Tusla. Fuarthas amach sa
chinneadh gur sharaigh Tusla Airteagal 32(4) den GDPR
tri theip gnfomhu chun cinntid nach ndéanann daoine
ata ag gnfomhu faoina Udaras sonrai pearsanta airithe a
phroiseail seachas faoi threoir ¢ Tusla. Fuarthas amach
sa chinneadh gur sharaigh Tusla Airteagal 5(1)(d) den
GDPR ceithre huaire tri theip cinntid go raibh na sonraf
pearsanta a bhf & bproiseail aige cruinn, agus nuair is

ga sin, nuashonraithe. Ar deireadh, fuarthas amach sa
chinneadh gur sharaigh Tusla Alt 33(1) tri theip saruithe
sonraf pearsanta a chur in idl don DPC gan mhoill mhichuf
ocht n-uaire.

Sa chinneadh tugadh iomardu do Tusla maidir lena
sharuithe Airteagail 5(1)(d), 32(1), 32(4), agus 33(1) den
GDPR. Sa chinneadh ordafodh freisin do Tusla a chuid
praéisedla a thabhairt chun comhliontachta le hAirteagal
32(1) den GDPR tri bhearta sonraithe cui teicnilla agus
eagraiochtula a chur i bhfeidhm chun leibhéal slandala a
chinntid atéa cui i dtaca leis na rioscaf a aimsiodh.

| gclinsi nuair a bhain cuid de na saruithe leis na
hoibriochtai préisedla céanna no le hoibriochtal nasctha,
agus nuair nach raibh ceann de sharuithe Airteagail

32(1) nasctha leis na hoibriochtai proiseala eile a bhi a
mbreithnil sa chinneadh, fuarthas amach sa chinneadh
go raibh sé cui dha fhinedil riarachain ar leith a ghearradh
ar Tusla. Ghearr an cinneadh finedil riarachain amhain

ar luach €50,000, agus fineail riarachain amhain ar luach
€35,000. N dhearna Tusla achomharc in aghaidh an
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tsocraithe seo. Agus € seo a scriobh, tathar ag feitheamh
le hiarratais an DPC roimh an gCuirt Chuarda chun na
finedlacha riarachain a dheimhnid.

FSS — Mi Linasa 2020 & Mi Mhean Fémhair
2020

I Mi Ldnasa 2020, d “eisigh an DPC cinneadh maidir le
fiosrdchan féintoilithe a bhain le sard sonrai pearsanta

a cuireadh inidl ag an FSS don DPC ar 14 Meitheamh
2019. Tharla an saru sonraf pearsanta nuair a cuireadh de
laimh i larionad athchursala poibli doiciméid a raibh le fail
iontu sonraf pearsanta 78 n-abhar sonraf, lena n-diritear
sonraf pearsanta sainchatagoire maidir le seisear de

na habhair shonraf sin. Cruthaiodh na doiciméid in
Ospidéal Maithreachais na hOllscoile Corcaigh, ach ba
bhall den phobal a thainig orthu i limistéar athchursala
poibli. Cuireadh tUs leis an bhfiosrdchan ar 17 Deireadh
Fémhair 2019 agus scrudaiodh mas rud é gur chomhlion
an FSS a cuid dualgas i dtaca le habhar an tsaraithe
shonrai pearsanta sin agus chun cinneadh mas rud é gur
briseadh aon fhorail/fhoralacha den Acht um Chosaint
Sonrafl 2018 agus/né an GDPR ag an FSS sa chomhthéacs
sin. Tugadh an tuairisc fhiosrdchain deiridh chun criche ar
27 Aibrean 2020 agus cuireadh { faoi bhraid an chinnteora
(an Coimisinéir).

I Mi Mhean Fomhair 2020, d“eisigh an DPC cinneadh
maidir le fiosrdchan eile féintoilithe a bhain leis an FSS.
Bhain an fiosrdchan le sard sonraf pearsanta a chuir

an FSSiniul don DPC ar 1 Bealtaine 2019. Tharla an
sarl sonraf pearsanta sin i gcdinsi nuair a chuir ball

den phobal in il don FSS go raibh doiciméid faighte ina
ngairdin tosaigh acu, ata suite céngarach d” Ospidéal
Mhuire Lourdes. Nétaf aistrithe othar a bhi sna doiciméid
faoi thracht, iad ginte ag an FSS chun othair a aithint a
thagann faoi chiram na foirne ag gach athru seala oibre.
Ta na nétal riachtanach do chiram agus do chair leighis
leanunach na n-othar. Bhi sonraf pearsanta 15 abhar
sonraf le fail sna nétai agus bhi san direamh iontu sonraf
a bhain le heolas clinicitil agus céiredlacha leighis a
fuarthas. Clobhuaileadh na nétaf ar 11 Aibrean 2019, ach
ni raibh an FSS in ann an data a shonrd nuair a tharla an
sard i dtus baire. Ni raibh aon mhinid ar ca hait a raibh
na nétaf idir an data gur clébhuaileadh iad agus an uair
go bhfuarthas iad. Cuireadh tUs leis an bhfiosrdichan

ar 26 Samhain 2019 agus scridafodh ann mas rud é

gur chomhlion an FSS a cuid dualgas i dtaca le habhar
an tsdraithe shonrai pearsanta chun cinneadh mas

rud é gur briseadh aon fhorail/fhoralacha den Acht um
Chosaint Sonraf 2018 agus/né den GDPR ag an FSS sa
chomhthéacs sin.

Fuarthas amach i gcinneadh Mhi Lunasa 2020 gur
sharaigh an FSS Airteagail 5(1)(f) agus 32(1) den GDPR

tri theip chur i bhfeidhm bheart cuf teicnidil agus ea-
graiochtdil chun leibhéal slandala a chinntid ata cuf i
dtaca leis an riosca a chuireann a Usaid i lathair, chomh
maith le cur de laimh dhoiciméad cdipe crua ina bhfuil
sonraf pearsanta othar le fail. Sa chinneadh gearradh
finedil riarachain de €65,000 ar an FSS as a cuid saruithe
d’Airteagail 5(1)(f) agus 32(1) den GDPR. Tugadh iomardu
ann freisin don FSS agus ordaiodh di a cuid oibriochtaf
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proéiseala maidir le hisaid agus cur de laimh dhoiciméad
coipe crua ina bhfuil sonraf pearsanta othar le fail a
thabhairt chun comhliontachta le hAirteagail 5(1)(f) agus
32(1) den GDPR tri bhearta éirithe sonraithe a chur i
bhfeidhm. Ni dhearna an FSS achomharc in aghaidh an
chinnidh seo. Agus é seo & scriobh, tathar ag feitheamh
le hiarratas an DPC os comhair na Clirte Cuarda chun an
fhineail riarachain a dheimhnid.

Ar an tsli chéanna, fuarthas amach sa chinneadh i Mi
Mhean Fémhair 2020 gur sharaigh an FSS Airteagail 5(1)
(f) agus 32(1) den GDPR tri theip bearta cui teicniula agus
eagralochtula a chur i bhfeidhm chun leibhéal slandala a
chinntid até cui i dtaca leis an riosca a chuireann a Usaid
i lathair, chomh maith le cur de laimh dhoiciméad cdéipe
crua ina bhfuil sonraf pearsanta othar le fail. Maidir leis
an ordy, an t-iomardd, agus an fhineail a gearradh i dtaca
le cinneadh na FSS i Mi LUnasa 2020, fuair an DPC amach
nach raibh sé cuf tuilleadh cumhachtai ceartaitheacha a
chleachtadh sa Chinneadh seo. Bhain cinnti na saruithe
sa da chinneadh leis na hoibriochtal céanna proiseala,

ar thug an rialaitheoir céanna futhu, le linn na tréimhse
céanna ama.

Twitter International Company —
Mi na Nollag 2020

| Mi na Nollag 2020, d” eisigh an DPC cinneadh maidir

le fiosrichan féintoilithe i dtaca le Twitter International
Company (TIC). Cuireadh tUs leis an bhfiosrdchan ar 22
Eanair 2019, agus bhain sé le ceist chomhliontacht TIC
lena chuid dualgas faoi Airteagail 33(1) agus 33(5) den
GDPR maidir le cur in idl agus doiciméadu sharaithe
shonraf pearsanta. D “eascair an saru sonral pearsanta as
fabht in aip mhaibileach Twitter do Android a chiallaigh
go ndearnadh tvuiteanna “cosanta” go Iéir (cinn nach
bhfuil infheicthe ach ag a gcuid “leantdiri”) aon Usaideora
a d’athraigh an seoladh r-phoist a bhain lena gcuntas, go
ndearnadh na tvuiteanna sin inrochtana go poibli.

Fuarthas amach sa chinneadh gur sharaigh TIC Airteagal
33(1) den GDPR tri theip an saru sonrai pearsanta a chur
in iul don DPC gan mhoill mhichul. | dtéarmai amline

an fhogra, fuarthas an sard sonrai pearsanta amach ag
fophroisealal sonrai ar 26 Nollaig 2018 agus measadh

€ a bheith ina dbhar saraithe shonraf faoin GDPR ag
eagralocht Twitter go ginearalta ar 3 Eanair 2019. Tharla
moill, afach, (go dti 7 Eanair 2019), maidir le cur in idl

an tsaraithe do TIC (mar rialaitheoir) agus don DPO
Domhanda, moill a d“eascair as teip fhostaithe Twitter
Inc. treoir inmhednach a leanuint. Le linn an fhiosrdchéin,
rinne TIC aighneacht go raibh sé tar éis, i gcuinsi gur chuir
sé an saru in idl don DPC ar 8 Eanair, a chuid dualgas a
chomhlionadh faoi Airteagal 33(1).

Sa chinneadh tugadh achoimre narbh fhéidir le TIC (mar
rialaitheoir), ar aimsiu sharu Airteagail 33(1) do, narbh
fhéidir leis bheith ag brath ar theip ag a phrdisealaf
préiseas inmhednach a leanuint agus / né mi-éifeacht
sa phroiseas sin chun freagracht a sheachaint faoi
Airteagal 33(1) den GDPR as fogra mall an tsaraithe don
DPC. Fuarthas amach sa chinneadh freisin gur sharaigh
TIC Airteagal 33(5) den GDPR trf theip an sard sonraf
pearsanta a dhoiciméadu go sasuil.

52

Chuir an DPC a dhréachtchinneadh san fhiosrichan seo
faoi bhraid CSA eile faoi Airteagal 60 den GDPR ar 22
Bealtaine 2020. Ba é seo an chéad dréachtchinneadh a
chuaigh tri phréiseas réitigh achrainn Ailt 65 agus ba é an
chéad dréachtchinneadh i gcas "teicneolaiochta maire”
ina ndeachthas i gcomhairle le gach Udaras maoirseachta
san AE mar CSA. Ghlac an Bord Eorpach um Chosaint
Sonraf lena chinneadh faoi Alt 65(1)(@) ar 9 Samhain
2020. D" eisigh an DPC a chinneadh deiridh do TIC ar 9
Nollaig 2020. Sa chinneadh sin gearradh fineail riarachain
de $500,000 (measta don chuspdir seo mar €450,000)

ar Twitter mar bheart éifeachtach, comhréireach agus
athchomhairleach.

UCD — Mi na Nollag 2020

I Mi na Nollag 2020, d” eisigh an DPC cinneadh maidir le
fiosrdchan féintoilithe a bhain le Colaiste na hOllscoile
Baile Atha Cliath (“UCD"). Bhain an fiosrtichan seo le
seacht saru sonraf pearsanta a chuir UCD in idl don DPC
idir 8 Lunasa 2018 agus 21 Eanair 2019. Cuireadh tUs leis
an bhfiosrdchan ar 19 IUil 2019 agus scrudaiodh mas rud
é go raibh a chuid dualgas comhlionta ag UCD i dtaca le
habhar na saruithe agus cinneadh mas rud é go raibh
aon fhorail/fhoradlacha d“Acht 2018 agus/né den GDPR
briste ag UCD sa chomhthéacs sin.

Bhain na saruithe sonrai pearsanta le casanna inar oscail
trid pairtithe neamhudaraithe cuntais r-phoist UCD, né
nuair a postaileadh an t-eolas logala isteach do chuntais
r-phoist UCD ar line. Ar 8 1uil 2020, thug an DPC chun
criche an tuairisc fhiosrdchain deiridh agus chuir sé i faoi
bhraid an chinnteora (an Coimisinéir).

Sa chinneadh rinneadh machnamh faoi oiriinacht na
mbeart teicnidil agus eagraiochtuil a cuireadh i bhfeidhm
ag UCD ag am na saruithe maidir lena seirbhis r-phoist.
Fuarthas amach ann gur sharaigh UCD Airteagail 5(1)

(f) agus 32(1) den GDPR tri theip sonral pearsanta a
phraéisedil ar a seirbhis r-phoist ar bhealach a chinntigh
slandail chui na sonrai pearsanta ag Usaid bheart cui
teicnidil agus eagrafochtuil. Fuarthas amach sa chinneadh
freisin gur sharaigh UCD Airteagal 5(1)(e) den GDPR

tri storail sonraf pearsanta airithe i gcuntas r-phoist

i bhfoirm a cheadaigh aithint abhar sonraf ar feadh
tréimhsi nios faide na mar a bhi riachtanach don chuspoéir
da ndearnadh na sonraf pearsanta a phroiseadil. Fuarthas
amach sa chinneadh freisin go raibh Airteagal 33(1) den
GDPR saraithe ag UCD tri theip ceann de na saruithe
sonral pearsanta a chur in idl don DPC gan mhoaill
mhichuf. Cuireadh an saru sonrai pearsanta seo in iul 13
|4 tar éis do UCD bheith ar an eolas faoi.

Sa chinneadh ordaiodh do UCD a chuid oibriochtaf
proiseala a bhain lena seirbhfs r-phoist a thabhairt chun
comhliontachta leis na hailt sharaithe, tugadh iomardu

do UCD maidir lena chuid saruithe, agus gearradh fineail
riarachain ar luach €70,000 maidir leis na saruithe. Ni
dhearna UCD achomharc in aghaidh an chinnidh seo.
Agus é seo a scriobh, téa an DPC ag ullmhu a iarratais chun
an fhineail riarachain a dheimhnid.
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Ryanair

I mi na Samhna 2020, ghlac an DPC cinneadh maidir le
Ryanair. Bhain an gearan le trasteorann proiseail ina
raibh an DPC inniuil chun gniomhd mar phriomhtdaras
maoirseachta. Fuair an cinneadh é sin Sharaigh Ryanair
Airteagal 15 GDPR tri mhainneachtain an gearanach le
coip de thaifeadadh glao ina dhiaidh iarratas ar rochtain
ar abhar. Mar gheall ar an moill ar Ryanair's mar chuid de
phréiseail na hiarrata, scriosadh an taifeadadh ¢ rinneadh
an iarraidh. Fuair an cinneadh sin freisin Sharaigh Ryanair
Airteagal 12 (3) GDPR tri mhainneachtain solathar a
dhéanamh faisnéis an ghearanaigh faoi na bearta a
rinneadh maidir lena iarraidh faoi Airteagal 15 laistigh den
chreat ama reachtuil de mi amhain. Chuir an cinneadh
iomardu ar Ryanair ina leith de na saruithe. Sonraionn
Cés-Staidéar 10 den tuarascail é seo ina iomlaine.

Groupon

I mi na Nollag 2020, ghlac an DPC cinneadh maidir

le Groupon. An gearan lena mbaineann proiseail
trasteorann ina raibh an DPC innitil gnfomhd mar
phriomhuddaras maoirseachta. Fuarthas an cinneadh

gur sharaigh Groupon Airteagal 5 (1) (c) GDPR trina
cheangal an gearanach a chéannacht a fhiord tri a

coip de dhoiciméad aitheantais naisiiinta. Cuireadh an
riachtanas i bhfeidhm nuair a rinne abhair sonraf iarratais
airithe, ach ni cathain chruthaigh abhair sonraf cuntas
Groupon, agus nios U réiteach sonrai-tiomainte ar cheist
an fhioraithe aitheantais ar fail do Groupon. Fuair an
cinneadh sin freisin Ailt saraithe ag Groupon 12 (2), 17 (1)
(a) agus 6 (1) GDPR agus iomardaiodh Groupon i leith na
saruithe. Sonraionn Cas-Staidéar 7 den tuarascail é seo
go hiomlan.
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Cinnti faoi na hAchtanna Cosanta
Sonrai 1988 agus 2003

INM — Mi na Nollag 2020

Chomh maith le cinntf a rinneadh de bhun an GDPR,
leanann an DPC air de bheith ag tabhairt chun criche
meéid airithe gearan agus imscruduithe nach mor iad a
chinneadh de réir fhoralacha na nAchtanna um Chosaint
Sonraf 1988 agus 2003. | Mi na Nollag 2020, thug an DPC
imscrudu chun criche maidir le Independent News and
Media (INM) agus a chomhliontacht lena chuid dualgas
mar rialatheoir sonraf faoi na hAchtanna um Chosaint
Sonraf 1988 agus 2003, agus eisiodh an Tuairisc Dheiridh
do INM ¢ shin. Bhiimscrddu an DPC i dtaca le heachtra
shlandala sonraf a tharla go déanach i 2014 agus a bhain
le préisedil sonraf pearsanta & bhi a gcoinneail i gcérais
inmhednacha TF agus cultaca INM. Fuair an DPC amach
gur bhris INM na hAchtanna ar roinnt bealai. Baineann
an cinneadh faoi shard faoi na hAchtanna um Chosaint
Sonrai 1988 agus 2003 le hAIt 2(1)(a) agus 2D (cothroime
agus trédhearcacht phrdiseala), 2A(1) (bunus dlf don
phraiseail) agus 2(1)(d) agus 2C (slandail phrodisedla de
shonraf pearsanta).

Carta Seirbhisi Poibli

Ta Aguisin lll de Thuarascail Bhliantuil 2019 an DPC
leagtha amach mionsonrail an imscrudaithe ar phroéiseail
pearsanta sonrai le DEASP maidir leis an gCarta Seirbhisi
Poibli. Rinneadh gniomh forfheidhmithe i mf na Nollag
2019 ag an DPC i ndail leis an abhar sin tri sheirbheail
Fogra Forfheidhmithe ar an Aire Fostaiochta Gnoéthaf agus
Cosaint Shdisialta. An Fogra Forfheidhmithe sin rinne an
tAire agus iad seo achomharc ina dhiaidh sin ta imeachtaf
achomhairc fés ar sitl roimh Bhaile Atha Cliath An Chuirt
Chuarda. Ar leithligh ta an DPC ag leanuint da imscrudu
ar gnéithe airithe eile den phroiseail a dhéanann DEASP i
ndail le PSCanna agus SAFE 2 a eisitint cdras clardchain,
lena n-airftear slandail na proisedla, proisedil meaitseala
aghaidhe ag DEASP i dtaca le an CSP agus casanna Usaide
sonracha an CSP.
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mscriduithe
agus Bearta
Fortfheidhmithe Eile

Faireachas ag Earnail an Stait do
Chuspoéiri Forfheidhmithe Dhli

Is feidir le corais fhaireachais fhiseain a ghabhann
fomhanna dhaoine a mbionn de thoradh orthu aithint
daoine aonair, cé acu go direach nd go hindireach, (.i. nuair
a chomhcheanglaitear iad le piosal eile eolais), is féidir

leo infheidhmeacht an GDPR a spreagadh chomh maith
leis an Acht um Chosaint Sonraf 2018. O pheirspictiocht
chosanta sonraf de, téann faireachas fisedin i bhfeidhm

ar chearta agus ar shaoirsi dhaoine go suntasach agus ta
sé tabhachtach, mar sin de, go mbionn aon chérais den
chinedl sin ag feidhmiu de réir an dIf um chosaint sonrai.

Ba ar an mbonn seo gur chuir an DPC tus, i Mi Mheithimh
2018, le roinnt fhiosrdchan féintoilithe faoin Acht

um Chosaint Sonraf 2018 maidir le faireachas fisean
saoranach ag earnail an stait do chuspairf fhorfheidhmithe
dhli tri Usaid teicneolaiochtaf leithéidi CCTV, ceamaraf

a chaitear ar an gcorp, dréin agus teicneolaiochtai eile
leithéidi corais le cuidiu uathaithint uimhirphlatal (ANPR)
Ta na fiosrdchain féintoilithe seo a geur i gerich faoi Alt 110
agus Alt 123 den Acht um Chosaint Sonrai 2018 ag Usaid
an chumhacht inidchta cosanta sonraf a bhforailtear di

in Alt 136 den Acht um Chosaint Sonrai 2018. Ta chéad
chéim na bhfiosrdchan seo ag dirid ar Usaid fhaireachais
fhisedin ag na 31 Udarés aititil in Eirinn agus freisin ag
Usaid fhaireachais fhiseain ag an nGarda Siochana. Is é
cuspoir na bhfiosrdchan seo na fiosrd a dhéanamh mas
rud é gur féidir le rialaitheoiri sonraf a leithéid de chérais
taispeant go bhfuil a gcuid céras ag feidhmiud i gcomhlion-
tacht leis an reachtaiocht chosanta sonrai.

Udarais Aitiula
O Mhi Mhean Fémhair 2018 chuir an DPC initichtaf i

gcrich sna hddarais aitidla seo a leanas: Comhairle Contae
Chill Dara, Comhairle Cathrach agus Contae Luimnigh,
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Combhairle Contae na Gaillimhe, Comhairle Contae Shligigh,
Combhairle Cathrach agus Contae Phort Lairge, Comhairle
Contae Chiarraf agus Comhairle Bhaile Atha Cliath Theas.
San iomlén, ta breis is 1,500 ceamara CCTV & bhfeidhmiu
ag na seacht n-Udaras aititla seo do chuspdirf faireachais.
(N bhaineann na fiosrdchdin le ceamarai sldnddla leithéidi na
cinn sin a mbaintear Usdid astu do ghndthchuspairi sldnddla.)

Mar chuid den phréiseas fiosrichain, lorg an DPC 6 na
rialaitheoirf sonraf faoi seach fianaise pholasaithe laidre
cosanta sonrai chomh maith le fianaise mhaoirseachta
gniomhafi agus rialachais fhonta. Aithniodh laigi i roinnt
Udaras aitidil a tharraing aird ar bhearnaf trédhearcachta.
Thainig cliseanna imni chun cinn freisin maidir le slandail
sonrai pearsanta a bailiodh trf theicneolaiochtaf faireachais.

Nuair a tharlaionn monatodireacht bheo chéras CCTV,
seachas bheith ag fail rochtana ar an scannanaiocht ar
bhonn eachtra, thug an DPC teip faoi deara ag rialaitheoirf
sonraf léirid go raibh rochtain a fail ar na corais CCTV go
cui na go raibh siad & mbainistiu go cui. Téama coitianta
eile sna hudarais aititla sin a ndearnadh inidchadh orthu
na easpa thuairiscithe rialta faoi phriomh-mhéadracht
leithéidf an lfon uaireanta a ndearnadh rochtain ar chéras
nd an cuspdir a bhain leis an rochtain.

Is feidir go spreagfadh cineal na ngléasanna CCTV a
Usaidtear cliseanna imnf cosanta sonraf freisin. Is féidir
ceamaral Pan-Tilt-Zoom (PTZ) a Usaid chun zUmail isteach
6 achar sach fada ar dhaoine aonair agus ar a réadmhaoin
agus da bharr sin is féidir go mbeadh rioscai nios mé ag
baint le cumais phrdéisedla na ngléasanna seo i dtaca le
priobhaideachas daoine aonair. Ina theannta sin, ta Usaid
cheamarail ANPR ag éirf nfos coitianta in Earnail an Stait
ach ta easpa pholasaithe cosanta sonraf a rialaionn Usaid a
leithéid de theicneolaiocht suntasach.

Ta i gceist freisin leis na fiosrdchain in earnail na n-Udaras
aitidil inidchadh Usaid na gcoras pobalbhunaithe CCTV
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ata Udaraithe faoi Alt 38(3)(c) den Acht um an Gharda
Siochana 2005. Eilionn na scéimeanna seo gur rialaitheoir
sonral a bheadh san Udaras aititil agus go bhfaighff cead
6 Choimisinéir na nGardai roimh ré. Ta na fiosrdchain ag
scrudd, i measc rudaf eile, conas ata na hudarais aitidla ag
freastal ar dhualgas rialaitheora shonraf faoi mar a éilitear
faoin Acht sin.

Agus é seo a scriobh, ta a chuid fiosrdchan curtha i

gcrich ag an DPC maidir le 6 cinn de na hudarais aitidla
thuasluaite agus ta tuairisc fhiosrdchain deiridh a tabhairt
chun criche faoi lathair don seachtd hidaras aitidil. Cé go
bhfuil a chur chuige suaithinseach féin ag gach ceann de na
hudarais aitidla maidir le conas a chuireann sé faireachas i
bhfeidhm ar a chuid saoranach, bhi de thoradh ar obair an
DPC sa réimse seo aithint cheisteanna suntasacha com-
hliontachta cosanta sonrai maidir le ceisteanna leithéidi
Usaid cheamarai CCTV faoi cheilt, Usaid CCTV chun dumpail
mhidhleathach a chosc, Usdid cheamaraf a chaitear ar

an gcorp, ceamarai deaise, dréin agus ceamaral ANPR,
ceamaral CCTV ag sidlbhealal diseanna no raonta rothar,
agus easpa pholasaithe agus mheasUnachtaf tionchair
chosanta sonraf. Ar an tsli chéanna, is clis shuntasach imni
don DPC é an tslf ina bhfuil tdarais aitidla ag comhlion-
tadh a gcuid dualgas sonraf pearsanta mar rialaitheoirf
sonraf agus an géargha ata ann le go ndéanfaidis nios mé
chun a gcuid oibriochtai a thabhairt chun comhliontachta
le reachtafocht chosanta sonraf agus chun cuntasacht a
chinntit do na cérais CCTV ata faoina smacht.

Cinnti

I measc na bhfiosrichan éagsuil ata curtha i gcrich ag

an DPC maidir le husaid teicneolafochtal faireachais ag
Udarais aitidla, ta dha fhiosrdchan tugtha chun criche

ag an DPC — faoi Chomhairle Contae Chiarraf agus faoi
Chombhairle Cathrach agus Contae Phort Lairge maidir lena
n-Usaid trealaimh fhaireachais fhisedin, ag eisidint cinnti
deireanacha sa da cheann. Cé gur thaisc Comhairle Contae
Chiarrai achomharc i dtds baire in aghaidh chinneadh

an DPC ag an gCuirt Chuarda faoi Alt 150 den Acht um
Chosaint Sonrai 2018, tarraingfodh an t-achomharc seo siar
nios déanai ag an gComhairle.

T4 tuilleadh eolais mionsonraithe maidir leis na cinntf seo
le fail i gCaibidil 5 den tuairisc seo.

An Garda Siochana

Chomh maith leis na fiosriichain leantnacha in earnail

na n-Udaras aitidil, cuireadh fiosrdchan i gcrich ar an
nGarda Siochdna maidir le scéimeanna CCTV a chuirtear i
bhfeidhm ag na Gardaf (solathraionn Alt 38(3)(a) den Acht
um an Gharda Sfochdna 2005 bunus dlf da leithéid de
scéimeanna).

Is féidir teacht ar thuilleadh eolais mhionsonraithe maidir
leis an bhfiosrichan seo agus maidir leis an gcinneadh seo,
a eisiodh i Mi Lnasa 2019, sa tuairisc fhoilsithe “Tuairisc
faoi Ghniomhaiochtar Rialdla an DPC Bealtaine 2018 —
Bealtaine 2020" ag Aguisin 1: Faireachas ag Earnail an Stait
do Chuspoéiri Forfheidhmithe Dhlf.

Scuabadh agus Forfheidhmiu
Fhiosrichan Fianan

Le linn na bliana d” fhorbair an DPC cuid mhor ar geuid
fiosrdchan fianan, ag scrddu lion suntasach suiomhanna
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gréasain chun comhliontacht na reachtafochta abhartha
a mheasunu, .i. Rialachan 5(3), 5(4) agus 5(5) de na
Rialachdin ePriobhéideachais. (I.R. 336/2011). Foréileann
an reachtaiocht sin gur ga toilid a fhail chun aon eolas

a chur ar ghléas Usaideora, né chun teacht ar eolas

ata & stérail cheana ar a ngléas, ach amhain ma chom-
hliontar ceann amhain as dha dhioldine shrianta. Ta sé
tabhachtach tabhairt faoi deara go mbaineann an dlf le
feidhm, nf hamhain i gcas shuiomhanna gréasain, ach
freisin aipeanna maibileacha agus tairgi eile a bhaineann
Usaid as fianain no teicneolaiochtal rianaithe den chineal
céanna a osclafonn gléas. Cuireadh tus le fiosrdchain an
DPC faoi fhiandin agus fécas méadaithe an phobail le
sonru sa chulra faoi Usaid a leithéid de theicneolaiochtal
chun daoine aonair a rianu ar fud a gcuid gléasanna agus
a gcuid gniomhaiochta ar line go ginearalta.

| Mi Aibreain, d“fhoilsigh an DPC treoir nua maidir le
husaid fhianan agus teicneolaiochtai rianaithe. Tairgeadh
sin tar éis scuabtha fhianan a cuireadh i gcrich maidir le
40 suiomh gréasain idir Mi Lunasa 2019 agus Mi na Nollag
2019. Foilsiodh tuairisc faoin gcleachtadh sin in éineacht
leis an treoir.

Tugadh spriocdhata 6 mhi d”eagraiochtal chun a gcuid
suiomhanna gréasain agus seirbhisi eile a Usaideann
flanain a thabhairt chun comhliontachta. Le linn na
tréimhse sin chuir an DPC feachtas leitheadach feasachta
poibli i gcrich maidir leis an treoir nua, ag tabhairt le fios
g0 raibh sé i gceist aige tosu ar bhearta leantacha forf-
heidhmithe le linn Q4 de 2020.

Ag eascairt as a chuid fiosruchan fianan, ar 27 Samhain
2020, scriobh an DPC chuig 18 n-eagraiocht agus chuig
dha eagraiocht eile ar 14 Nollaig 2020, maidir le ceisteanna
neamhchomhliontachta ar a sufomhanna gréasain, ag
tabhairt rabhaidh faoi rin an DPC Fograi Forfheidhmithe
a eisivint gan tuilleadh fégra a thabhairt, murar tugadh
aghaidh ar na ceisteanna neamhchomhliontachta seo
laistigh de 14 13. Bhi na litreacha seo éifeachtach maidir
le roinnt eagrafochtai a thabhairt go suntasach chun
comhliontachta né chun comhliontachta iomldine gan ga
a bheith ann le haghaidh tuilleadh beart forfheidhmithe
ag an DPC. Leanfaidh an DPC air, afach, de bheith ag
déanamh monatdireachta ar staid reatha na comhlion-
tachta ar bhonn leandnach ag gach eagraiocht a ndearna
an DPC teagmhail leo maidir lena n-usaid fhianan.

Theip ar roinnt eagraiochtafl déthain céimeanna leastchain
a thogail chun a suiomh gréasain a thabhairt chun com-
hliontachta laistigh den tréimhse 14 14 a bhi leagtha amach
ag an DPC ina chuid litreacha déibh. Da thoradh sin, ar 21
Nollaig 2020, sheirbheail an DPC Fégrai Forfheidhmitchain
ar sheacht n-eagraiocht le haghaidh neamhchomhlion-
tachta. Eisiodh na fégrai de bhun Rialachain 17(4) de na
Rialachain ePriobhéideachais (I.R. 336/2011 do sharuithe
Rialachain 5, lena n-diritear teip maidir le toilid bailf a

fhail d " Usaid fhianan agus teip maidir le heolas soiléir
agus cuimsitheach a sholathar faoi Usaid fhianan ar na
sufomhanna gréasain abhartha.

Bhi sé suntasach freisin le linn 2020 gur thosaigh an

DPC de bheith ag feiceail nfos mé gearan agus cliseanna
imni 6n bpobal faoi Usaid fhianan agus teicneolaiochtaf
rianaithe agus tathar ag suil leis go leanfar den treocht seo.

Leanfaidh fiosrdchain agus forfheidhmil sa réimse seo de
bheith mar phriomheilimint de chuid ghnfomhaiochtal an
DPC 2021 agus nios déanai.
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Uimh. Uimh. Thaifid Teideal Cinedl bearta agus lonad

1. 2018/4097 An tSeirbhis Clairteanna v. Achomharc reachtuil

DPC (Pairti Fégra: PM) An Chuirt Chuarda

Toradh:

Tri chinneadh a bhfuil data 13 Meitheamh 2018 air, a rinneadh faoi na hAchtanna
um Chosaint Sonraf, 1988 agus 2003 (Achtanna CS”), mheas an Coimisinéir
Cosanta Sonraf gur theip, tri fhoilsid breithitnais a d” aithin an Pairti Fogra lena
ainm, i gclinsi ina raibh treoir tugtha ag an Ardchuirt nios luaithe nar chéir ainm
an Phairti Fhogra a fhoilsid, gur theip ar an tSeirbhis Clirteanna (1) a dhualgas

a chomhlionadh maidir le bearta cui slandala a dhéanamh in aghaidh nochtadh
neamhudaraithe shonraf pearsanta an Phairti Fhogra, in aghaidh Ailt 2(1)(d) de na
hAchtanna CS; (2) gur phroisedil si sonrai pearsanta an Phairti Fhégra (agus sonraf
pearsanta fogaire) gan bunus dli faoi Ailt 2A agus 2B de na hAchtanna CS.

Tri bhreithitinas a fograiodh ar 6 Feabhra 2020, dhidltaigh an Chuirt Chuarda
d“achomharc ag an tSeirbhis Culirteanna, agus an tSeirbhis Clirteanna tar éis
orduithe a lorg chun an breithidnas a chur ar leataobh chomh maith le cinneadh
an DPC gur “rialaitheoir sonrai” a bhi sa tSeirbhis Clirteanna do chuspdiri na
nAchtanna CS.

Chuir an Chuirt Chuarda srian, afach, leis an tréimhse ama a bhi intagartha do
sharuithe na Seirbhise Clirteanna Ailt 2A agus 2B de na hAchtanna CS go dtf an
tréimhse 12 Bealtaine 2014 go 15 Bealtaine 2014. | dtaca leis an gCuirt, freisin, chuir
si ar leataobh cinneadh an DPC go raibh teipthe ar an tSeirbhis Clirteanna a cuid
dualgas (slandala) a chomhlionadh faoi Alt 2(1)(d) de na hAchtanna CS.

Nior ordaiodh aon chostais idir an tSeirbhis Clirteanna agus an DPC. Tugadh treoir
don tSeirbhis Cuirteanna dha thrian de chostais an Phairti Fhogra a foc, agus an
fuflleach le hioc ag an DPC.

Tabhair faoi deara go bhfanann na srianta tuairiscithe a cuireadh i bhfeidhm tri
Ordu an Bhreithimh Linnane, dar data 26 Samhain 2018, maidir le céannacht an
Phairti Fhogra, i bhfeidhm trf ordd na hArdchdirte.

2. 2019/211 CA Doolin v: DPC (Pairti Achomharc reachtuil
Fégra: Ospis agus An Ardchuirt
Seirbhisi Caraim Mhuire

Toradh:

Cheadaigh an Ardchuirt achomharc ar phointe dli in aghaidh cinnidh nios luaithe na
Clirte Cuarda (1 Bealtaine 2019) inar sheas an Chuirt Chuarda lena seal le cinneadh
reachtuil de chuid an Choimisinéara Chosanta Sonraf a rinneadh faoi Alt 10 de na
hAchtanna um Chosaint Sonraf, 1988 agus 2003.

Mheas an Ardchuirt narbh fhéidir cinneadh a rinneadh ag an gCuirt Chuarda ag cur
iniul gurbh ionann Usaid abhair a baineadh as scannanaiocht CCTV i gcomhthéacs
éisteachta smachtaithe agus proiseail do chuspdiri slandala, narbh fhéidir an
cinneadh sin a cheadd bunaithe ar an bhfianaise. Da réir sin, bhi earraid dli déanta
ag an DPC nuair a mheas sé nach ndearnadh aon phroisedil bhreise ar shonraf
pearsanta an larrataséra nuair a Usaideadh abhar a baineadh as an scannanaiocht
faoi thracht ag fostoir an larratasora le linn éisteachta smachtaithe, 6s rud é go
bhfuarthas a leithéid d “abhar do chuspdir difridil, .i. cuspdir a bhain le clrsaf
slandala.
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Data an Bhreithitinais/Ordu

6 Feabhra 2020

Stadas Reatha an Chais:

Ta Breithitnas agus Ordd

na Cuirte Cuarda faoi réir ag
achomharc don Ardchuirt faoi
phointi irithe dli, achomharc
atd déanta ag an tSeirbhis
Cuirteanna.

Ar leithligh, ta iarratas déanta
ag an DPC chun Breithilnas
agus Ordu na Cuirte Cuarda a
athrd sa mhéid gur cheadaigh
an Chuirt Chuarda an
t-achomharc maidir le hAlt 2(1)
(d) de na hAchtanna CS agus
gur fhorfheidhmigh si srian
ama ar sharu na Seirbhise
Clirteanna Ailt 2A agus

2B.Ta an DPC ag déanamh
achombhairc freisin in aghaidh
orduithe na Cuirte Cuarda le
haghaidh costas.

21 Feabhra 2020

Stadas Reatha an Chais:

Ta Breithitinas agus Ordu

na hArdchuirte faoi réir

ag achomharc breise don
Chuirt Achomhairc; td an
t-achomharc sin liostaithe
le haghaidh éisteachta ar 26
Meitheamh 2021.
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Uimh. Uimh. Thaifid Teideal Cinedl bearta agus lonad

3. 2019/564 JR An Roinn Gnéthai Athbhreithnil Breithitinach
Fostaiochta & Coimirce An Ardchuirt
Séisialta v. DPC

Toradh:

Tar éis toilithe, chuir an Ardchdirt cinneadh de chuid an DPC ar neamhni ar 5
Meitheamh 2019, cinneadh mar a raibh an DPC tar éis seasamh le gearan a rinneadh
ag duine ainmnithe maidir le dlithidlacht phrdiseail na Roinne shonraf pearsanta a
bhaineann le hiocaiochtal sochair linbh.

4. 2019/5078 An Roinn Gnéthai Achomharc reachtuil
Fostaiochta & Coimirce CUirt Chuarda Bhaile Atha
Séisialta v. DPC Cliath

Toradh:

Tar éis toilithe, caitheadh amach achomharc a thug an Roinn in aghaidh cinnidh de
chuid an DPC a rinneadh ar 5 Meitheamh 2019 [an cinneadh céanna a ndéantar
tagairt dé thuas], gan aon ordu le haghaidh costas, i gclinsf inar cuireadh ar
neamhni, de bhun imeachtaf ar leith athbhreithnithe bhreithiinaigh a tugadh ag an
Roinn, an cinneadh faoi thracht ag ordu a rinneadh ag an Ardchuirt, tar éis toilithe, ar
3 Marta 2020 (féach an iontrail ag mir 3 thuas).

5. Athbhreithnil Breithilnach

An Ardchuirt

Consumentenbond &
daoine eile v. DPC

2020/305 JR

Toradh:

Ar 1 Bealtaine 2020, rinne na hlarratasoirf iarratas don Ardchuirt tri mhean
athbhreithnithe bhreithidnaigh chun orduithe dirithe a lorg maidir leis an gcur i gcrich
ar fhiosrdchan leanunach reachtdil a bhfuil an DPC ag tabhairt faoi i dtaca le proiseail
sonraf suimh ag Google. Agus téarmaf dirithe aontaithe idir na pairtithe, caitheadh na
himeachtal amach, tar éis toilithe, ar 29 Meitheamh 2020. Ni dhearnadh aon ordu le
haghaidh costas.

6. 2018/139 Nowak v. DPC

(Pairti Fégra: PWC)

Achomharc reachtuil
An Chuirt Achomhairc

Toradh:

Sheachad an Chuirt Achomhairc breithitinas scriofa ar 1 1Gil 2020, ag didltd
achomhairc ag an Uas. Nowak in aghaidh breithidnais a rinne an Ardchuirt nios
luaithe ina raibh an Ardchuirt tar éis seasamh le cinneadh de chuid an DPC ag cur in
il nach raibh sonraf pearsanta a bhain leis an Uas. Nowak le fail i meabhrain airithe
a bhi & gcoinnedil ag PWC, agus mar sin de nach raibh an tUas. Nowak i dteideal ceart
rochtana ar na rudaf céanna a chleachtadh.

Tar éis a bhreithitnais, sheachad an Chuirt Achomhairc riald scriofa ar 27 1Gil 2020
faoi cheist na gcostas, ag meas go bhfuil ar an Uas. Nowak {oc as costais achomhairc
an DPC os comhair na Clirte Achomhairc agus freisin as costais na gcuirteanna
faoina bun sin.

Ar leithligh, rinne an tUasal Nowak iarratas don Chuirt Uachtarach le haghaidh cead
chun achomharc breise a thabhairt don Chuirt sin. Didltaiodh an t-iarratas sin ag
cinneadh scriofa a rinneadh ag an gCuirt Uachtarach ar 16 Nollaig 2020.
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Data an Bhreithitinais/Ordu

3 Mérta 2020
(Ordu Deiridh)

Stadas Reatha an Chais:

Imeachtaf tugtha chun criche.

5 Marta 2020
(Ordu Deiridh)

Stadas Reatha an Chais:

Imeachtafl scortha.

29 Meitheamh 2020
(Ordu Deiridh)

Stadas Reatha an Chais:

Imeachtafl scortha.

1 1Gil 2020
(Breithitnas Scriofa)

Stadas Reatha an Chais:

Imeachtafl tugtha chun criche.
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Uimh. Uimh. Thaifid Teideal Cinedl bearta agus lonad

7. 2018/140 Nowak v. DPC Achomharc reachtuil
(Pairti Fégra: Cuntasoiri An Chuirt Achomhairc
Cairte na hEireann)

Toradh:

Sheachad an Chuirt Achomhairc breithitiinas scriofa ar 1 1Gil 2020, ag didltu
achomhairc ag an Uas. Nowak in aghaidh breithiéinais a rinne an Ardchdirt nios
luaithe ina raibh an Ardchuirt tar éis seasamh le cinneadh de chuid an DPC ag cur
in idl, i gcomhthéacs iarratais duine ar a shonrai, go raibh an tUas. Nowak i dteideal
coip a fhail da chuid sonrai pearsanta amhain, tar éis don Uas. Nowak maiomh go
raibh sé i dteideal teacht a bheith aige ar a chuid sonraf pearsanta ina bunfhoirm, is
€ sin ina foirm lom.

Tar éis a breithitinais, sheachad an Chuirt Achomhairc riald scriofa ar 27 1Gil 2020
faoi cheist na gcostas, ag meas go bhfuil ar an Uas. Nowak foc as costais achomhairc
an DPC os comhair na Cuirte Achomhairc. Ni dhearnadh aon ordd maidir le costais
na gcuirteanna thios.

Ar leithligh, rinne an tUasal Nowak iarratas don Chuirt Uachtarach le haghaidh cead
chun achomharc breise a thabhairt don Chuirt sin. Dildltaiodh an t-iarratas sin ag
cinneadh scriofa a rinneadh ag an gCuirt Uachtarach ar 16 Nollaig 2020.

8. C-311/18 DPC v. Facebook Ireland Réamhatreord ¢ Ardchuirt
Limited & Schrems na hEireann
CJEU
Toradh:

Sheachad Cuirt Bhreithilinais an Aontais Eorpaigh breithidnas ar 16 1Uil 2020, inar
thug sf aghaidh ar 11 cheist a cuireadh ag Ardchuirt na hEireann i gcomhthéacs
réamhatreoraithe a rinneadh ar 4 Bealtaine 2018.

Mar achoimre, sheas an CJEU le bailiocht chinneadh de chuid Choimisiin an AE ag
corpru “na gclasal conarthach caighdeanach” trinar féidir sonrai pearsanta a aistrid
go dlithidil én AE/LEE chuig trid tir nar glacadh le cinneadh leordhéthanachta fuithi ag
Coimisiun an AE.

Is tabhachtach a ra go ndeachaigh an CJEU ar aghaidh le soiléirid a dhéanamh

ar nadur agus ar mhéid na ndualgas a bhfuil easpértalaithe sonraf agus Udarais
mhaoirseachta faoi réir acu in aon chas mar a mbitear ag brath ar CCU chun aistrithe
sonraf chuig trid tir a dhlisteand, agus é i gceist cinntit go dtugtar, i dtéarmai cosainti
cui, ceart infheidhmithe agus réiteach éifeachtach dli, leibhéal cosanta d “abhair
shonrai a n-aistritear a gcuid sonraf chuig trid tir atd comhionann, go bunusach, leis
an leibhéal sin a rathaitear laistigh den AE ag an GDPR, agus an Chairt & cur san
aireamh.

Tar éis cinnti dirithe a dhéanamh a bhfuil feidhm ghinearalta ag baint leo maidir le
leordhdéthanacht na cosanta a sholathraitear do shaoranaigh de chuid an AE sna
Stait Aontaithe, rialaigh an CJEU freisin go raibh cinneadh Choimisidn an AE, ag
glacadh leis do na socruithe “Sciath Phriobhaideachais” d”aistrithe sonrai do SAM, go
raibh sin neamhbhaili.

Tabhair faoi deara go raibh ceist na gcostas sna bunimeachtaf faoi réir ag riald ar
leith ag an Ardchuirt a rinneadh ar 28 Deireadh Fémhair 2020; tagraitear do sin ag
mir 12 thios.

Féach cur sios mionsonraithe ar na himeachtaf seo in Aguisin V.
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Data an Bhreithitinais/Ordu

1 1Gil 2020
(Breithitinas Scriofa)

Stadas Reatha an Chais:

Imeachtaf tugtha chun criche.

16 Uil 2020
(Breithilnas scriofa)

Stadas Reatha an Chais:

Imeachtafl tugtha chun criche.
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9. 2020/5 Scott v. DPC Achomharc in aghaidh
ordaithe a rinneadh in
athbhreithnid breithitinach
An Chuirt Achombhairc

Toradh:

Tri bhreithitnas scriofa ¢ 5 Nollaig 2019, chaith an Ardchdirt amach imeachtaf
athbhreithnithe bhreithitinaigh a tugadh ag Ms Scott faoi Thaifead na hArdchuirte
Uimh. 2019/95 JR. Caitheadh na himeachtai amach ar chliseanna bréagchdirte, ar
iarratas an DPC, tar éis don DPC cinnti a sheachadadh nios luaithe maidir le gearain
airithe a rinneadh ag an larratasair. (Ina cuid imeachtaf athbhreithnithe bhreithidnais,
bhi orduithe iarrtha ag Ms Scott ag déanamh riachtanach seachadadh chinnti maidir
lena cuid gearan.)

Ar 3 Eanair 2020, rinne Ms Scott achomharc in aghaidh Bhreithitinas agus Ordu na
hArdchuirte.

I ndeireadh na dala, d “aontaigh Ms Scott an t-achomharc sin a tharraingt siar.
Caitheadh amach é in am tratha, tar éis toilithe, ar 31 Uil 2020.

Tabhair faoi deara go bhfuil ceann den d& chinneadh a seachadadh ag an DPC a
dtagraitear do thuas faoi réir faoi lathair ag achomharc reachtuil (ar leith) a tugadh ag
Ms Scott i gCuirt Chuarda Bhaile Atha Cliath. Nior tosaiodh éisteacht an achomhairc
sin fos.

10. 2020/00172 Combhairle Contae Achomharc reachtuil
Chiarrai v. DPC Clirt Chuarda Chiarraf

Toradh:

Tarraingiodh siar achomharc a tugadh ag Comhairle Contae Chiarraf in aghaidh
chinneadh de chuid an Choimisidin a rinneadh ar 3 Marta 2020 tar éis fiosrdchain
faoin Acht um Chosaint Sonraf 2018 (a bhaineann le hisaid CCTV ag an gComhairle
i gcomhthéacsanna airithe), tarraingfodh siar sular éist an chuirt leis. Nf dhearnadh
aon ordu le haghaidh costas.

11. 2017/464 CA Grant Thornton Achomharc in aghaidh
2017/459 CA Corporate Finance v. ordaithe a rinneadh i
Scanlan ngniomh iomlanach

An Chuirt Achomhairc /
An Chuirt Uachtarach

Toradh:

Ar 31 Deireadh Fémhair 2019, dhidltaigh an Chuirt Achomhairc achomharc ag an
gCosantoir, Ms Scanlan, in aghaidh ordaithe a rinne an Ardchuirt nios luaithe ag
didltd iarratas idirbhreitheach Ms Scanlan chun an DPC a cheangal leis na himeachtai
seo. (Baineann na himeachtaf le didltd Ms Scanlan céimeanna airithe a thogail maidir
le heolas a fuair si 6 Grant Thornton a bhaineann le trid pairtithe inaitheanta.

Ditltaiodh an t-iarratas a rinne Ms Scanlan ina dhiaidh sin chun cead a fhail chun
achomharc breise a thabhairt chuig an gCuirt Uachtarach, didltaiodh sin ag an gCuirt
Uachtarach tri chinneadh scriofa a rinneadh ar 31 Mean Fémhair 2020.
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Data an Bhreithitinais/Ordu

31 14il 2020
(Ordu Deiridh)

Stadas Reatha an Chais:

Imeachtaf tugtha chun criche.

10 Mean Fémhair 2020
(Ordu Deiridh)

Stadas Reatha an Chais:

Achomharc scortha.

28 Meén Fémhair 2020
(Ordu Deiridh)

Stadas Reatha an Chais:

Imeachtal tugtha chun criche.
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12. 2019/718 JR Scott v. DPC Athbhreithnil breithitinach

An Ardchuirt

Toradh:

Tri Ordd 6 13 Deireadh Fomhair 2020, a rinneadh le toilid na bpairtithe, chaith an
Ardchuirt amach imeachtaf athbhreithnithe bhreithidinaigh a tugadh ag Ms Scott faoi
Thaifead Ardchuirte Uimh. 2019/718 JR, tar éis don DPC cinneadh a sheachadadh
nios luaithe maidir le gearan ar leith a rinneadh ag an larratasdir. (Ina cuid imeachtaf
athbhreithnithe bhreithidnaigh, d “iarr Ms Scott ordd a dhéanfadh riachtanach
seachadadh an chinnidh faoi thracht).

Bronnadh na costais ar Ms Scott.

Ta an cinneadh a seachadadh ag an DPC faoi réir faoi lathair ag achomharc reachtuil
(ar leith) a tugadh ag Ms Scott i gClirt Chuarda Bhaile Atha Cliath. Nior tosafodh
éisteacht an achomhairc sin fés.

13. 2016/4809P DPC v. Facebook Ireland Gniomh iomlanach ag
Limited & Schrems jarraidh réamhatreoraithe
don CJEU
An Ardchuirt
Toradh:

Tar éis aighneachtai scriofa agus béil ag na pairtithe, rinne an Ardchuirt riald ar 28
Deireadh Fomhair 2020, ag tabhairt treorach don DPC costais an Uas. Schrems a ioc
do na himeachtaf san Ardchuirt agus sa CJEU.

Dhidltaigh an Ard-Chuirt iarratas an Choimisitin Cosanta Sonraf ar ordd chun a
ordu ar Facebook costais an Choimisitin Cosanta Sonraf a foc agus an fhreagracht a
ghlacadh as an costais sin faoi mar gur ordaiodh don Choimisidn Cosanta Sonraf an
tUasal Schrems a foc.

14. 2020/02845 An Coimisitin Cosanta larratas reachtuil
Sonrai i leith Tusla/an CUirt Chuarda Bhaile Atha
Ghniomhaireacht um Cliath
Leanai agus an Teaghlach

Toradh:

Ariarratas an Choimisitin Cosanta Sonraf, rinne an Chuirt Chuarda ordud de bhun
alt 143(2) den Acht um Chosaint Sonraf 2018, inar dearbhaiodh fineail riarachain a
thobhaigh an Coimisidn Cosanta Sonraf ar Tusla (suim €75,000) de bhun chinneadh
an Choimisitin Cosanta Sonraf arna dhatd an 7 Aibrean 2020 i ndiaidh fiosrtiichan

a rinneadh faoin Acht um Chosaint Sonrai 2018. Damhadh costais don Choimisitin
Cosanta Sonral chomh maith.
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Data an Bhreithitinais/Ordu

13 Deireadh Fémhair 2020
(Ordu Deiridh)
Stadas Reatha an Chais:

Imeachtaf tugtha chun criche.

28 Deireadh Fémhair 2020
(Rialu scriofa)

Stadas Reatha an Chais:

Nior tugadh an t-ordud deiridh
chun criocha fos agus mar sin
ni dheachaigh an tréimhse
ama chun an t-achomharc
(més ann dd) a thionscnamh
in éag.

4 Samhain 2020
(Ordu Deiridh)

Stadas Reatha an Chais:

larratas curtha i gcrich.
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Vaoirseachnt

Le rannphairtiocht le heagraiochtai na earnala poibli agus na hearnala
priobhaidi, lucht déanta beartas agus reachtdiri is féidir leis an gCoimisiun
Cosanta Sonrai tuiscint a fhail ar na bealai a ndéanann rialaitheoiri agus
proisedlaithe sonral pearsanta a phroiseail, agus cuirtear ar chumas an
Choimisitin Cosanta Sonrai abhair imni faoi chosaint sonraf pearsanta a
shainaithint go réamhghniomhach agus, i gcas tairgi n6 seirbhisi ura, a
chinntid go bhfuil na heagraiochtaf ar an eolas faocina n-oibleagaidi um
chomhlionadh agus fadhbanna a d'fhéadfadh teacht chun cinn sula dtosoéfar

ag proiseail na sonraf pearsanta.

Is é is aidhm leis an rannphairtiocht mhaoirseachta treoir
a sholathar do phairtithe leasmhara agus chun ceangal
go réamhghniomhach mar rialtéir ag a bhfuil laithreacht
infheicthe, ag cinntit go seasfar le cearta um chosaint
Usaideoiri seirbhise. Ar an tsli sin, tacaionn an Coimisiun
Cosanta Sonraf le cearta daoine aonair trf sharuithe
féideartha a mhaold sula dtarlaionn siad. Ta feidhm na
Maoirseachta ina cuid thabhachtach den chreat rialala,
mar trina chinntid go gcuirfear an dea-chleachtas i
bhfeidhm ag céimeanna pleanala tionscadail bainfear
torthaf nios fearr amach d'dbhair shonraf agus nf bheidh a
oiread ga ann le gniomhaiocht ex-post ata dian ¢ thaobh
acmhainni de don Choimisitin Cosanta Sonra.
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Fuair an Coimisitin Cosanta Sonrai 724 iarratas ar chom-
hairliichan le linn 2020. Is é seo a leanas miondeall earnéla:

# %
An Earnail Phriobhaideach 413 57%
An Earnail Phoibli 191 26%
An Earnail Slainte 89 13%
An Earnail Dheonach/Charthanachta 23 3%
An Earnail um Fhorfheidhmid DIi 8 1%
lomlan 724
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An Earnail Sldinte

Chuir an Coimisiun Cosanta Sonrai tus leis an mbliain

tri fhreastal ar 6caidi i roinnt ospidéil mhora, ag obair

le hOifigigh Cosanta Sonraf chun comhairle agus treoir
phraiticitil a thabhairt do bhaill foirne cdraim slainte

ar an line thosaigh. Cé gur cuireadh srian leis an obair
fhor-rochtana sin mar gheall ar phaindéim Covid-19, ta
sé beartaithe tus a chur leis an gclar an-rathuil seo a aris
nuair is féidir in 2021.

Covid-19

Bhi 2020 ina bhliain neamhghnach agus dhushlanach mar
gheall ar phaindéim Covid-19. Bhf an Coimisiun Cosanta
Sonrai pairteach 6 luathchéim in obair chun cuidiu le
heagraifochtal tuiscint a fhail ar na himpleachtaf cosanta
sonraf a bhaineann leis an gcuid mhor beart ar iarradh
orthu tabhairt futhu chun dul i ngleic le scaipeadh an

viris. D'oibrigh an Coimisitin Cosanta Sonraf chomh maith
le Ranna Rialtais lena chinntid go raibh cosaint sonraf &
cur san direamh go cuf i bhforbairt beartas poibli agus
reachtafochta i gcomhthéacs na paindéime.

D'fhoilsigh an Coimisiiin Cosanta Sonrai treoir agus
bldirf blag ar réimse topaici a raibh tionchar ag Covid-19
orthu, lena n-diritear Sonraf Custaiméiri a Phroiseéil lena
n-diritear Rialt Teagmhalaithe Covid-19, na himpleachtaf
Cosanta Sonrai maidir leis an bPrétacal um Fhilleadh go
Sabhailte ar an Obair, agus Sonraf Pearsanta a Chosaint
agus Cianobair & Déanamh.

Sna réimsi maidir le beartas agus reachtaiocht na
slainte poibli, d'oibrigh an Coimisidin Cosanta Sonrai
leis an Rialtas i ndail le réimsi amhail Protacal naisidnta
um Fhilleadh go Sabhailte ar an Obair agus Foirm um
Aimsitheoir Paisinéirf Covid-19. D'oibrigh an Coimisidn
Cosanta Sonraf leis an FSS chomh maith maidir leis na
himpleachtaf cosanta sonraf a bhaineann le teagm-
halaithe a rianu.

| bhfianaise chinedl domhanda phaindéim Covid-19,
d'oibrigh an Coimisitn Cosanta Sonrafl chomh maith le
comhphairtithe idirnaisiiinta chun cuidid a thabhairt

le dul i ngleic leis na himpleachtal cosanta sonrafi ar
bhealach comhsheasmhach. Airiodh leis sin rann-
phairtiocht in obair an Bhoird Eorpaigh um Chosaint
Sonral, ag glacadh ballraiochta ar thascfhérsa Covid

an Tiondil Priobhaideachta Dhomhanda, agus ag obair
go direach le comhghleacaithe ag Oifig Choimisinéir
Faisnéise na Riochta Aontaithe. Leanfaidh an Coimisiin
Cosanta Sonraf ag obair le comhphairtithe domhanda

in 2021 lena chinntid go dtabharfaimid comhairle cruinn
faoin dea-chleachtas d'eagrafochtaf in Eirinn, ag breathnu
go hairithe ar phroiseail sonraf pearsanta a bhaineann le
vacsainf agus clair vacsainithe.

Aip Rianaithe Teagmhalaithe Covid19

Ag céim luath i scaipeadh domhanda vireas Covid-19,
aithnfodh ar bhonn idirnaisidnta go mb'fhéidir go
bhféadfaf Usaid a bhaint as aipeanna fén pdca chun
cuidiu le hiarrachtaf rianaithe teagmhalaithe. | mi an
Mharta 2020, chuir an Coimisiun Cosanta Sonrai tis le
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rannphairtiocht chomhairleach le pairtithe leasmhara an
Rialtais maidir leis an bhféidearthacht go bhforbrdéfaf aip
naisidnta rianaithe teagmhalaithe. Chuir an Coimisiun
Cosanta Sonrai béim ar na dushlain shuntasacha maidir
le cosaint sonraf a thiocfadh chun cinn 6 aon Usaid as
sonraf suimh, go hairithe, agus ar an nga a bhi ann don
Rialtas abhair imni faoi chosaint sonraf a chorpru ag an
gcéim is luaithe den tionscadal.

| gcomhthrath le plé le pairtithe leasmhara thionscadal
naisidnta na haipe, bhi an Coimisiin Cosanta Sonraf
pairteach i dtaighde agus i bplé le comhghleacaithe
idirnaisitinta chomh maith chun tuiscint nios iomlaine a
fhail ar impleachtai cosanta sonraf an réitigh theicneo-
lafoch sin a bhi ag teacht chun cinn agus a bhi a fhorbairt
go gasta. Airfodh leis sin teagmhail a dhéanamh le Google
agus le Apple, comhfhorbrairf an Chérais Fégra Nochta
Bluetooth-bhunaithe ar a mbeadh aip na hEireann
bunaithe.

Chriochnaigh an chéad chéim den phrdéiseas comhair-
leach ar an aip le soldthar grinnthuarascala én gCoimisiun
Cosanta Sonrai maidir le Measunu um Thionchar ar
Chosaint Sonraf (DPIA) le haghaidh aip Rianaire Covid na
hEireann. Agus scridd & dhéanamh ar an DPIA sin, ba
mhian leis an gCoimisitin Cosanta Sonrai a chinntid sula
ndéanfaf aip a sheoladh lena huséid ag pobal na hEireann,
go ndéanfal measunu imleor ar gach riosca ar chosaint
sonrai agus go gcuirfi san aireamh iad. Rinneadh an DPIA
a mheasunu i bhfianaise threoir fhoilsithe an EDPB maidir
le husaid sonraf sufmh agus uirlisf rianaithe teagmhala-
cha. Ar mhaithe le trédhearcacht, molann an Coimisiin
Cosanta Sonraf go ndéanfal an DPIA agus na doiciméid
choimhdeacha ar fad a fhoilsid chun mionscrudu poibli
iomlan a éascu.

I ndiaidh sheoladh aip Rianaire Covid na hEireann, lean
an Coimisiin Cosanta Sonraf ag obair leis an Roinn
Slainte agus le pairtithe leasmhara eile maidir le hidir-in-
oibritheachta aipe trasteorann a chur chun feidhme agus
maidir le monatdireacht ar chur i bhfeidhm na gcosainti
chun na sonraf pearsanta a bproisediltear a chosaint.

Géanémaiocht

In 2020, mar chuid da chuid oibre le hearnail an taighde
slainte, ghlac an Coimisitn Cosanta Sonraf pairt i
gcleachtadh maoirseachta le Genuity Science (Ireland)
Ltd, chun athbhreithnit a dhéanamh ar bhearta um
chomhlionadh cosanta sonraf na cuideachta agus nuair
ba ghé a lorg go ndéanfaidh gniomh leighis. Airiodh leis
sin féachaint ar chorais le haghaidh bainistiocht toilithe
agus astarraingt toilithe ag rannphairtithe taighde, chomh
maith leis na coinniollacha maidir le rochtain trid pairti
ar shonraf taighde a shoiléirid. In 2021, leanfaidh an
Coimisiun Cosanta Sonraf leis an rannphairtiocht sin, ag
lorg go gcuirfear moltaf a chuirfear ar aghaidh ina chéad
chéim chun feidhme.

Sa réimse géanémaiochta ata ag fas, agus in eolafocht na
beatha i gcoitinne, glacann an Coimisiin Cosanta Sonraf
rél réamhghniomhach ag obair leis an tionscal agus le
taighdeoirf lena chinntit go solathrofar torthaf clraim
sldinte tabhachtacha ar bhealach a n-urramaitear cearta
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um chosaint sonrai daoine aonair. Mar chuid den straitéis
sin, d'oibrigh an Coimisitin Cosanta Sonrai chomh maith
le grdpa tionscail sna réimsi maidir le feisti leighis, agus
teiripe ceall agus géinte, agus d'oibrigh sé lenar gcom-
hghleacaithe Eorpacha ar cheisteanna maidir le cur i
bhfeidhm an RGCS ar thaighde eolajochta.

An Earnail Phoibli

Chomh maith le rannphairtiocht leis an Rialtas agus

le comhlachtai poibli ar chursai maidir le Covid-19,
sholdthair an Coimisitn Cosanta Sonrai treoir ar réimse
de bhearta reachtacha agus beartais phoibli in 2020.

O tugadh isteach an RGCS agus an tAcht um Chosaint
Sonraf 2018, d'oibrigh an Coimisiiin Cosanta Sonraf chun
caidreamh a chothu le priomhchinnteoirf i gcomhlachtaf
poibli chun rannphairtiocht luath ar thograi reachtacha
agus ar thionscnaimh bheartais a éascu agus leanadh
leis sin in 2020. Agus an bhéim & cur ar bhuarthai maidir
le cosaint sonraf cinntitear go ndéanfar prionsabal na
cosanta sonraf tri dhearadh a urramu agus go bhfuil

sé ar mhaithe le seasamh le cearta um chosaint sonraf
shaorénaigh na hEireann.

Samplaf de chomhairliiichain reachtacha:

e Na Rialachéin fan an Acht Slainte 1947 (Alt 31A —
Ceanglais Shealadacha) (Foirm um Aimsitheoir Pais-
inéiri Covid-19) 2020.

¢ Na Rialachain fan an Acht Slainte 1947 (Alt 31A — Sri-
anta Sealadacha) (Covid-19) (Uimh. 4) 2020.

¢ An Rialachdin um Thracht ar Bhoithre (Ceadinu
Tioméanaithe) (Leasu) (Uimh. 8) 2020

* An tAcht Foraoiseachta (Foralacha lighnéitheacha)
2020

e Trasuiomh Threoir (AE) 2019/770 maidir le gnéithe
airithe a bhaineann le conarthai chun abhar digiteach
agus seirbhisi digiteacha a sholathar

 Bille an Gharda Siochana (Taifeadadh Digiteach ) —
Scéim Ghinearélta

* An Bille um Chaomhnu agus Aistrid Taifead Sonraithe
de chuid an Choimisitin Imscraddchain (Arais Mai-
threacha agus Nafonan agus Nithe Airithe Gaolmhara)

e An Bille um Choimisitn Ardoideachais 2020

* Trasuiomh ar an 50 Treoir AML agus cruthu clar
Uinéireachta tairbhidla le haghaidh (a) lontaobhais (b)
Cuntais Bainc (c) Feithicli Infheistiochta agus comhair
chreidmheasa

* An Bille Airgeadais — Bailid idirbheart cartai creidm-
heasa comhiomlana na gCoimisinéiri loncaim 6 in-
stitividi Airgeadais maidir le bailid CBL ¢ mhiondioltdiri
ar line

* Trasuiomh Threoir 2018/1972 in Eirinn lena mbu-
naitear an Céd um Chumarsaid Leictreonach Eorpach

* An Bille um Adhlacthaf InstitiGideacha Airithe (Idirgh-
abhélacha Udaraithe)

Samplai de Chomhairlidchain Neamhreachtacha

o Cuirigcrich Ardteistiméireacht 2020 agus Cérais Grad
Riofa i gcomhthéacs Covid-19
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e Tionscnaimh éagsula maidir le sonraf seirbhise poibli
faoi stitir OGCIO lena n-airitear Cataldg um Shonraf
Seirbhise Poibli agus Bord Rialachais na Sonrai Seir-
bhise Poibli

e Solathar ar line na tastala naisilinta teoirice tiomanaf

e Comhroinnt sonraf idir an Comhad Naisitinta Feithiclf
agus Tiomanaithe (NVDF) agus an Garda Sfochana

e Cuirigcrich Dhaondireamh 2021 ag CSO

* Tionscadal Voter.ie, arna riar ag Comhairle Cathrach
Bhaile Atha Cliath thar ceann Chomhairle Cathrach
Bhaile Atha Cliath agus Fhine Gall, Dhun Laoghaire-
R&th an DUin, Chomhairle Contae Bhaile Atha Cliath
Theas

* Forbairt bunachair sonraf naisiinta maidir le Dliteanas
Trid Pairtithe

e Proisedil sonral comhionannais ag comhlachtai na
hearnala poibli chun criocha staidrimh

e (Codras Bainistiochta tiondntachta an Bhoird um Thi-
ondntachtal Conaithe

* Proisedil sonraf pearsanta ag Cuideachtai Bain-
istiochta Uinéirf ar Fhorbairt llaonad, leis an nGniom-
haireacht Tithfochta

e Combhairlidchan ilgheallsealbhoirf ar mhéadru cliste
leictreachais

+ Uséid drén i bhforfheidhmit dramhaiola ag Udarais
Aitidla

Ardteistiméireacht 2020

Rinne an Coimisiun Cosanta Sonrai teagmhail go réam-
hghniomhach leis an Roinn Oideachais agus Scileanna
maidir lena phleananna le haghaidh Ardteistiméireacht
athbhreithnithe do 2020 mar gheall ar phaindéim
Covid-19. Ba é an focas inar gcomhairlidichan leis an
Roinn a chinntit go ndearnadh measunu cui ar an
Ardteistiméireacht athbhreithnithe 6 thaobh cosaint
sonrai pearsanta de agus go raibh proiseail na sonraf
coir, dleathach agus go ndearnadh i ar bhealach tréd-
hearcach i ngach céim den phrdiseas. Chuir an Coimisiun
Cosanta Sonraf béim faoi leith ar a chinntit go mbeadh
trédhearcacht iomlan ann do na daltaf agus do phairtithe
seachtracha maidir le riomh na ngrad agus maidir leis

an bproiseas um caighdeanu, agus go ndeachaigh an
Roinn i ngleic go sasuil le ceisteanna a bhain le rochtain
dalta ar a rangu ranga. Cé go n-aithnfonn an Coimisiun
Cosanta Sonraf gur thainig deacrachtaf chun cinn i

dtaca le hearraid leis an algartam a Usaideadh chun
measunu a dhéanamh ar na graid a riomhadh, bhi sé
sasta gur chomhlion an Roinn a hoibleagaidi ¢ thaobh
cosaint sonraf de. Mar gheall gur chuir an Roinn faisnéis
mhionsonraithe ar fail i ndail leis an bproiseail agus

leis an doigh a ndearnadh na graid a riomh, bhi daltaf,
tuismitheoiri agus muinteoirf abalta cruinneas na ngrad
riofa deiridh a mheasunu agus a cheistiu. De dheasca
faisnéis dhéthanach agus mionscradaithe ina dhiaidh sin
ag an bproisealal ar deireadh sainaithniodh an earraid
ar tugadh go leor poibli di san algartam agus mar gheall
air sin fuair os cionn 6,000 dalta torthaf uasghradaithe.
Tugtar chun suntais leis sin an rél a dfhéadfadh a bheith
ag trédhearcacht i gcomhthéacs prionsabail na cothroime
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a chomhlionadh agus i gcomhthéacs bheith abalta
measunu a dhéanamh ar chruinneas na proiseala.

Earnail Airgeadais agus
Phriobhaideach

Ceanglais maidir le Frithsciaradh Airgid agus
Maoiniu na Sceimhlitheoireachta

Is ceist dhushlanach iad fés na ceanglais faoi na dlithe
maidir le frithscidradh airgid agus maoinid na sceim-
hlitheoireachta (AML) do rialaitheoirf maidir le sonraf
pearsanta a gcustaiméiri a phroiseail, tri chur chuige
réasunta bunaithe ar riosca, chun AML a bhrath n¢ a
chosc. Le linn 2020, d'oibrigh an Coimisitin Cosanta
Sonraf le OCSanna san earnail airgeadais maidir le
habhair imnf sna réimsf seo a leanas:

* Baililliomarcach sonraf custaiméiri i gcas nach cean-
glas dbhartha nd riachtanach é faoi na dlithe AML;

* Proisedil iomarcach de shonraf airgeadais custaiméiri
i gcas nach raibh amhras ar bith ann faoi ghniom-
haiocht neamhdhleathach agus nach raibh ga le
bearta feabhsaithe dichill chui a dhéanamh; agus

 Proifilid uathoibrithe iomarcach bunachar sonraf
custaiméirf agus liostafl faire gniomhaireachtai forf-
heidhmidchain.
Cuideachtaf a phroisedlann méideanna suntasacha sonraf
custaimeéirf le haghaidh comhlionadh AML ar choir go
mbeadh DPIA curtha i gerich acu a ndearnadh measunu
ar na riosca do dhaoine aonair i ndail leis na beartais agus
na ndsanna imeachta ata i bhfeidhm le haghaidh préiseail
AML.

Bunachair shonrai Ura le haghaidh dinéireacht Thairbhiuil
AML faoin 40 agus 50 Treoracha maidir le Frithscidradh
Airgid

Le linn 2020 ghlac an Coimisiun Cosanta Sonraf pairt i

gcomhairliuchan fairsing maidir le bund na mbunachar
sonral seo a leanas:

* An Cléraitheoir um Uinéireacht Thairbhidil Cuideachtaf
agus Cumann Tionscail agus Coigiltis. Le hlonstraim
Reachtuil Uimh. 110/2019 ceanglaitear ar gach einti-
teas corparaideach agus dlithiuil faisnéis chruinn agus
reatha maidir lena n-Ginéir tairbhidil (Ginéirf tairbhidla)
a chur isteach;

* Féachtar le Clar um Uinéireacht Thairbhidil an Bhainc
Cheannais Scidradh Airgid agus Maoiniu Sceimhli-
theoireachta a dhispreagadh agus chun iad sitd a
fhéachann lena n-Uinéireacht agus riald ar eintitis
chorparaideacha n¢ dhlithidla a cheilt a shainaithint
trina chinntid go ndéanfar Uinéiri/rialaitheoirf ar
deireadh ICAVanna, Comhair Chreidmheasa, lontao-
bhas Aonad a shainaithint; agus

* An Clér um Uinéireacht Thairbhitil lontaobhas. T& an
dréacht-reachtaiocht & hullmhu ag an Roinn Airgea-
dais.
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Méadru Cliste

In 2020 lean an Coimisitn Cosanta Sonraf ag obair leis
na pairtithe leasmhara a bhi pairteach i ndearadh agus

i gcur i bhfeidhm chldr um Méadru Cliste na hEireann.
Go sonrach, thacaigh an Coimisiiin Cosanta Sonraf leis
an nga le nios mo trédhearcachta don phobal agus do
phairtithe leasmhara ar an déigh a bhfuiltear ag tabhairt
aghaidh ar chosaint sonraf pearsanta agus na hiarrachtaf
atad & ndéanamh chun deireadh a chur le riosca ar bith
do shonral pearsanta daoine aonair n6 an riosca sin

a laghdu. Cuireann an Coimisiin Cosanta Sonrai failte
roimh na céimeanna chun feabhas a chur ar an trédhear-
cacht lena n-airitear foilsi DPIAnna ag Lionrai BSL agus
abhair threoracha nuashonraithe ag an gCoimisidin um
Rialail Féntas (CRU).

Suirbhéireacht Fintech

Le linn na céad raithe in 2020, d'iarr an Coimisiun
Cosanta Sonraf ar chuideachtal san earnail Fintech ata ag
fas in Eirinn péirt a ghlacadh i suirbhé ar chosaint sonraf.
Eisiodh ceisteanna chuig rialaitheoiri agus proéisealaithe
inar cludaiodh topaici amhail Bonn Dleathach, Cun-
tasafocht, Aistrithe Idirnaisidinta agus Ceart um Chosaint
Sonraf Daoine Aonair. Cé gur tugadh deis leis an suirbhé
don Choimisitin Cosanta Sonraf tuiscint a fhail ar leibhéal
na cosanta sonraf laistigh den tionscal, cuireadh na
heagraiochtaf ar an eolas chomh maith leis faoi inf-
haighteacht an Choimisitin Cosanta Sonrai chun cuidid
a thabhairt i gcail chomhairleach ar cheann ar bith de na
ceisteanna a cuireadh.

Airftear ar chuid de na torthai én suirbhé:

o D'éiligh 95% de na freagroiri gur chuir siad oilidint ar
na fostaithe faoi na ceanglais um chosaint sonraf;

e Bhain 66% leas as seirbhis Qifigigh Cosanta Sonraf
agus nfor chlaraigh ach 33% diobh Oifigeach Cosanta
Sonraf leis an gCoimisidn Cosanta Sonraf;

o D'éiligh 33% de na freagroiri go ndearna siad
MeasUnu Tionchair um Chosaint Sonraf maidir lena
bproiseail sonraf pearsanta agus d‘éiligh na freagroirf
ar fad gur smaoinigh siad ar aon chosaint sonraf tri
dhearadh né mar réamhshocrd ina bpréiseail né ina
gcorais teicneolaiochta;

e Aistrionn 40% diobh sonraf pearsanta lasmuigh den
LEE; agus

e Baillonn 66% de na rialaitheoir sonrai pearsanta 6
fhoinsf ata ar fail go poibli amhail an Oifig um Chlaru
Cuideachtal né Liostal de Mhainnitheoirf Canach agus
ni Usaideann ach nios It na duine amhain acu as
ceathrar foilseachain na mean sdisialta né nuachtain
chun sonrai pearsanta neamhanailiseacha a bhailiu.
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TikTok Ireland agus an Phriomhait Ghné

Le linn 2020, rinneadh initchadh ar dhearbhd TikTok
Ireland maidir lena phriomhait ghné in Eirinn chun leas

a bhaint as aonad ilfhreastail an RGCS. Agus measunu a
dhéanamh ar cibé acu ar chomhlion TikTok Ireland critéir
oibiachtula maidir leis an bpriomhait ghno, rinne an
Coimisiun Cosanta Sonraf athbhreithnit ar na doiciméid
mhionsonraithe agus na freagairti a sholathair TikTok inar
leagadh amach na bearta dlithidla, riarachain, rialachais
agus bearta eile a cuireadh chun feidhme. Breithniodh
ceist na priomhaite gnd faoi lionsa Airteagal 4(16) den
RGCS, Réamhaithris 36 den RGCS agus Treoirlinte an
EDPB maidir le priomhuddards maoirseachta rialaitheora
né proisealal a shainaithint.

Is iad seo cuid de na priomhcheisteanna a breithniodh:

* Ar cuireadh “sinid” deiridh le cinntf faoi chuspairf agus
faoi mhodhanna na proiseala?

* Anndearnadh cinnti faoi ghniomhaiochtai gno a
bhaineann le proiseail sonraf?

o (Cé aige a bhfuil an chumhacht chun cinnti a chur chun
feidhme go héifeachtuil?

o (Ca bhfuil an Stidrthdir (N6 na Stidrthdirf) ag a bhfuil an
fhreagracht bainistiochta fhoriomlan as an bpraéiseail
trasteorann lonnaithe?

* Ca bhfuil an rialaitheoir n6 an proisealaf claraithe mar
chuideachta, ma ta sé i gcrioch amhain?

Bunaithe ar a mheastnu ar na bearta a cuireadh chun
feidhme chun na critéir maidir leis an bpriomhait ghné
a chomhlionadh, bhi an Coimisitin Cosanta Sonraf sasta
ar deireadh go raibh sé ar chumas TikTok fiorfheidhmiu
éifeachtuil gniomhaiochtal bainistiochta a léirid lenar
socraiodh na priomhchinnti maidir le cuspdiri agus
modhanna na proiseala tri shocruithe seasta.
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Case Studies

Cas-staidéar 17:

Lorgaionn Vodafone sonrai fostaiochta
6 chustaiméiri

Fuair an Coimisiun Cosanta Sonrai
roinnt fiosruithe faoi gur iarr Vodafone
ar chustaiméiri ura né ar chustaiméiri
reatha a sonrai fostaiochta agus a
n-uimhir féin oibre a chur ar fail mar
cheanglas maidir le soldthar na seirbhise
6n gcuideachta sin.

Ba iad na buarthaf a thainig chun cinn go raibh

na hiarratais iomarcach agus ag teacht salach ar
phrionsabal Airteagal 5 de bhailid dleathach, coir
agus trédhearcach toisc nar bhain proiseail na
sonraf i ndail lena stadas fostalochta ar chor ar bith
leis an tairge né an tseirbhis a bhi siad ag fail 6n
gcuideachta teileachumarsaide, a bhi faoi choinne a
n-Usaid phearsanta n6 bhaile amhain.

Sa dara hait, bhi buarthaf ann nach raibh an
t-iarratas éigeantach le haghaidh ceird/ait oibre/
uimhir foin oibre custaiméara déthanach, abhartha
nd riachtanach faoin gceanglas “foslaghdu sonraf”

Cas-staidéar 18:

Geandail ar Facebook

| mi Facebook 2020, cuireadh an
Coimisiun Cosanta Sonrai ar an eolas faoi
sheoladh a bhi le teacht, ‘Facebook Dating’
san Aontas Eorpach. Ba é an t-abhar imni
an gearrfhégra a tugadh faoina sheoladh,
mar aon le faisnéis an-teoranta faoi conas
a chinntigh Facebook go gcloifeadh an
gné Gheandala le ceanglais um chosaint
sonrai. Mar thoradh air sin, rinne an
Coimisiun Cosanta Sonrai cigireacht ar an
laithrean ar oifigi Facebook i mBaile Atha
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agus nar chomhlionadh sé prionsabal an teo-
rannaithe de réir cuspéra arna leagan amach in
Airteagal 5 den RGCS.

Sa trid hait, bhi buarthal ann chomh maith i measc
custaimeéiri nar chomhlion cosaint sonrai/fégra
priobhaideachta na cuideachta ceanglas trédhear-
cachta Airteagal 13(1) den RGCS.

| ndiaidh teagmhala leis an gCoimisiun Cosanta
Sonrai, dadmhaigh Vodafone go ndearna sé
earraid i mbailid na faisnéise sin. Shonraigh an
chuideachta gur tharla na fadhbanna mar gheall

ar choéras oidhreachta TF nar nuashonraiodh chun
an ceanglas sin a bhaint agus go raibh rochtain ar
bith ar na sonraf sin thar a bheith teoranta agus nar
bhain siadsan Usaid astu le haghaidh cuspdiri breise
proiseala. Chuir Vodafone tus le plean laithreach
chun na fadhbanna a tharla a leigheas agus, ar aitit
an Choimisidin Cosanta Sonraf, d'fhoilsigh sé sonrai
ar a shufomh gréasain faoi cad a tharla, ionas go
mbeadh custaiméirf ar an eolas faoin bhfadhb.

Cliath chun doiciméid agus faisnéis nios
fairsinge a fhail. Cuireadh roinnt fiosruithe
agus abhair imni arna sainaithint ag an
gCoimisiun Cosanta Sonrai os comhair
Facebook maidir leis an tairge ur agus a
ghnéithe. Mar thoradh air sin sholathair
Facebook soiléiriu mionsonraithe maidir
le préiseail sonrai pearsanta agus rinne sé
roinnt athruithe ar an tairge sular seoladh
é in AE i mi Dheireadh Fomhair 2020.
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Airftear iad seo a leanas ar na hathruithe sin:

e soiléirid ar Usaid sonraf catagodire speisialta a bhi
an-doiléir sa chéad togra. D'aontaigh Facebook
nach mbeadh fograiocht ar bith ann ag baint
Usaid as sonrai catagoire speisialta agus nach
mbainfidh priomhsheirbhis Facebook Usaid as
sonraf catagdire speisialta;

e athruithe ar an gcomhéadan Usaideoiri thart ar
rogha creidimh reiliginaigh Usaideora ionas go
geuirfi an rogha “b'fhearr liom gan é a lua” chuig
barr liosta na roghanna;

Cas-staidéar 19:

Gné Féinmharaithe agus Féinghortaithe

Facebook

* nfos mo trédhearcachta d'dsaideoirf trina
dhéanamh soiléir sa sreabhadh claraithe gur
tairge Facebook é Geandail agus go bhfuil sé clu-
daithe i dtéarmaf seirbhise agus beartas sonraf
Facebook agus Téarmai Forliontacha Geandala
Facebook; agus

e athbhreithnithe ar an gceannteideal ar thoilid
le proiseail na sonral catagoire speisialta le
bratach a chur go sonrach nach ndéanfar sonraf
catagoire speisialta (sa chas seo rogha inscne
agus creideamh reiligiuinach) chun criocha
fégraiochta (spriocdhirithe no eile).

| dtus 2019, labhair Facebook ar dtus
leis an gCoimisiun Cosanta Sonrai

agus chuir siad a bpleananna in il do
maidir lena nUirlis chun Féinmharu
agus Féinghortu a Chosc (SSI) a leathnu,
rud a bhain le hard-algartaim a Usaid
chun monatéireacht a dhéanamh ar
idirghniomhaiocht agus ar phostalacha
ar line Usaideoiri Facebook agus
Instagram. Bhi sé beartaithe ag
Facebook go gcuideoidh an uirlis le
hasaideoiri a bhi i mbaol féinmharaithe
no féinghortaithe a shainaithint. Chuirfi
sonrai faoi na husaideoiri in iul ansin do
phairtithe seachtracha (na gardai agus
eagraiochtai deonacha) chun idirghabhail
a dhéanambh leis na husaideoiri sin.
D’ardaigh an Coimisiun Cosanta Sonrai
lion buarthai le linn na rannphairtiochta
(2019 — 2020) lena n-airitear bonn
dleathach agus cosainti déthanacha

i ndail le proiseail sonrai catagdire
speisialta. Ghlac Facebook an seasamh
go mbraithfeadh proiseail sin na sonrai
ar dhioldine leasa phoibli faoi Airteagal 9
den RGCS.
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Mar chuid de mheasunu an Choimisitin Cosanta
Sonraf moladh gur cheart do Facebook dul i
gcombhairle leis na hddarais slainte poibli san

Eoraip sula rachadh siad ar aghaidh. D'admhaigh
Facebook go raibh tuilleadh oibre le déanamh acu
agus go dtabharfadh siad faoi chomhairliichan agus
tuilleadh taighde leis na hidarais slainte poibli ar fud
na hEorpa maidir leis an uirlis SSI. Chuir Facebook
in il go leanfar leis an rannphairtiocht sin mar
thionscnamh fadtéarmach i bhfianaise na ndushlan
ata ag Rialtais na mBallstat agus na hudarais
naisidnta slainte poibli mar gheall ar phaindéim
Covid-19. Tuigeann an Coimisitun Cosanta Sonraf go
bhfuil an rannphairtiocht sin fos ar sidl.

Ag deireadh 2020, labhair Facebook leis an
gCoimisiun Cosanta Sonral agus mhol siad usaid
nios teoranta den uirlis seo chun abhar a thagann
salach ar Chaighdeain Phobail Facebook agus ar
Threoirlinte Pobail Instagram a bhaint amhain, ag
feitheamh le réiteach abhar imni a d'ardaigh an
Coimisitin Cosanta Sonral. Nfor shainaithin an
Coimisiun Cosanta Sonrai abhair imni mhora ar bith
fad is gur bhain an phrdiseail le mionathru abhair
amhain.
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Cas-staidéar 20:

Meabhruchan Facebook do La an Toghchain

Roimh Olltoghchéan na hEireann i

mir Feabhra 2020 chuir an Coimisiun
Cosanta Sonrai in iul do Facebook gur
ardaigh Meabhruchan Facebook do

L& an Toghchain (EDR) buarthai faoi
chosaint sonrai pearsanta go hairithe
maidir le trédhearcacht d'Usaideoiri faoin
doéigh a mbailitear sonrai pearsanta
agus idirghniomhaiocht & déanamh leis
an ngné agus an doigh a n-Usaideann
Facebook ina dhiaidh sin iad.

D'iarr an Coimisiun Cosanta Sonraf go gcuirfeadh
Facebook sasra chun feidhme ag an bpointe

a n-Usaideann (nd a n-Usaidfidh) Usaideoiri an
fheidhm EDR lena chinntit go gcuirfi an fhaisnéis da
dtagraitear in Airteagal 13 den RGCS, lena n-airitear

Cas-staidéar 21:

faisnéis lena dtugtar aghaidh ar na cuinsi sonracha
agus an comhthéacs ina ndéantar na hoibriochtaf
proiseala, ar fail d'Usaideoiri ar bhealach ar féidir
teacht uirthi go héasca, sula gcinnfidh Usaideoir an
fheidhm EDR a Usaid/idirghniomhu 1éi. Abhar imnf
faoi leith a bhi ag an gCoimisiun Cosanta Sonraf
na an easpa soiléireachta 6 Facebook ar cé acu

an ndéanfai sonraf ar bith a ghinfeadh Usaideoir
agus é no i ag idirghniomhu leis an ngné a Usaid le
haghaidh fograiocht spriocdhirithe agus pearsantu
fotha nuachta né nach ndéanfa.

Toisc narbh fhéidir athruithe a dhéanamh roimh
thoghchan na hEireann, d'fhreagair Facebook ar an
gCoimisiiin Cosanta Sonraf ag cur in itl d6 go raibh
sé beartaithe aige cur i bhfeidhm na gné EDR a
aistarraingt agus nach ndéanfai an ghné a ghniom-
hachtd le linn aon toghchain AE ag feitheamh le
freagairt 6n gCoimisiun Cosanta Sonraf lenar tugadh
aghaidh ar na habhair imni a ardaiodh.

Teicneolaiocht Chuntéir Gutha Google

Leanadh le rannphairtiocht an
Choimisiuin Cosanta Sonrai le Google ar
thairge cuntdra gutha na cuideachta in
2020. Thosaigh an rannphairtiocht sin i
ndiaidh chlidach na mean i samhradh
2019. D'iarr an Coimisiun Cosanta Sonrai
freagairt ar Google ar na bearta breise

a d'fhéadfadh Google a dhéanamh

chun maolu a dhéanamh i gcoinne na
rioscai do shonrai pearsanta Usaideoiri,
go hairithe na cinn a thagann as
mighniomhachtd chantdir Google. Rinne
Google roinnt athruithe chun dul i ngleic
leis na habhair imni a ardaiodh.

Airftear orthu sin:

* Sreabhadh Ur trédhearcach rannphdirtiochta
agus toilithe chun faisnéis a chur san aireamh
faoin tsraith cosaintf ata i bhfeidhm chun na rios-
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cal do na habhair shonraf a laghdu agus rialuithe
Usaideoiri a dhéanamh nios inrochtana;

e Bearta chun mighniomhachtu a laghdu. Is féidir
le husaideoiri cé chomh fogair is ata gléasanna
Chuntéir Google i leith néd amhail “Hé Google”
a chur in oiridint anois, rud a thugann nios mo
smachta d'Usdideoiri mighniomhachtd neamhb-
heartaithe a laghdu, né é a dhéanamh nios éasca
d'Usaideoiri cinamh a fhail i dtimpeallachtaf
torannacha. Ta Google ag leandint chomh maith
le feabhas a chur ar bhearta gléasanna agus
freastalal chun gniomhachtud bréagach chdntéir
Google a bhrath;

e Scriosadh tri ordd gutha ar Chuntair. Ta
Usaideoiri abalta a n-idirghiomhaiocht le Cuntoir
a scriosadh 6na gcuntas anois trirudaf a réa am-
hail "Hé Google, scrios an rud deireanach a duirt
mé” no “Hé Google, scrios gach rud a duirt mé
leat an tseachtain is a chuaigh thart.” Ma iarrann
usaideoiri nfos mo na idirghniomhaiocht ar feadh
seachtaine a scriosadh 6na gcuntas, treoroidh
an Cuntdir iad chuig an leathanach ina socruithe
cuntais chun an scriosadh a chriochnd.
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Oifigigh
Cosanta Sonrai

Fégrai OCSanna chuig an gCoimisiun
Cosanta Sonrai

Is é ceann de na clraimi ata ag an gCoimisiun Cosanta
Sonraf Clar um Oifigigh Cosanta Sonraf (OCS) a choinneail
laistigh den Choimisiun Cosanta Sonraf, mar a fhograionn a
eintitis rialdilte abhartha do, arb é sin na heagraiochtaf sin
a chomhlionann an tairseach le haghaidh cheanglas OCS.®

Sonraitear in Airteagal 37.7 den RGCS “go bhfoilseoidh
an rialaitheoir nd an préisealal sonrai teagmhala an
oifigigh cosanta sonraf agus go gcuirfidh siad in idl don
Udarads maoirseachta iad.”

5 T4 OCS éigeantach le haghaidh: Udaréis phoibli; Eagrafochtaf a
mbaineann a bpriomhghniomhafochtaf le hoibriochtai préiseala
6na dteastaionn monatdireacht rialta agus chérasach ar abhair
shonraf ar mhorscéla; n6 Eagrafochtal @ mbaineann a bpriom-
hghniomhaiochtaf le préisedil ar mhérscala de chatagdirf spei-
sialta sonraf pearsanta né sonraf pearsanta i ndail le ciontuithe
agus cionta coiridla.
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In 2020, fuair an Coimisiun Cosanta Sonrai 517 fégra OCS
trid an bhfoirm ghréasain ar line ar shuiomh gréasain an
Choimisitin Cosanta Sonrai. Ar an iomlan, ta 2,166 taifead
de OCSanna i mbunachar sonraf fograi OCSanna an
Choimisitin Cosanta Sonral. Sa tabla thios taispeantar na
hearnalacha tionscail 6na ndearnadh na fégraf in 2020.

Fégrai OCSanna le haghaidh 2020
Prfobhaideach 417
Poiblf 109
Eagrafochtal Seachbhrablsacha 44

lomlan in 2020 570
(2,166 ar an iomlan)
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Comhlionadh OCS na hEarnala Poibli

Ordaitear in Airteagal 37.1 den RGCS, nach moér do gach
eagrafocht a phroisedlann sonraf pearsanta, mar rialai-
theoir sonraf N6 mar phréisealal sonraf, OCS a ainmnid i
gcas ‘gurb é Udaras né comhlacht poibli a dhéanamh an
phroiseail'

Sonraftear in Airteagal 37.7 den RGCS “go bhfoilseoidh
an rialaitheoir né an proisedlal sonrai teagmhala an
oifigigh cosanta sonrai agus go gcuirfidh siad in il don
Udaras maoirseachta iad.”

In 2020, chuir an Coimisiin Cosanta Sonrai tus le
tionscadal chun measunu a dhéanamh ar chomhlionadh
comhlachtai maidir le hoibleagéidf Airteagal 37. O 250
comhlacht poibli san iomlan, ina gcuimsitear Ranna Rialtais
agus gniomhaireachtaf rialtais, chomh maith le hUdarais
Aititila, sainaithniodh g0 bhféadfadh sé nach raibh 77
comhlacht poibli ag clof leis na ceanglais. Mar thoradh ar
rannphairtiocht le gach ceann de na comhlachtai poibli
sin thug 66 ceann daéibh iad féin chun comhréireachta

le hAirteagal 37.7 den RGCS faoi dheireadh 2020, rud a
fhagann gur ardaigh rata um chomhlionta na hearnala ¢
69% go 96%.

Leanfaidh an Coimisiun Cosanta Sonraf ag obair leis
comhlachtaf na hearnala poibli faoi mar a cheanglaftear in
2021 chun comhlionadh Airteagal 37(3) a bhaint amach.

Thug an Coimisiun Cosanta Sonraf faoi deara gur bhrath
roinnt gnfomhaireachtal Ranna ar Airteagal 37(3) den
RGCS ina sonraitear “/ gcds gur ddardis né comhlacht poibli
é an rialaitheoir nd an prdisedla, féadfar oifigeach aonair
cosanta sonrai a ainmnid le haghaidh roinnt ddards né
comhlachtai dd leithéid, agus struchtdr agus méid a n-ea-
graiochta d gcur san direamh”.

D'fhéadfal OCS aonair a ainmniu le haghaidh roinnt Udaras
né comhlachtal da leithéid; mar sin féin, nior cheart go
mbainfeadh sin oibleagaid na gniomhaireachta né an
aonaid gno sin faoi mhathair-roinn sonraf teagmhala a
OCS a fhailsit ar leithligh né na sonraf sin a chur in idl

ar leithligh don Udaras maoirseachta fid ma bhionn sé
déanta ag an mathair-roinn chomh maith.

Més mian le comhlacht sonrafl OCS a chur inidl, cé acu
OCS a nuashonrd nd OCS Ur a chlard, ba cheart é sin

a dhéanamh tri bhealaf oifigitla ag baint Usaid as foirm
ghréasain né riomhphost an Choimisidin Cosanta Sonrat.

Méaddidh an Coimisiun Cosanta Sonraf a ghniomhaiochtal
comhlionta agus monatdireachta sa réimse seo chun ea-
grafochtaf a chur san aireamh seachas comhlachtai poibli
a gceanglaftear orthu chomh maith OCS a ainmnid agus
clof le hAirteagal 37.7 den RGCS le linn 2021. Déanfar é sin
de réir cur chuige earnail le hearnail. Moltar d'eagraiochtaf
nach bhfuil OCS acu smaoineamh ar an gceanglaitear
orthu OCS a bheith acu — ta tuilleadh faisnéise ar fail ar
shuiomh gréasdin an Choimisidin Cosanta Sonrai.
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Rannphairtiocht le OCSanna

Ta an Coimisiun Cosanta Sonraf fés tiomanta do thacaiocht
a thabhairt do OSCanna agus da bhfoirne, in aitheantas
an roil thabhachtaigh ata ag OCSanna lena chinntid

g0 n-aistreofar clair RGCS go cultdr eagraiochtuil agus
comhlionadh a mhairfidh. Labhair foireann an Choimisidin
Cosanta Sonraf ag a lan imeachtaf fiordla do OCSanna

le linn na bliana. Mar chuid d'iarrachtaf an Choimisidin
Cosanta Sonrai OCSanna a chumhachtud i gcomhlionadh

a ndualgas, bhunaigh an Coimisiun Cosanta Sonrai Lionra
OCSanna ag deireadh 2019. Ba é an cuspdir leis an Lionra
rannphairtiocht idir piaraf agus comhroinnt eolais a
chotht idir OCSanna agus gairmithe cosanta sonraf.

Mar gheall ar Covid-19, b'éigean Comhdhail Lionra
OCSanna an Choimisitin Cosanta Sonraf a bhi le bheith
ar sidli mi an Mharta a chur siar. Ina ionad sin chuir an
Coimisiun Cosanta Sonral na tacaiochtaf sin ar line, agus
roinn thiomnaithe do OCSanna ar a shufomh gréasain
ina ndéantar na hacmhainni, lena n-airitear podchraoltaf
agus treoir, a 1ard chun criocha rochtain éasca. Leanann
an Coimisiun Cosanta Sonraf le bheith rannphairteach le
OCSanna ar bhonn leantinach, lena n-airitear nuachtlitir
raithidil, lena chinntiti go gcuirfear bonn eolais faoi na
hacmhainni a sholathraionn sé le riachtanais an chohdirt.

Coéid lompair

Le linn 2020 dhréachtaigh an Coimisitin Cosanta Sonraf
ceanglais maidir le creidiinu a bhi le comhlionadh ag
Comhlachtal Monatéireacht féideartha le haghaidh Céid
lompair. D'fhaomh an Bord Eorpach um Chosaint Sonrai
‘Na Ceanglais um Chreiditnu le haghaidh Comhlachtaf
Monatdireacht Cod’ agus ghlac an Coimisiun Cosanta
Sonraf iad. Ba é sin an céim dheireanach maidir lena

chur ar chumas an Choimisitin Cosanta Sonraf bunu
agus faomhadh Céd lompair a chur ar aghaidh in Eirinn

i gcomhréir le hAirteagail 40 agus 41 den RGCS. Ta an
Coimisiun Cosanta Sonraf ag obair cheana le roinnt dinéirf
féideartha Cod agus ta sé ag dréim leis an gcéad dréacht-
Chad offigidil a fhail i dtds 2021.

TUARASCAIL BHLIANTUIL 2020



Gniomhaiochte
dirnaisiunta

Aistrithe Idirnaisiinta — Rialacha
Corparaideacha Ceangailteacha

Priomhfhdcas sa réimse aistrithe idirnaisidnta don
Choimisitin Cosanta Sonraf is ea measunu agus

faomhadh iarratais ar Rialacha Corparaideacha Ceangail-

teacha ¢ chuideachtaf ilnaisitunta.

Tugadh Rialacha Corparaideacha Ceangailteacha (RCQ)
isteach mar fhreagairt do riachtanais eagraiochtaf cur
chuige domhanda a bheith acu maidir le cosaint sonraf i
gcas go raibh roinnt fochuideachtai ag a 1an eagrafochtafl
ar fud an domhain, ag aistrit sonraf ar mhorscala. Le
linn 2020, lean n6 thosaigh an Coimisiun Cosanta

Sonraf ag gniomhd mar phriomh-athbhreithneoir i

ndail le 42 iarratas ar RCC ¢ 28 cuideachta éagsuil.
Chuidigh an Coimisiiin Cosanta Sonraf chomh maith le
Gniomhaireachtai Eorpacha um Chosaint Sonrai eile
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tri fheidhmid comh-athbhreithneoir né ar fhoirne a
dhréachtu le haghaidh Tuairimi Airteagal 64 ar 5 RCC sa
tréimhse sin.

D'eisigh an Bord Eorpach um Chosaint Sonrai tuairimf
Airteagal 64 ar naoi n-iarratas RCC in 2020, lena n-airitear
Tuairimf ar rialaitheoir RCC agus ar phroisealai RCC an
Reinsurance Group of America, ar a raibh an Coimisiun
Cosanta Sonraf ina phriomhuidaras.

Mar gheall ar imeacht na Riochta Aontaithe dn Aontas
Eorpach in 2020, bhi an Coimisitn Cosanta Sonraf i
dteagmhail le roinnt cuideachtai ag fiosru faoina bpriom-
hudarais a aistrit chuig an gCoimisitn Cosanta Sonrai
chun criocha RCC. Cuireadh an prdiseas sin i gcrich le
haghaidh lion iarratasairi, rud a mhéadaigh ualach oibre
an Choimisitin Cosanta Sonrai go mor in 2020.
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Brexit

Sa chuid dheireanach de 2020 ag druidim le deireadh na
hidirthréimhse ar an 31 Nollaig, bhi an-fhéidearthacht
ann go bhfagfadh an Riocht Aontaithe ar deireadh gan
mhargadh leis an Aontas Eorpach agus da réir sin go
dtitfeadh si amach as saorshreafaf sonraf AE. Cruthaiodh
impleachtaf leis sin d'earnalacha méra ghné na hEireann
agus don earnail phoibli, arbh éigean déibh sasrai
aistrithe a chur i bhfeidhm chun leandint le haistrithe
dlisteanacha chuig an Riocht Aontaithe i gcas Brexit gan
mhargadh a éascu.

Lean an Coimisiun Cosanta Sonraf le rannphairtiocht
leanunach le pairtithe leasmhara a ndeachthas i gcion
orthu, chun comhroinnt phras faisnéise ar fud fhorbairt
an phraisis idirbheartaiochta a éascu.

Ar an 24 Nollaig 2020, siniodh an Comhaontu Tradala
agus Comhair agus rinneadh solathar sa chomhaontu sin
daistrithe sonrai, ina gceadaitear tréimhse suas le sé mhi
(an tréimhse idirlinne mar a thugtar air), lena bhféadfai
leanuint le haistrithe chuig an Riocht Aontaithe amhail is
go raibh an Riocht Aontaithe fés ina cuid den LEE, agus
tathar ag leanuint le hidirbheartafocht ar chomhaontd
déthanach.

Ceisteanna Eile maidir le hAistriu
Idirnaisiunta

I mi 1Uil 2020, neamhbhailiochtaigh Cuirt Bhreithidnais an
Aontais Eorpaigh an sasra um Sciath Phriobhaideachais
a d'éascaigh aistrithe airithe én LEE go dti SAM agus, cé
gur sheas sé le husaid na gClasal Conarthach Caigh-
dednach, ni shoiléirigh sé ma chiallaionn na dlithe agus
na cleachtais i dtrid tir nach bhfuil an leibhéal cosanta do
na sonraf a aistritear cinntithe i gcas faoi leith, bheadh ga
stop a chur le haistrithe mura féidir easnaimh ar bith sa
chosaint a dhunadh le bearta breise.

D'fhoilsigh an Bord Eorpach um Chosaint Sonrai dréacht-
mholtal maidir le Beart Breise agus ta aighneachtai a
fuarthas & measunu anois ag an mBord Eorpach um
Chosaint Sonrai. Ta néta iomlan maidir leis an Dlithfocht
i ndail le Clasail Chonarthacha Chaighdeanacha ar fail in
Aguisin 5 den tuarascail seo.

Udarais Maoirseachta Eorpacha um
Chosaint Sonrai

Le linn 2020, lean an Coimisiun Cosanta Sonraf le pairt

a ghlacadh i gclair oibre na gComhlachtai Eorpacha um
Maoirseacht le haghaidh cérais mhorscala TF AE amhail
Europol, Eurojust, an Céras Faisnéise Custaim agus

Coras Faisnéise an Mhargaidh Inmheanaigh (IMI). Rinne
an Coimisiun Cosanta Sonraf roinnt inidchtai deisce le
hAonad Naisiunta Europol sa Gharda Siochana i ndail

le cearta abhar sonraf agus proiseail sonrai i gcorais
Europol. Lena chois sin, lean an Coimisiun Cosanta Sonraf
lena rél mar bhreathnoir ar mhaoirseacht chomhordaithe
Choras Schengen agus na gCoras Faisnéise Viosal (CFS

Il agus VIS). Maidir le CFS II, leanfar in 2021 leis an gclar
oibre chun rannphéirtiocht Eireann a chur chun cinn.
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Sasrai comhsheasmhachta agus
Caraimi an Bhoird Eorpaigh um
Chosaint Sonrai

Cosuil le gach Udaras maoirseachta LEE um chosaint
sonraf eile, nf mér don Choimisiin Cosanta Sonraf

a chinntit go ndéanfaidh sé an RGCS a léirmhinid, a
mhaoirsid agus a fhorfheidhmid ar bhealach lena
mbainfear comhsheasmhacht amach. In 2020, ghlac an
Coimisitin Cosanta Sonraf pairt in os cionn 180 cruinnid
EDPB (a ndearnadh an chuid is mé déibh ar bhonn fioruil),
lena n-airitear na cruinnithe an 12 fhoghrupa saineolaithe
de chuid EDPB.

Chuir baill foirne an Choimisitin Cosanta Sonraf cion
fairsing le forbairt na dtreoirlinte agus na dtuairimfi i
measc fhoghrupai saineolaithe uile an EDPB le linn 2020.
Gniomhaionn an Coimisiun Cosanta Sonrai mar chom-
hordaitheoir ar fhoghripa saineolaithe na Mean Sdisialta
chomh maith.

BIIDPA 2020

Ar an 18 Meitheamh 2020, d'éstéil an Coimisitin Cosanta
Sonrai cruinnit fiordil de chuid Udaréis Cosanta Sonraf
na Breataine, na hEireann agus na nQilean (BIIDPA) ag
cur failte roimh ionadaithe ¢ Udarais mhaoirseachta
Bheirmitda, Oileain Cayman, Ghiobraltar, Gheansai,
Oilean Mhanann, Gheirsi, Mhalta agus na Riochta
Aontaithe. Ta cllra comhchoiteann dli ag lucht freastail
BIIDPA agus tagann siad le céile gach bliain chun plé a
dhéanamh ar réimse éagsuil de thopaicf a bhaineann

le cosaint sonraf. In 2020, mar gheall ar shrianta taistil

a bhii bhfeidhm mar thoradh ar Covid-19, d'éstail an
Coimisiun Cosanta Sonraf cruinnid floruil den chéad uair.
Airiodh ar na ceisteanna a pléadh Covid-19 agus Straitéis
Chumarsaide an Choimisitin Cosanta Sonral.

Tiondl Priobhéideachta Domhanda, 13-15 Deireadh
Fomhair

I mi Dheireadh Fémhair 2020, ghlac an Coimisitn Cosanta
Sonraf pairt sa Tiondl Priobhaideachta Domhanda (GPA);
cruinnid bliantdil nios mé na 130 Udaras um chosaint
sonraf agus priobhaideachta ¢ gach cearn den domhan.
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Priomhthionscadal
an Choimisiuin
Cosanta Sonrai
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Beartas Leanai

Gniomhaiochtai le linn 2020

| ndiaidh choncltid chomhairlidchan poibli an Choimisidin
Cosanta Sonraf agus foilseachan da thuarascail ar
staidreamh agus aiseolas ¢ shruthanna na ndaoine fasta
agus na leanai den chomhairlidchan in 2019, chuir an
Coimisiun Cosanta Sonraf tus le proéiseas fairsing maidir
le treoir a dhréachtd d'eagraiochtaf a phroisealann sonrai
leanal.

| gcomhthrath leis an obair sin, d'oibrigh an Coimisiun
Cosanta Sonraf le lion saineolaithe agus ionadaithe leanaf
0 na hearndlacha poibli, priobhaideacha agus seach-
bhrabusacha chun tuilleadh dearcthai a lorg i ndail le
ceisteanna teicnidla éagsula a rabhthas le dul i ngleic leo
sa treoir.

I rith 2020, lean an Coimisiun Cosanta Sonrai lena
rannphairtiocht mar bhall den Chomhairle Naisiunta
Chombhairleach um Shabhéailteacht ar Line, i gcas gur
chuidit sé le grinnscridd Scéim Ghinearalta an Bhille
um Shabhailteacht ar Line agus Riall na Mean — arna
thabhairt i gcrich ag an Roinn Turasdireachta, Ealaion,
Cultuir, Gaeltachta, Spoirt agus na Mean i mi na Nollag
2020 — chun creat soiléir le haghaidh comhair idir an
Coimisiun Cosanta Sonraf agus rialtéirf eile a mbaineann
a sainchdram le habhair imnf faoi shabhailteacht ar line a
chinntid.

Na “Bunphrionsabail”

In mi na Nollag 2020, d'fhoilsigh an Coimisitn Cosanta
Sonraf a threoirdhoiciméad a rabhthas ag suil go mor leis
dar teideal “Leanal sa Tosach agus sa Lar: Bunphrionsa-
bail le haghaidh Cur Chuige a Dhirionn ar Leanal maidir le
Proiseail Sonral” (na “Bunphrionsabail” go gairid).

Tugadh aghaidh sna Bunphrionsabail ar phriomhche-
isteanna cosanta sonrai amhail an aois ar féidir le leanaf
cearta um chosaint sonrai a fheidhmid iad féin, rél na
dtuismitheoiri/gcaomhnairf agus iad ag gniomhd thar
ceann a leanai, deimhnid aoise agus deimhniu toilithe
tuismitheora, chomh maith leis na rialacha lena rialaitear
proifilid sonraf pearsanta leanaf le haghaidh margaiocht
dhireach, proifilid né chun criocha fograiochta.

Leagann an Coimisiun Cosanta Sonral amach sna
Bunphrionsabail chomh maith bearta molta éagsula

lena gcuirfear feabhas ar an leibhéal cosanta a thugtar

do leanaf ar na rioscal um proiseail sonraf a chuirtear
rompu trina n-Usaid as/ rochtain ar sheirbhisf sa saol ar
Iine agus sa saol as line araon. Ta comhairlidchan poibli

a dhéanamh ag an gCoimisiin Cosanta Sonrai ar an
dréacht-leagan de na Bunphrionsabail agus ta aigh-
neachtaf ¢ na pairtithe uile ar suim leo an scéal & lorg aige
go dti an 31 Marta 2021.

Agus an t-aiseolas a fuarthas a chur san aireamh,
foilseoidh an Coimisitn Cosanta Sonraf an leagan deiridh
de na Bunphrionsabail lena gcuirfear bonn eolais faoi
ghnfomhaiochtal, maoirseacht agus rialala an Choimisidin
Cosanta Sonral.
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Céid lompair

Le linn 2021, oibreoidh an Coimisitin Cosanta Sonraf le
pairtithe leasmhara tionscail, rialtais agus na hearnala
deonaf agus lena gcomhlachtai ionadafocha chun
dréachtd Cod lompair a spreagadh i ndail le préiseail
sonraf pearsanta leanaf agus daoine 6ga, i gcomhréir
le hAIt 32 d’Acht um Chosaint Sonra na hEireann 2018.
Beidh tionscadal na gCéd lompair ina phriomhthionsc-
namh don Choimisiin Cosanta Sonraf in 2021.

Straitéis Rialala

Leanadh leis an obair ar Straitéis Rialala an Choimisidin
Cosanta Sonraf in 2020 — le rannphairtiocht geallseal-
bhoirf inmheanacha agus seachtracha araon — agus
ta forbairt na straitéise beagnach criochnaithe. Bhi
forbairt Straitéis Rialdla an Choimisitdin Cosanta Sonraf
ina proiseas atriallach, ag forbairt mar fhreagairt do
riachtanais na bpairtithe leasmhara agus a n-aiseolas.
Agus an straitéis a dréachtd, bhreithnigh an Coimisidn
Cosanta Sonraf go ciramach ar an doigh is fearr le torthaf
feabhsaithe a bhaint amach don lion is mé daoine, i
dtirdhreach rialdla atd ag teacht chun cinn i gcénai mar
fhreagairt ar riachtanais dhlithidla agus shochaiocha.

Cuid larnach de phraiseas fhorbairt na straitéise in 2020
ba ea solathar agus foilsit Thuarascail Gniomhaiochtai
Dha Bhliain an Choimisidin Cosanta Sonraf faoin RGCS,
arbh dheis é chun machnamh a dhéanambh ar fhirinne na
rialdla 6 mhi na Bealtaine 2018 i leith agus na ceisteanna
téamacha agus staitistici a chaithfear a chur san aireamh
i bplean straitéiseach an Choimisitin Cosanta Sonrai don
todhchaf a shainaithin. Bhain anailis rialdla an Choimisidin
Cosanta Sonraf in 2020 le dha thimthriall ceardlann
chomh maith. Dirfodh sa chéad cheann ar fhaire na
faistine le haghaidh 2020 agus diriodh sa dara ceann ar
mhodheolaiochtai laimhseala gearan as seo amach.

An Tionscadal ARC

Lean an Coimisitn Cosanta Sonraf lena chomhphairtiocht
le hUdaréas Cosaint Sonraf na Créite, AZOP, agus Ollscoil
Vrije sa Bhruiséil ar thionscadal arna mhaoinit ag AE
(Tionscadal ARC) — a dhirigh go sonrach ar FBManna —
chun comhlionadh ar fud earnail na FBManna a mhéadu.
Cuireadh td le hobair ar an tionscadal i R1 de 2020 agus
beidh sé ar sidl ar feadh dha bhliain eile. Trid an rann-
phairtiocht sin — lena n-airitear suirbhéanna, seénna
béthair agus comhdhalacha — ta sé beartaithe leis an
tionscadal tuiscint nios mionsonraithe a chothd ar an
timpeallacht ina bhfeidhmionn FBManna agus acmhainni
praiticilla a chur ar fail chun tacu leo ina n-iarrachtal um
chomhlionadh.
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Rannphairtiocht leis na meain

Lean proifil an Choimisitdin Cosanta Sonrai, agus

suim na mean ann ag fas ar bhonn naisiiinta agus
idirnaisiinta araon le linn 2020. Thainig a lan de rann-
phairtiocht na mean as fiosrdchan agus obair dhlithioch-
ta an Choimisitiin Cosanta Sonrai, lena n-diritear aird
shuntasach idirndisitinta na mean thart ar dhréachtchin-
neadh an Choimisitiin Cosanta Sonraf i bhfiosriichan
Chuideachta Idirnaisiunta Twitter.

Rannphairtiocht Dhireach

Lean an Coimisiun Cosanta Sonraf le bheith pdirteach
go direach le pairtithe leasmhara éagsula le linn 2020,
ag coigeartaigh na srianta de dheasca Covid-19. O mhi
an Mharta ar aghaidh, bhi gach comhdhail agus gach
imeacht inar ghlac an Coimisiin Cosanta Sonraf padirt ina
gcinn fhiordla. Ghlac an Coimisiun Cosanta Sonrai pairt i
mbreise agus 100 imeacht in 2020.

Treoir, blaganna agus podchraolta

Lean an Coimisiun Cosanta Sonraf le treoir chuim-
sitheach ar réimse leathan topaici do dhaoine aonair agus
d'eagraiochtal araon a sholathar, a nuashonrud agus a

scaipeadh. Soldthraiodh thart ar 40 mir threorach in 2020,

inar cliudafodh réimse leathan ceisteanna idir fhischomh-
dhail agus rianu teagmhalaithe.
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Commission Podcast
A Deep Dive into

the DPC's Cookie

Tuarascail gniomhaiochtai

In mhi an Mheithimh, d'fhoilsigh an Coimisiin Cosanta
SonrafDPC Ireland 2018-2020: Regulatory Activity Under
GDPR' — tuarascail gniomhalochtaf rialdla dha bhliain
ina solathraitear lionsa leathanuilleach chun measunu

a dhéanamh ar obair an Choimisiuin Cosanta Sonraf tri
6 cuireadh an RGCS i bhfeidhm. Beidh tionchar ag na
treochtal agus na patruin arna sainaithint ar chdrsaf
rialdla an Choimisitin Cosanta Sonraf as seo amach.

Na meain shadisialta

In 2020, lean an Coimisitin Cosanta Sonraf lena laithreacht
ar na meain shdisialta a mhéadu ar Twitter, Instagram
agus LinkedIn, mar thaca lena ghniomhaiochtaf ardaithe
feasachta agus cumarsaide. Thainig méadu os cionn 8,000
le linn 2020, ar na leantairf le chéile ar na tri ardan, go dti
beagnach 29,000. Sroicheadh beagnach 2.8 milliin duine
de réir a chéile, agus bhi rannphairtiocht laidir ann i ngach
cas.

Suiomh gréasain an Choimisitin
Cosanta Sonrai

Bhi sufomh gréasain an Choimisitin Cosanta Sonrafi
(www.dataprotection.ie) ina acmhainn thar a bheith
tabhachtach do dhaoine aonair agus d'eagraiochtai le linn
2020. I mf na Samhna, sheol an Coimisiun Cosanta Sonraf
athdhearadh den sufomh gréasain, a dhéanamh nfos
fusa d'Usaideoirf faisnéis a aimsid agus a nascleandint. Ta
roinn thiomnaithe sa sufomh athdheartha chomh maith
d'Oifigigh Cosanta Sonral.

Data protection and
community-based CCTV schemes

§c
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Maoinia agus Solathar Foirne an
Choimisiuin Cosanta Sonrai

Thainig méadu ar mhaoinid an Choimisidin Cosanta
Sonraf 6n rialtas bliain ar bhliain ¢ €1.7 millidn in 2013
g0 €16.9 milliin in 2020 (a chuimsionn €10.5 milliin

i leithdhaileadh pa agus €6.4 millidn i leithdhaileadh
neamhphd).

Lean an Coimisitin Cosanta Sonraf ag obair leis an
tSeirbhis um Cheapachain Phoibli chun foireann a earcd
le linn 2020. Chuir Covid-19 isteach ar an bproiseas
earcafochta. Bhi lion baill foirne de 145 ag an gCoimisidn
Cosanta Sonraf ag deireadh na bliana, agus bhi dha
chomortas earcaiochta fés ar sidl ar an 31 Nollaig 2020.
Beidh tuilleadh earcu ball foirne, chomh maith leo siud
ar éirigh leo sa da chomortas sin, ina thosaiocht don
Choimisiun Cosanta Sonraf in 2021.

Seirbhisi Corparaideacha agus Saoraidi

Cé go raibh oifig an Choimisitin Cosanta Sonrai dinta
den chuid ba mhé — go fisicitil — mar gheall ar shrianta
Covid-19, lean an Coimisiun Cosanta Sonraf le creatfhoire-
ann a choinneail chun comhfhreagras poist isteach agus
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amach a phréisedil agus chun an tacafocht Idistiochta ba
gha chun cianobair éifeachtuil fhoireann na Choimisidin
Cosanta Sonraf a sholathar.

Rialachas Corparaideach

Rinneadh a QOifigeach Cuntasafochta féin den Choimisiun
Cosanta Sonraf ar an 1 Eanair 2020. Da réir sin, rinneadh-
monatdireacht ar rialuithe inmheanacha DPC i gcomhréir
leis an gCod Cleachtais chun Comhlachtai Stait a Riald.
Déanfar Raiteas bliantuil maidir le Riald Inmheanach an
Choimisitin Cosanta Sonraf do 2020 ata riachtanach

a fhoilsit ar shufomh gréasain an Choimisidin Cosanta
Sonraf lena Raiteas Airgeadais nios déanai sa bhliain.

Inidchéireachta agus Riosca an
Choimisiuin Cosanta Sonrai

In 2020 bhunaigh an Coimisiun Cosanta Sonraf

Coiste Inilchdireachta agus Riosca, ar aon dul leis an
gCaighdean um Rialachas Corparaideach don Statseirbhis
(2015), agus leis an gCéd Cleachtais chun Comhlachtai
Stait a Riald (2016).
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Is iad seo a leanas comhaltaf an choiste:

e Conan McKenna (cathaoirleach);

* Bride Rosney;

* Karen Kehily;

* Michael Horgan; agus

* Graham Doyle (an Coimisitin Cosanta Sonrai).

Tiondladh seacht gcruinnit de chuid an Choiste
Iniichdireachta agus Riosca in 2020.

Acht na dTeangacha Oifigiula 2003

Le linn 2020, d'ullmhaigh an Coimisiun Cosanta Sonraf a
chuigiu Scéime Teanga faoi Acht na dTeangacha Oifigiula
2003. Rinne an tAire Turasoireachta, Cultuir, Oidhreachta,
Ealaion, Gaeltachta, Spoirt agus na Mean a scéim dheiridh
a dhearbhu ina dhiaidh sin, agus cuireadh faoi bhraid oifig
an Choimisinéara Teanga f, agus foilsiodh { ar shuiomh
gréasain an Choimisitiin Cosanta Sonraf. Cuireadh tUs

leis an gcligit Scéim ar an 21 Nollaig 2020 agus beidh si i
bhfeidhm ar feadh tréimhse tri bliana.

Saorail Faisnéise (SF)

In 2020, fuair an Coimisidn Cosanta Sonraf 65 iarratas
SF ar an iomlan. Deonaifodh ocht gcinn diobh, rinneadh
tri cinn dfobh a dheonu i bpairt agus measadh go raibh
38 ceann diobh lasmuigh den raon feidhme. Ta gniom-
hafocht rialdla an Choimisidin Cosanta Sonraf diolmhaithe
6 iarratais SF chun rundacht a ngniomhaiochtal mao-
irseachta, imscrudaitheacha agus forfheidhmitichain a
chaomhnu. Mar sin féin, ta an Coimisiun Cosanta Sonraf
tiomanta d'fhaisnéis thrédhearcach a chur ar fail don
phobal i ndail le riarachan a oifige agus Usaid acmhainni
poibli.

Deonaithe 8
Deonaithe i bPairt 3
Ditltaithe (OOS) 38
Sl Aistarraingthe/Laimhseailte Lasmuigh 8
Beo 8
lomlan na n-iarratas 65

An tAcht um Eitic in Oifigi Poibli 1995
agus an tAcht um Caighdeain in Oifigi
Poibli 2001

Bunaigh an Coimisiin Cosanta Sonrai faoin Acht um
Chosaint Sonraf 2018 agus oibrfonn sé i gcomhréir

le fordlacha an Achta sin. Ta nésanna imeachta i
bhfeidhm lena chinntit go gcomhlionfaidh baill foirne an
Choimisitin Cosanta Sonral, ag a bhfuil poist ainmnithe,
foradlacha an Achta um Eitic in Oifigi Poibli 1995 agus an
Achta um Caighdeain in Oifigi Poibli 2001.
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An tAcht um Brustocaireacht
a Rialail 2015

Ta sé mar aidhm leis an Acht um Brustocaireacht a
Rialail 2015 a chinntiti go ndéanfar gniomhafochtaf
brustocaireachta i gcomhréir le hionchais phoibli na
brustocaireachta. Ta an Coimisinéir Cosanta Sonrai ina
Oifigeach Poibli Ainmnithe (OPA) faoin Acht seo, faoi

mar a shonraitear ar shuiomh gréasain an Choimisiuin
Cosanta Sonraf. Ni mér do na brustocairi caidreamh idir
comhlachtai brustocaireachta agus OPAnna a thuairiscid.
Chuir an Coimisitin um Chaighdeain in Oifigf Poibli (SIPO)
clar bristocaireachta ar line ar bun ag www.lobbying.ie
chun an ceanglas sin a éascu.

In Alt 42 den Acht fa Choimisitn na
hEireann um Chearta an Duine agus
Comhionannas 2014 — Dualgas na
hEarnala Poibli um Chomhionannas
agus um Chearta an Duine (an
Dualgas)

Chuir an Coimisiun Cosanta Sonrai bearta i bhfeidhm lena
chinntit go gcuirfear cearta an duine agus comhionannas
san aireamh i bhforbairt beartas, nésanna imeachta agus
rannphairtiocht le pdirtithe leasmhara agus a shainordd
maidir le ceart buntsach AE chun cosaint sonrai 4 chom-
hlionadh. Ta an Dualgas leabaithe sa Chreat um Rialachas
Corparaideach agus sa Chairt Custaiméirf agus sa phlean
Gniomhaiochta chomh maith. Ta suiomh gréasain an
Choimisitin Cosanta Sonraf mar aon le faisnéis fhoilsithe
eile ceaptha i ndail le prionsabail an Bhéarla shimpli, agus
d'fhoilsigh an Coimisitin Cosanta Sonraf clos-acmhainnf
chomh maith.

Le tacU lena chustaiméirf a dteastaionn cinamh uathu
agus na seirbhisf a sholdthraionn an Coimisitin Cosanta
Sonraf a n-Usaid acy, is féidir teagmhail a dhéanamh le
hOifigeach Inrochtaineachta an Choimisitin Cosanta
Sonrafl tri na bealaf até liostaithe ar a shuiomh gréasain.

Cairt Custaiméiri

In 2020, rinne an Coimisiun Cosanta Sonraf a Chairt
Custaiméirf a athbhreithnid. Beidh an Chairt athbh-
reithnithe agus an Plean Gniomhalochta na Seirbhise
Ardchaighdeain do Chustaiméiri i bhfeidhm don tréimhse
2021-2023.

In 2020, fuair agus réitigh an Coimisiin Cosanta Sonraf 37
gearan seirbhise custaiméirt.
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Tuarascail maidir le Nochtadh
Cosanta a fuair an Coimisiun Cosanta
Sonrai in 2020

Ta an beartas ata a fheidhmiu ag an gCoimisiun Cosanta Sonrai faoi
théarmai an Achta um Chosaint Sonrai 2014 ceaptha chun gach oibrf a
éascu agus a spreagadh le florbhuarthal inmheanacha a ardd maidir le
héagoir fhéideartha sa lathair oibre ionas go mbeifi abalta na buarthaf sin a
imscrudu ag leanuint phrionsabail an cheartais nadurtha agus dul i ngleic leo
ar bhealach a oirfidh do chuinsi an chais.

Le hAlt 22 den Acht um Chosaint Sonraf 2014, cean- * Fuarthas naoi nochtadh cosaint (arna leagan amach sa
glaftear ar chomhlachtaf poiblf tuarascail a ullmhu agus tabla thios) ¢ dhaoine aonair taobh amuigh den Cho-
a fhoilsit, faoin 30 Meitheamh gach bliain, i ndail leis an imisiin Cosanta Sonraf i ndail le ceisteanna a bhain-
mbliain roimhe sin i bhfoirm anaithnidithe. eann le cosaint sonraf laistigh d'eintitis eile. Ardafodh

na casanna sin leis an gCoimisiun Cosanta Sonraf ina

De bhun an cheanglais sin, dearbhaionn an Coimisiun (6l mar an “duine forordaithe” faoi mar a fhoriltear

Cosanta Sonraf maidir le 2020 faoi Alt 7 den Acht um Nochtadh Cosanta (liostaithe in
o Ni bhfuarthas nochtadh cosanta ar bith (6 fhoireann IR 339/2014 arna leasu le IR 448/2015, ar cuireadh IR
Vimhir Cineal Data a Fuarthas Stadas Toradh
Thagartha

09/2020 Alt 7 (seachtrach, chuig 9 Nollaig 2020 A mBreithni
‘duine forordaithe')

0872020 Alt 7 (seachtrach, chuig 16 Mean Fémhair A mBreithnid

‘duine forordaithe’) 2020

07/2020 Alt 7 (seachtrach, chuig 9 1Uil 2020 A mBreithnid
‘duine forordaithe’)

06/2020 Alt 7 (seachtrach, chuig 26 Bealtaine 2020 Dunta Déanta gan ainm agus ni raibh sé ina
‘duine forordaithe’) nochtadh cosanta — atreoraithe chuig

feidhm chombhairlitichéin lena

05/2020 Alt 7 (seachtrach, chuig 12 Bealtaine 2020 Dunta Nf raibh sé ina nochtadh cosanta —
‘duine forordaithe’) atreoraithe chuig gnathlaimhseail gearan
04/2020 Alt 7 (seachtrach, chuig 28 Aibrean 2020 Dunta Ni raibh sé ina nochtadh cosanta —
‘duine forordaithe’) atreoraithe chuig gnathlaimhseail gearan
03/2020 Alt 7 (seachtrach, chuig 22 Feabhra 2020 Dunta Ni raibh sé ina nochtadh cosanta —
‘duine forordaithe’) atreoraithe chuig gnathlaimhseail gearan
02/2020 Alt 7 (seachtrach, chuig 3 Feabhra 2020 Dunta Nior lean an ngearanaf le cursal.

‘duine forordaithe’)

01/2020 Alt 7 (seachtrach, chuig 6 Eanair 2020 Dunta Nior lean an ngearanaf le cursal.
‘duine forordaithe’)
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Tuarascail maidir
le hUsaid Fuinnimh
ag an gCoimisiun
Cosanta Sonrai

Forléargas ar an Usaid Fuinnimh

BAILE ATHA CLIATH
21 Cearnég Mhic Liam
Ta ceannoifig an Choimisitin Cosanta Sonrai lonnaithe

ag 21 Cearndég Mhic Liam, Baile Atha Cliath 2. Baineann
an t-idid fuinnimh don oifig le leictreachas amhain, a

Usaidtear i gcomhair téimh, soilsithe agus Usaid trealaimh.

Is foirgneamh faoi chosaint € 21 Cearndg Mhic Liam agus
mar sin ta sé diolmhaithe 6n gcdras ratala fuinnimh.

Oifig shatailite

Coimeadann an Coimisiin Cosanta Sonrai spas breise
oifige i mBaile Atha Cliath faoi lthair chun freastail ar an
méadu ar lion na mball foirne. Is é Oifig na nOibreacha
Poibli a fuair an oifig seo agus d'aitigh an Coimisiun
Cosanta Sonraf i mi Dheireadh Fémhair 2018. Ta an Oifig
828 méadar cearndg ar méid.

Baineann an t-idid fuinnimh don oifig le leictreachas
amhain, a Usaidtear i gcomhair téimh, soilsithe agus usaid
trealaimh.

Is € C2 an ratail fuinnimh don fhoirgneamh.

cUIL AN tSUDAIRE

T& achar 444 méadar cearndg in oifig an Choimisidin
Cosanta Sonraf i gCuil an tSudaire agus ta si lonnaithe ar
an urldr uachtarach i bhfoirgneamh dha stér a tégadh in
2006.

Baineann an t-idid fuinnimh don oifig le leictreachas i
gcomhair soilsithe, Usaid trealaimh agus gas nadurtha
don téamh.

Is € C1 an ratail fuinnimh don fhoirgneamh.

Gniomhaiochtai a rinneadh

Glacann an Coimisitin Cosanta Sonraf pairt i gcéras ar
line UIFE chun a Uséid fuinnimh a thuairiscit | gcomhréir
le Rialach&in na gComhphobal Eorpach (Eifeachtacht
Fuinnimh na Criochusaide agus le Seirbhisi Fuinnimh)
2009 (1.R. Uimh. 542 de 2009).

Is é seo a leanas an Usaid fuinnimh don oifig in 2019
(figitirf bailiochtaithe UIFE is déanaf até ar fail):
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Leictreach Gas Nadurtha

Baile Atha Cliath

Cearndg Mhic Liam ~ 93,878KwH
Oifig Shatailite 89,279KwH
Cuil an tSudaire 40,651TKwH 49,379

Forléargas ar bheartas/raiteas um
Chomhshaol don eagraiocht

T4 an Coimisitin Cosanta Sonraf tiomanta d'fheidhmiu
i gcomhréir le beartais um chomhshaol agus inbhua-
naitheacht Rialtas na hEireann.

Breac-chuntas ar thionscnaimh maidir
le inbhuanaitheacht an chomhshaoil

* Thainig deireadh le ceannach plaisteach aon Usaide ¢
Eanair 2019 i leith

* Soilsit LED a chur in ionad soilsit fluaraiseach in
oifig Chuil an tSudaire toisc gur theip ar aonaid n6
theastaigh na bolgain a athru

e Soilsit braiteora in Usaid in oifig amhain (Satailit)

o Athbhreithnid ar an gcéras téimh in oifig amhain ar
siul (Cearndg Mhic Liam)

e Cuireadh comortas tairisceana Ur i gcrich le haghaidh
seirbhisi bailithe araidf chun seirbhis araidi muirin
a chur san direamh do Chuil an tSudaire agus don
Chearndg Mhic Liam.

Laghdua ar an Dramhail a Ghintear

o Usaideann an Coimisitin Cosanta Sonraf socrii réam-
hshocraithe printéara chun doiciméid dhéthaobhacha
a phriontail.

e Thug an Coimisiin Cosanta Sonrai démhonatdirf
isteach chomh maith don fhoireann chun an ga ata
le doiciméid a phriontail lena n-athbhreithnit / cur i
gcomparaid le doiciméid eile le linn casoibre a laghdu.

e Solathrafonn an Coimisiin Cosanta Sonraf araidi do
Dhramhail Ghinearalta agus d’/Athchursail ag staisidin
ar fud na n-oifigf.

Athchursail a Uasmhéadu

Is é beartas an Choimisidin Cosanta Sonraf an paipéar
dramhaiola ar fad a stialladh go sabhailte. Ta consail
curtha ar fail ag a 1an suiomhanna ar fud na n-oifigf.
Déantar an paipéar stiallta a athchursail.

Solathar Inbhuanaithe

Combhlionann solathairti agus proisis uile an Choimisidin
Cosanta Sonraf an Solathar Inbhuanaithe.

Forordaitear i gconarthaf Iénadodireachta eisiamh
plaisteach aon Usaide.
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lonchuisimh i ndail le gearain faoi
margaiocht dhireach leictreonach

D'ionchuisigh an Coimisiun Cosanta Sonrai 6 chuideachta le linn 2020

as teachtaireachtai téacs n6 riomhphoist gan iarraidh a sheoladh chuig
custaiméiri nd iarchustaiméiri nd custaimeiri ionchasacha gan a gcead agus

| gcas amhain gan seoladh baill 6na bhféadfal an faighteoir iarratas a chur
chun deireadh a chur le cumarsaid dé leithéid. Airfodh leis na cuideachtaf sin
Three Ireland Services (Hutchison) Limited, Mizzoni's Pizza & Pasta Company
Limited, AA Ireland Limited, Ryanair DAC, Three Ireland (Hutchison) Limited
agus Windsor Motors Unlimited Company.

lonchuiseamh Three Ireland Services
(Hutchison) Limited

In mhi an Mheithimh agus mf Ldnasa 2019, fuair an
Coimisitin Cosanta Sonraf dha ghearan ¢ dhaoine aonair i
ndail le teachtaireachtai téacs margafochta gan iarraidh a
fuair siad 6n gcuideachta teileachumarsaide Three Ireland
Services (Hutchison) Limited. Mar fhreagairt d'imscradu
an Choimisitin Cosanta Sonrai ar an gcéad ghearan,
mhinigh Three cé gur iarr an custaiméir tarraingt amach
as an margaiocht dhireach leictreonach, mar gheall ar
earraid theicnidil nior nuashonraiodh a rogha ar chérais
na cuideachta. Maidir leis an dara gearan, Iéirigh Three
gur cuireadh moill ar chur i bhfeidhm iarratas an chus-
taiméara chun tarraingt amach mar gheall ar locht a
d'fhorbair ina gcoras bainistiochta casanna mar thoradh
ar athruithe inmheanacha TF.

D'eisigh an Coimisiun Cosanta Sonraf litir um rabhadh
foirmidil chuig Three in mi Eanair 2016 i ndail le gearan
roimhe sin. Da réir sin, chinn an Coimisitn Cosanta Sonrafi
dul ar aghaidh le hionchdiseamh a thainig as an da chas
gearain sin.

Ag Cuirt Duiche Chathair Bhaile Atha Cliath ar an 2

Marta 2020, phléadail Three ciontach as dha chiontd

faoi Rialachain 13(1) agus 13(13)(a)(i) de na Rialachain
maidir le Rlomhphriobhaideachas. Chuir an Chuirt Duiche
Probation of Offenders Act 1907 i bhfeidhm, ag ordu

go ndéanfal an cheist a chaitheamh amach ar bhonn
tabhartas carthanachta €200 le Little Flower Penny
Dinners i ndail le gach ceann den da chiontd. D'aontaigh
Three go n-focfadh sé costais dhlithidla an Choimisitin
Cosanta Sonral.
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lonchuiseamh Mizzoni's Pizza & Pasta
Company Limited

I'mian Mharta agus mi Aibredin 2019, fuair an Coimisiun
Cosanta Sonraf ceithre ghearan ¢ dhaoine aonair i ndail
le teachtaireachtal téacs margafochta gan iarraidh a
fuair siad 6 Mizzoni's Pizza & Pasta Company Limited.
Go sonrach, cuireadh béim sna gearain ar an mbuairt
g0 bhféadfadh sé gur coinniodh uimhreacha féin na
gcustaiméiri ar feadh tréimhse shuntasach ama i ndiaidh
dhata a n-ordaithe dheireanaigh. | ndiaidh imscruadd

ar na gearain, bhi an Coimisitin Cosanta Sonraf sasta

nar chloigh Mizzoni leis na rialacha maidir le toilid baili
le haghaidh margafocht dhireach leictreonach faoi na
Rialachain maidir le Riomhphriobhaideachas.

D'eisigh an Coimisiun Cosanta Sonraf litir um rabhadh
foirmidil chuig Mizzoni in mi na Samhna 2013 i ndail

le gearan roimhe sin. Da réir sin, chinn an Coimisiun
Cosanta Sonraf gniomh ionchuisimh a thionscnamh ar
bhonn na ngearan ur sin.

Ag Cuirt Duiche Chathair Bhaile Atha Cliath ar an 2 Mérta
2020, phléadail Mizzoni ciontach as ciontd amhain faoi
Rialachain 13(1) agus 13(13)(a)(i) de na Rialachain maidir
le Riomhphriobhaideachas. Chuir an Chuirt Duiche
Probation of Offenders Act 1907 i bhfeidhm, ag ordu

go ndéanfal an cheist a chaitheamh amach ar bhonn
tabhartas carthanachta €200 le Little Flower Penny
Dinners. D'aontaigh Mizzoni go n-iocfadh sé costais
dhlithidla an Choimisidin Cosanta Sonra.

lonchuiseamh Three Ireland
(Hutchison) Limited

In mhi an Mharta, Aibreain agus an Mheithimh 2020, fuair
an Coimisiun Cosanta Sonrai tri ghearan ¢ dhaoine aonair
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i ndail le teachtaireachtai téacs margafochta gan iarraidh
a fuair siad ¢ chuideachta teileachumarsaide Three
Ireland (Hutchison) Limited. Mar fhreagairt d'imscrudu

an Choimisitin Cosanta Sonrai ar an gcéad ghearan,
mhinigh Three cé gur iarr an custaiméir tarraingt amach
as an margaiocht dhireach leictreonach, mar gheall ar
fhridin uaineach ina gcdras, fuarthas teachtaireachtaf
amhail tarraingt amach ach nior spreag siad an beart a
theastaigh. Mar thoradh air sin nior nuashonraiodh a
rogha ar chéras na cuideachta. Maidir leis an dara gearan,
léirigh Three nar ionchuireadh iarratais an chustaiméara
chun tarraingt amach sa chéras mar gheall ar fhadhb
chumrafochta a thainig as athruithe inmheanacha TF.
Maidir leis an trit gearan, shonraigh Three gur tharraing
an custaiméir amach as an margaiocht dhireach leict-
reonach agus go bhfuair sé deimhnid ina leith sin. Mar
gheall ar earraid dhaonna, afach, i gcas gur Usaideadh
sraith ceadanna mhicheart, cuireadh margaiocht dhireach
leictreonach eile chuici.

Rinne an Coimisiin Cosanta Sonrai Three a ionchuiseamh
roimhe sin in 2012 as Rialachan 13 de na Rialachain
maidir le Rlomhphriobhaideachas a shard maidir le

trf ghearan roimhe sin. Da réir sin, chinn an Coimisiun
Cosanta Sonrai dul ar aghaidh go dti ionchuiseamh eile a
thainig as an trf chas gearain sin.

Ag Cuirt Duiche Chathair Bhaile Atha Cliath ar an 17
Nollaig 2020, phléadail Three ciontach as ceithre chiontd
faoi Rialachain 13(1) agus 13(13)(a)(i) de na Rialachain
maidir le Rlomhphriobhaideachas. Chuir an Chuirt
Duiche Probation of Offenders Act 1907 i bhfeidhm,

ag ordud go ndéanfai an cheist a chaitheamh amach ar
bhonn tabhartas carthanachta €2, 000 le Little Flower
Penny Dinners. D'aontaigh Three go n-iocfadh sé costais
dhlithidla an Choimisitin Cosanta Sonraf.

lonchdiseamh AA Ireland Limited

In mhi Uil agus Dheireadh Fomhair 2019, fuair an
Coimisiun Cosanta Sonrai trf ghearan 6 dhaoine aonair

i ndail le teachtaireachtai téacs agus riomhphoist
margaiochta gan iarraidh a fuair siad 6 AA Ireland Limited.
Mar fhreagairt d'imscrdadu an Choimisitin Cosanta Sonraf
ar an gcéad ghearan, mhinigh AA gur iarr an custaiméir
tarraingt amach as an margaiocht dhireach leictreonach
in 2017 agus gur cuireadh an tarraingt amach sin i
bhfeidhm ag an am. Mar gheall ar ‘fhadhb sa chdéras),
afach, taifeadadh roinnt blianta ina dhiaidh sin gur
roghnaigh sé pairt a ghlacadh agus go bhfuair sé tuilleadh
margafocht direach leictreonach ar an riomhphost. Maidir
leis an dara gearan, Iéirigh AA go bhfuair sé iarratais an
chustaiméara chun tarraingt amach ach toisc gur chuir

an custaiméir clig luachan éagsula i gerich agus go
gcaithfi an tarraingt amach a chur i bhfeidhm ar gach
ceann, mar thoradh air sin tharla moill agus cuireadh naoi
déag teachtaireacht téacs margaiochta eile chuici thar
thréimhse ocht |4 i ndiaidh di tarraingt amach ar dtus.
Maidir leis an trit gearan, shonraigh AA nar roghnaigh an
custaiméir margafocht dhireach leictreonach a fhail riamh.
Mhaigh sé chomh maith gur meabhrdchain a bhi sna
teachtaireachtai téacs a cuireadh chuig an gcustaiméir

go raibh an data le haghaidh athnuachan a n-arachais ag
druidim linn agus mheas sé gur teachtaireachtaf idirbhirt
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a bhi sna teachtaireachtai sin seachas teachtaireachtaf
margaiochta. Mar gheall ar dbhar na dteachtaireachtal
téacs, afach, mheas an Coimisiun Cosanta Sonraf gur
teachtaireachtal téacs margaiochta gan iarraidh a bhi
iontu.

Rinne an Coimisiun Cosanta Sonrai AA a ionchuliseamh
roimhe sin in 2018 as Rialachan 13 de na Rialachain
maidir le Riomhphriobhaideachas a shard maidir le
gearan amhain roimhe sin. Da réir sin, chinn an Coimisiun
Cosanta Sonraf dul ar aghaidh go dti ionchtiseamh eile a
thainig as an tri chas gearain sin.

Ag Cuirt Duiche Chathair Bhaile Atha Cliath ar an 17
Nollaig 2020, phléadail AA ciontach as tri chiontu faoi
Rialachain 13(1) agus 13(13)(a)(i) de na Rialachain maidir
le Riomhphriobhaideachas. Chuir an Chudirt Duiche
Probation of Offenders Act 1907 i bhfeidhm, ag ordu

go ndéanfaf an cheist a chaitheamh amach ar bhonn
tabhartas carthanachta €2,500 le Little Flower Penny
Dinners. D'aontaigh AA go n-focfadh sé costais dhlithidla
an Choimisidin Cosanta Sonrai.

lonchuiseamh Ryanair DAC

I' mi na Bealtaine 2019, fuair an Coimisiun Cosanta Sonraf
gearan ¢ dhuine aonair maidir le riomhphost margaiochta
a fuair siad 6 Ryanair DAC nach raibh siad abalta diliostail
as. Léirigh an gearanaf nuair a Usaid siad an cnaipe chun
diliostail 6n riomhphost a fuair siad ¢ Ryanair fuair siad
teachtaireacht earraide. Lean siad ar aghaidh ag fail
tuilleadh riomhphoist mhargaiochta ina dhiaidh sin. Mar
fhreagairt ar imscridd an Choimisidin Cosanta Sonraf ar
an ngearan, mhinigh Ryanair go bhfuair custaiméirf an
‘teachtaireacht earraide’ da dtagraiodh sa ghearan mar
gheall ar fhadhb theicnitil laistigh de Adobe Campaign

(a Usaideann Ryanair lena bhfeachtais rfomhphoist a
reachtail) a chuaigh i gcion ar iarratais ar dhiliostail /
tarraingt amach.

D'eisigh an Coimisiin Cosanta Sonraf litir um rabhadh
foirmidil chuig Ryanair in mi Aibreain 2013 i ndail le dha
ghearan roimhe sin. Da réir sin, chinn an Coimisidn
Cosanta Sonraf gniomh ionchuisimh a thionscnamh ar
bhonn an ghéarain uir sin.

Ag Cuirt Duiche Chathair Bhaile Atha Cliath ar an 17
Nollaig 2020, phléadail Ryanair ciontach as dha chiontd
faoi Rialachain 13(1), 13(12)(c) agus 13(13)(a)(i) de na
Rialachain maidir le Riomhphriobhaideachas. Chuir

an Chuirt Duiche Probation of Offenders Act 1907 i
bhfeidhm, ag ordud go ndéanfai an cheist a chaitheamh
amach ar bhonn tabhartas carthanachta €5,000 le Little
Flower Penny Dinners. D'aontaigh Ryanair go n-iocfadh sé
costais dhlithidla an Choimisitin Cosanta Sonraf.

lonchuiseamh Windsor Motors
Unlimited Company

I' mi Mhean Fémhair 2019, fuair an Coimisiun Cosanta
Sonraf tri ghearan ¢ dhaoine aonair i ndail le teach-
taireachtaf téacs margaiochta gan iarraidh a fuair siad 6
Windsor Motors Unlimited Company. Mar fhreagairt ar
imscrudd an Choimisitin Cosanta Sonraf ar an gcéad agus
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ar an dara gearan, mhinigh Windsor Motors gur sholathair
na hiarchustaiméiri a sonrai teagmhala don chuideachta
in 2008 nuair a rinneadh obair sheirbhise ar a bhfeithicli.
D'admhaigh gurbh é i mi Mhean Fémhair 2019 an chéad
uair a dirfodh ar uimhreacha f6in phéca na n-iarchus-
taiméiri sin le teachtaireachtal margafochta — aon bhliain
déag ina dhiaidh sin. Ghlac sé dearcadh an Choimisidin
Cosanta Sonrai nar choinnigh sé toilid margaiochta ar
bith a d'fhéadfadh go bhfuair sé in 2008 cothrom le

data i gcomhréir leis an riail dha mhi dhéag ata leagtha
amach i Rialachan 13(11)(d) de na Rialachain maidir le
Riomhphriobhaideachas. Maidir leis an trit gearan, léirigh
Windsor Motors go bhfuair sé iarratas an iarchustaiméara
ionchasaigh maidir le tarraingt amach in 2017 agus gur
cuireadh déilealadh leis an iarratas sin ar tharraingt
amach. Mar sin féin, bhi sé beagnach bliain ina dhiaidh sin
mar gheall ar earraid agus céras Ur TF & thabhairt isteach
gur cuireadh an rogha pairt a ghlacadh sa mhargaiocht
aris gan chuimhneamh i sonrai an duine aonair.

D'eisigh an Coimisiun Cosanta Sonraf litir um rabhadh
foirmidil chuig Windsor Motors i mi 1Uil 2017 i ndail le
gearan roimhe sin a fuarthas én gcustaiméir ionchasach
da dtagraitear thuas. Da réir sin, chinn an Coimisidn
Cosanta Sonraf gniomh ionchuisimh a thionscnamh ar
bhonn na ngearan ur sin.

Ag Cuirt Duiche Chathair Bhaile Atha Cliath ar an 17
Nollaig 2020, phléadail Windsor Motors ciontach as
ciontd amhain faoi Rialachain 13(1) agus 13(13)(a)(i) de
na Rialachain maidir le Riomhphriobhaideachas. Chuir
an Chuirt Duiche Probation of Offenders Act 1907 i
bhfeidhm, ag ordd go ndéanfai an cheist a chaitheamh
amach ar bhonn tabhartas carthanachta €1,000 le Little
Flower Penny Dinners. D'aontaigh Windsor Motors go
n-focfadh sé costais dhlithidla an Choimisitin Cosanta
Sonral.

Cuideachta Idirnaisiunta Twitter —
Fiosruchan (IN-19-1-1) faoi Alt 110 den
Acht um Chosaint Sonrai 2018

Cuideachta Idirnaisiuanta Twitter —
Fiosruchan (IN-19-1-1) faoi Alt 110 den
Acht um Chosaint Sonrai 2018

San Fhiosriichan sin, a thionscain an Coimisiun Cosanta
Sonraf (‘an Coimisitn’) ar an 22 Eanair 2019, rinneadh
scrudu ar cé acu ar chloigh né nar cloigh Cuideachta
Idirndisidnta Twitter (TIC') lena oibleagaidi faoin RGCS

i ndail lena fhogra, ar an 8 Eanair 2019, maidir le sard
(‘an Sard’) ar shonral pearsanta don Choimisiun. Bhain
an Saru, a tharla ag préisealal TIC, Twitter Inc., le fridin
i gcas nuair a dhéanfadh Usaideoir Twitter ag a raibh
cuntas cosanta, ag uUsaid Twitter for Android, a seoladh
rfomhphoist a athrd, nach raibh a gcuntas cosanta a
thuilleadh.

Ba é an aidhm leis an bhFiosrichan scrddd a dhéanamh
ar cheisteanna irithe thart ar fhogra TIC maidir leis an
Sard, seachas scrudd a dhéanamh ar na ceisteanna
suntasacha a bhain leis an Saru féin. Maidir leis sin,
rinneadh scrddu san Fhiosrdchain ar cé acu ar chloigh
né nar chloigh TIC le hAirteagal 33(1) den RGCS i
gcomhthéacs uainiu a fhégra maidir leis an Saru don
Choimisiun, agus cé acu ar chloigh né nar chloigh sé

le hAirteagal 33(5) den RGCS, i ndail lena dhoiciméadu
maidir leis an Saru.

85

Firici as ar thainig an Fiosrachan

Rinneadh fogra TIC mar leis an Sard don Choimisiun,

a raibh an Fiosriichdn mar thoradh air, ar an 8 Eandir
2019 tri Fhoirm chomhlanaithe um Fhogra maidir le
Sard Trasteorann. San Fhoirm, léirigh an TIC go bhfuair
sé tuairisc maidir le fridin trina ‘Bug Bounty Program’ ina
nduradh go bunusach “../ gcds go ndéanfadh dUsdideoir
Twitter ag a raibh cuntas cosanta, ag usdid Twitter for
Android, a seoladh riomhphoist a athri bheadh sé mar
thoradh ar an bhfridin nach raibh a gcuntas cosanta a
thuilleadh.” San Fhoirm um Fhégra maidir le Sard a bhfuil
tuilleadh eolais tugtha air, i ndail le cliseanna nar tugadh
fégra don Choimisiun laistigh den tréimhse 72 uair an
chloig arna cheangal le hAirteagal 33(1),

“Nior tuigeadh déine na ceiste — agus go raibh sé intu-
airiscithe — go dti an 3 Eandir 2018 agus ag an bpointe sin
cuireadh prdiseas freagartha teagmhas Twitter i bhfeidhm.”

Sainaithniodh leis an bhFoirm um Fhogra maidir le Sard

g0 bhféadfadh an tionchar féideartha ar dhaoine a
ndeachthas i bhfeidhm orthu, faoi mar a mheasunaigh TIC,
a bheith “suntasach”. | bhfoirm iarmheastnaithe um fhogra
a chuir TIC faoi bhraid an Choimisidin ar an 16 Eanair
2019, dheimhnigh TIC gurbh € 88,726 lion na n-Usaideoiri
AE agus LEE a ndeachthas i bhfeidhm orthu. Dheimhnigh
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sé chomh maith gur tugadh isteach an fridin a raibh an
Saru mar thoradh air “ar an 4 Samhain 2014 agus go raibh
sé leigheasta go hiomlan faoin 14 Eandir 20719” agus gur
chreid sé, toisc nach bhféadfal gach duine a ndeachthas i
bhfeidhm orthu a shainaithint (mar gheall ar theorainnea-
cha coinnedla ar logaf a bhf ar fail), gur cuireadh isteach ar
thuilleadh daoine le linn na tréimhse sin.

Fiosruchan faoi Alt 110, an tAcht um
Chosaint Sonrai 2018

De réir mar a dhealraigh sé én bhFoirm um Fhégra maidir
le Sard a chuir TIC isteach d'imigh tréimhse nios mo na

72 uair an chloig thart ¢ nuair a thainig TIC (mar rialai-
theoir) ar an eolas faoin Saru, agus ag féachaint do lion

na n-abhar sonraf a ndeachthas i bhfeidhm orthu, chuir
an Coimisiuin tUs leis an bhFiosrichan, faoi Alt 110(1) den
Acht um Chosaint Sonrai 2018 (‘Acht 2018') chun scrudu

a dhéanamh ar cé acu ar chloigh né nar chloigh TIC lena
oibleagaidi faoi Airteagal 33, agus nios sonraf arfs, lena
oibleagaidi faoi Airteagal 33(1) agus Airteagal 33(5).

Combhlionadh Airteagal 33(1)

Agus measunu a dhéanamh ar chomhlionadh TIC maidir
le hAirteagal 33(1), scrddaigh an Coimisitin an amline i
ndail le fogra TIC faoin Sard don Choimisidn. Maidir leis sin,
dheimhnigh TIC don Choimisiun le linn an Fhiosrdchain
go bhfuarthas fogra faoin bhfridin ar dtds ar an 26 Nollaig
2018 ¢ chonraitheoir seachtrach a bhi fostaithe ag Twitter
chun fridini a chuardach agus a mheasunu trid an gClar Big
Bounty, clar trina féidir le duine ar bith tuairisc ar fhridin

a chur isteach. Dheimhnigh TIC chomh maith go ndearna
an conraitheoir seachtrach, ar an 29 Nollaig 2018, agus
measunu déanta aige ar an tuairisc ar fhridini, toradh a
mheasUnaithe a chur in idl do Twitter Inc. Dheimhnigh
TIC ansin gur chuir Twitter Inc. tds ansin lena athbh-
reithnid inmheanach ar an tSlandail Faisnéise maidir leis
an gceist ar an 2 Eanair 2019, agus ina dhiaidh sin, ar an

3 Eanair 2019, gur mheasunaigh Twitter Inc. an teagmhas
mar a bheith ina sharu féideartha ar shonraf pearsanta
faoin RGCS agus chinn sé gur chdir an plean freagartha
teagmhas a thionscnamh. Dheimhnigh TIC chomh maith,
ina dhiaidh sin (ar an 4 Eanair 2019), gur osclafodh ticéad
Bainistiochta Teagmhas (IM) ach, mar gheall gur theip

ar (fhoireann Twitter Inc.) céim faoi leith a ghlacadh

sa phrdiseas bainistiochta teagmhas faoi mar a bhf sé
ordaithe, nfor cuireadh an QOifigeach Cosanta Sonraf (OCS)
do TIC leis an ticéad IM, rud a raibh moill ar fhdgra a chur
chuig an OCS (agus, da réir sin TIC mar rialaitheoir) faoin
gceist mar thoradh air.

Dheimhnigh TIC don Choimisidn gurbh é a phréisealal,
Twitter Inc. a chuir an Saru in idl dé ar dtds, ar an 7 Eanair
2019. D'admhaigh sé gur cloigh sé, i gclinsi gur thug sé
fégra don Choimisidin faoin Sard ar an 8 Eanair 2019, leis
an gceanglas maidir le fégra a thabhairt faoi Airteagal 33(1).

Agus an amline i ndail le fégra TIC den Sard a cur san
aireamh, thainig an Coimisin ar an tuairim, in ainneoin
fhiorfheasacht TIC ar an Sard ar an 7 Eanair 2019, gur
cheart go raibh TIC ar an eolas faoin Saru nfos luaithe agus,
sa chas faoi leith sin, faoin 3 Eanair 2019 ar a dhéanai. Ag
teacht ar an tuairim sin di, chuir an Coimisiin san direamh
gurbh é an 3 Eanair 2019 an data ar a mheas Twitter Inc
an teagmhas ar tus mar bheith ina shard féideartha ar

86

shonrai pearsanta ach, ar chuiseanna neamhéifeachtulacht
an phrdisis sna cudinsi sonracha a thit amach agus/no
mainneachtain Twitter Inc. clof lena phroéiseas bainistiochta
teagmhas féin, tharla moill ar an saru féideartha sonraf a
churin idl don OCS agus, da réir sin, nfor cuireadh TIC (mar
rialaitheoir) ar an eolas faoin Sard go dti an 7 Eanair 2019.

Ag teacht ar an toradh sin di, chuir an Coimisidn moill nios
luaithe san direamh chomh maith a thainig chun cinn sa
tréimhse ¢ chuir an conraitheoir seachtrach an teagmhas
in iul do Twitter Inc ar dtus ar an 29 Nollaig 2018 go dti gur
thosaigh Twitter Inc. a athbhreithnid ar Shlandail Faisnéise
ar an gceist ar an 2 Eanair 2019. Le linn an Fhiosrdchain,
dheimhnigh TIC don Choimisiun gur tharla an mhoill sin
“mar gheall ar sceideal laethanta saoire an gheimhridh” (i
gcuinsf go raibh tri 1a den cheithre 1a a bhii gceist ina
laethanta saoire — deireadh seachtaine agus La na Bliana
Uire), agus mar gheall air sin nior sainaithniodh agus nior
formhéasalodh an cheist mar ba chdir. Mar sin féin, nior
ghlac an Coimisiun leis go raibh an mhoill sin réasunta,

go hairithe i gclinsi nach féidir failli a dhéanamh i gcas go
bhféadfadh rioscaf a bheith i gceist do chearta cosanta
sonraf agus priobhaideachais dbhar sonraf, fid ar feadh
tréimhse theoranta laethanta, mar gheall gur |a/tréimhse
saoire oifigitil a bhi ann direach agus & chur san direamh
nach gcuirtear stop le seirbhisi Twitter ag amanna mar sin.

Faoi mar ata léirithe sa Chinneadh, bhainfeadh cur i
bhfeidhm malartach Airteagal 33(1), agus é sin a mhol TIC le
linn an Fhiosrdchain, go mbraitheann feidhmiu rialaitheora
da oibleagaid fégra a thabhairt, go bunusach, ar chom-
hlionadh a phréisealai maidir lena oibleagaidi faoi Airteagal
33(2), an bhonn ¢ éifeachtulacht oibleagaidi Airteagal 33

ar rialaitheoir. Thiocfadh cur chuige da leithéid salach ar
chuspair foriomlan an RGCS agus rdn reachtoir AE.

Combhlionadh Airteagal 33(5)

Agus measunu a dhéanamh ar chomhlionadh TIC maidir
le hAirteagal 33(5), rinne an Coimisiun athbhreithnit ar na
doiciméid a chuir TIC isteach le linn an Fhiosrdchain, agus
inar maigh sé gur thaifead sé an Saru.

Agus amhlaidh & dhéanamh, fuair an Coimisiun nar chloigh
TIC le hAirteagal 33(5). Bhi sé sin sna cuinsi i gcas na
ndoiciméad a bhi & gcoinneail ag TIC — ina n-aonar no le
chéile — nach raibh taifead, n¢ doiciméad iontu, maidir le,
go sonrach, ‘sard ar shonrai pearsanta’ laistigh de théarmai
Airteagal 33(5), ach seachas sin ba dhoiciméid ghinearalta
a bhiiontu, lena n-airitear tuarascalacha agus teach-
taireachtal inmheanacha, a cruthafodh le linn bhainistiocht
TIC ar an teagmhas.

Lena chois sin, fuair an Coimisiun nach raibh go leor
faisnéise sna doiciméid a bhi & gcoinneail ag TIC i ndail
leis an Sard chun go mbeifi abalta ceist um chomhlion-
adh TIC maidir le ceanglais Airteagal 33 a dheimhnid, faoi
mar a cheanglaitear le hAirteagal 33(5). Go sonrach, fuair
an Coimisiun go raibh na doiciméid, ar chuir TIC in idl
gur iad an phriomhthaifead ina raibh na firici, éifeachtai
agus gniomh leigheasta a rinneadh maidir leis an Saru
taifeadta aige, easnamhach maidir le clinsi i gcas raibh
na firici abhartha ar fud iontu i ndail leis an bhfogra faoin
Saru don Choimisiun. Go sonrach, ni raibh tagairt ar bith
sna doiciméid do na ceisteanna as ar thainig an mhoaill

ar fhogra 6na phroisealaf faoin Sard do TIC, né nior
tugadh aghaidh iontu ar an doigh a ndearna TIC measunu
ar an riosca mar gheall ar an Sard do na husaideoirf
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lena mbaineann. Fuair an Coimisidn chomh maith gur
léirfodh easnaimh ar na doiciméid a chur TIC ar fail mar
thaifead den Sard tuilleadh mar gheall gurbh éigean don
Choimisiun, le linn an Fhiosrdchain, fiosrdchain iomadula
a ardu chun soiléireacht a fhail maidir leis na firici i ndail le
fogra faoin Sard.

Préiseas faoi Airteagal 60 agus
Airteagal 65 den RGCS

Ar an 22 Bealtaine 2020, d'eisigh an Coimisiun dréacht da
Chinneadh (‘an Dréachtchinneadh’) chuig Udarais mhao-
irseachta eile lena mbaineann (‘CSAnna’) da dtuairim i
gcomhréir leis an bpraiseas faoi Airteagal 60 den RGCS.
Leagan amach sa Dréachtchinneadh toradh beartaithe
an Choimisitin maidir le saruithe faoi Airteagail 33(1) agus
33(5) agus a thogra maidir le fineail riarachain a fhorchur.
Faoi Airteagal 60(4), tugtar tréimhse ceithre seachtaine do
CSAnna chun agdid dbhartha agus réasunaithe i gcoinne
dréachtchinnidh a chur in iul.

Chuir lion CSAnna agdidi in idl i ndail le gnéithe den
Dréachtchinneadh, lena n-airftear agéidf ar an mbonn
gurbh cheart don Choimisiun, mar chuid da Fhiosrdchan,
foralacha den RGCS a bhreithnid; agdidi i ndail le cdrsai
neamhshubstainteacha, amhail ainmnid rél an fhreagréra
a bhi faoi imscradu (TIC) agus innidlacht an Choimisidin,
mar Phriomhudaras Maoirseachta, chun déileail leis an
gceist; agus agoidi i ndail leis an bhfineail riarachain a mhol
an Coimisiun.

| ndiaidh na hagdidf a ardaiodh a chur san direamh, agus
iarrachtai a dhéanamh chun teacht ar chomhaontd leis
na CSAnna, nforbh fhéidir leis an gCoimisidn na hagoidi

a leanuint i nDréachtchinneadh leasaithe. Ar an mbonn
sin, d'atreoraigh an Coimisidn an cheist chuig an mBord
Eorpach um Chosaint Sonraf (EDPB’) lena chinneadh de
bhun shasra réitigh diospdidi Airteagal 65. Chuir an Bord
Eorpach um Chosaint Sonrai tus le nds imeachta Airteagal
65 ar an 8 Mean Fomhair 2020. Agus a chinneadh cean-
gailteach faoi Airteagal 65(1)(@) (‘an EDPB) glactha aige

ar an 9 Samhain 2020, thug an EDPB fégra faoi sin don
Choimisiun ar an 17 Samhain 2020. As sin amach, de bhun
Airteagal 65(6), ceanglaiodh ar an gCoimisiun a chinneadh
deiridh a ghlacadh ar bhonn Chinneadh an EDPB “gan
moill mhichui agus faoi mhi amhdin ar a dhéanaf i ndiaidh
don Bhord a chinneadh a chur in idl.”

Forailtear in Airteagal 65(1)(a) maidir le cinneadh cean-
gailteach an EDPB faoi Airteagal 65, “...go mbainfidh sé

le gach ceist ar dbhar in agéid dbhartha agus réasunaithe
fad, go hdirithe cé acu an bhfuil séru ¢ dhéanamh ar [an
RGCS)”. Maidir leis sin, i gcomhthéacs mheasunud an EDPB
ar na hagoidi a d'ardaigh na CSAnna sa chas sin, fuarthas
i gCinneadh an EDPD nach raibh roinnt de na hagoidi

a ardafodh ‘abhartha agus réasunaithe’ laistigh de bhrf
Airteagal 4(24) ar an mbonn nar sholathair siad |éirid soiléir
ar shuntasacht na rioscaf a bhain leis an Dréachtchinne-
adh i ndail le cearta agus saoirsi bundsacha na n-abhar
sonraf agus, nuair is infheidhme, saorshreabhadh sonraf
pearsanta laistigh den Aontas Eorpach (faoi mar a chean-
glaitear le hAirteagal 4(24)).

Maidir le lion agoidi eile a ardaiodh, agus a rinneadh

ar an mbonn gurbh cheart go ndearna an Coimisiun
saruithe eile faoi fhoralacha eile den RGCS a bhreithniu
(go sonrach, Airteagail 5(1)(f), 5(2), 24 agus 32), agus cé go
bhfuair an EDPB go raibh na hagoidi sin abhartha agus
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réasunaithe faoin Airteagal 4(24), chinn sé nach féidir leis,
ar bhonn na ngnéithe firicidla sa Dréachtchinneadh no sna
hagdidi féin, a dhearbhu go raibh saruithe eile da leithéid
(n6 a malairt) ann.

Ar deireadh, agus i ndail leis na hagdidf a d'ardaigh na
CSAnna i ndail leis an bhfineail riarachain a fhorchuireadh,
fuair an EDPB go raibh cuid airithe de na hagdidi sin
abhartha agus réasunaithe faoi Airteagal 4(24). Da réir sin,
d'eisigh an EDPB treoir cheangailteach chuig an gCoimisidn
chun athmheasinu a dhéanamh ar na gnéithe ar a raibh
sé ag brath chun méid na fineala (faoi Airteagal 83(2) den
RGCS) a riomh agus chun a Dréachtchinneadh a leasu tri
leibhéal na finedla a mhéadu. (Le haghaidh tuilleadh eolais
maidir le Cinneadh an EDPB, féach ar shuiomh gréasdin an
EDPB san dit ina bhfuil Cinneadh an EDPB foilsithe).

Cinneadh faoi Alt 111 d’'Acht 2018

Ghlac an Coimisitin a Cinneadh deiridh (‘an Cinneadh’)

ar bhonn Chinneadh an EDPB de bhun Airteagal 60(7)

i gcomhar le hAirteagal 65(6), ar an 9 Nollaig 2020. Ar a
fhail amach gur sharaigh TIC Airteagal 33(1) agus Airteagal
33(5) araon, dfhorchuir an Coimisiuin fineail riarachain
$500,000 (a mheastar chun na criche seo ag €450,000) a
léirigh méadu ar leibhéal na finedla riarachain beartaithe
arna leagan amach sa Dréachtchinneadh, i gcomhréir

le treoir an EDPB. Agus an fhineail sin a socrd, chinntigh
an Coimisiun, faoi mar a cheanglaitear air a dhéanamh
faoi Airteagal 83(1) den RGCS, go raibh an fhineail a
forchuireadh éifeachtach, comhréireach agus athchom-
hairleach. Maidir leis sin, agus cinneadh a dhéanamh i
ndail le fineail a fhorchur agus méid na fineala sin a shocry,
breithnigh an Coimisitn an réimse iomlan tosca faoi
Airteagal 83(2) den RGCS i gcomhthéacs chuinsi an chais
faoi leith. Agus amhlaidh & dhéanamh, thug an Coimisidn
aird faoi leith ar chineal, ar dhéine agus ar fhad na saruithe
lena mbaineann, ag cur san aireamh cineal, raon agus
cuspdir na proiseala agus lion na n-abhar sonrafi lenar
bhain. Thug an Coimisiin aird chomh maith ar chineal
faillitheach na saruithe. Agus an fhineail & socrd, chuir

an Coimisiun tosca eile san aireamh, lena n-airitear na
céimeanna a rinne Twitter Inc. chun an fridin a cheartd.

Ag teacht ar a chinneadh di sa chas sin, chuir an Coimisiun
béim chomh maith go mbaineann tabhacht faoi leith le
comhlionadh an rialaitheora maidir leis na hoibleagaidi
faoi Airteagal 33(1) agus Airteagal 33(5) maidir le feidhmiu
foriomlan an chérais maoirseachta agus forfheidh-
mitchain a dhéanann Udarais um chosaint sonra.

Dearbhu ag an gCuirt Chuarda maidir
le cinneadh chun fineail riarachain a
fhorchur

Faoi Alt 143 d’Acht 2018, ceanglaitear ar an gCoimisiun
jarratas a chur faoi bhrdid na Cuirte Cuarda ar dhearbhu ar
a chinneadh fineail riarachain a fhorchur. Ni féidir iarratas
da leithéid a dhéanamh ach nuair a éagfaidh an t-achar
ama (28 13), arna leagan sios le hAIt 142(1) d'Acht 2018, i
gcomhair achomhairc ar an gcinneadh a rinne an rialai-
theoir né an proisealal lena mbaineann. Ag trath an fhoil-
seachain, agus an t-achar ama don achomharc imithe in
éag, ta an Coimisiun ag déanamh réidh le hiarratas a chur
faoi bhraid na Clirte Cuarda, faoi Alt 143 d’Acht 2018, ar
dhearbht ar a cinneadh i ndail leis an bhfineail riarachain.

TUARASCAIL BHLIANTUIL 2020



Dlithiocht maidir le Clasail
Conarthacha Chaighdeanacha

Coimisinéir Cosanta Sonrai i leith
Facebook na hEireann Teoranta agus
Maximilian Schrems [Uimh. Thaifid.
2016/ 4809 P]

Ar an 31 Bealtaine 2016, thionscain DPC (an Coimisinéir
Cosanta Sonraf ag an am) imeachtai in Ard-Chuirt na
hEireann ag lorg tagartha do Chuirt Bhreithitnais an
Aontais Eorpaigh maidir le bailiochtd “clasal conarthach
caighdeanach” (CCCanna) Sasra is ea CCCanna, arna
mbunu le lion cinnti ¢ Choimisiun AE, faoinar féidir
sonraf pearsanta a aistrid 6n Aontas Eorpach go dti

na Stait Aontaithe faoi lathair. Thionscain an Coimisiun
Cosanta Sonraf na himeachtaf sin i gcomhréir leis na

nés imeachta ata leagtha amach ag Cuirt Bhreithidnais
an Aontais Eorpaigh ina breithitnas ar an 6 Deireadh
Fomhair 2015 (lenar cealaiodh an céras Tearmainn maidir
le haistrit sonraf pearsanta 6 AE go SAM). Rialaigh CBAE
g0 gcaithfeadh Udaras um chosaint sonrai AE an nds
imeachta sin (a bhaineann le tagairt don CBAE a lorg) i
gcas go measann Udards um chosaint sonrai AE go bhfuil
ddar maith le gearan arna dhéanamh ag abhar sonraf i
ndail le hionstraim AE, amhail cinneadh ¢ Choimisitn AE.

(1) Cdlra

Ta bunus na n-imeachtaf a rinne an Coimisiun Cosanta
Sonraf sa bhunghearan a rinne an tUasal Maximillian
Schrems i mi an Mheithimh 2013 leis an gCoimisiun
Cosanta Sonrafl maidir le haistrid sonrai pearsanta ag
Facebook Ireland chuig a mhathairchuideachta Facebook
Inc. i SAM. Bhi imnf ar an Uasal Schrems, mar go raibh

a shonral pearsanta a n-aistrit ¢ Facebook Ireland go
Facebook Inc., go raibh na sonrai pearsanta a rochtain go
neamhdhleathach (né go raibh an baol ann go mbeadh
rochtain orthu) ag gniomhaireachtaf slandala stait na
Stat Aontaithe. Thainig buarthaf an Uasal Schrems chun
cinn i bhfianaise nochtadh Edward Snowden i ndail

le clair airithe ar mafodh go raibh siad a n-oibril ag
Gniomhaireacht Slandala Naisiunta SA, go sonrach clar
ar a dtugtar "PRISM". Dhidltaigh an Coimisiun Cosanta
Sonraf imscridud a dhéanamh ar an ngearan sin ar an
bhforas gur bhain sé le cinneadh ¢ Choimisiin AE (lenar
bunaiodh an céras Tearmainn le haghaidh sonraf a aistrid
6 AE go SAM) agus ar an mbonn sin bhi si faoi cheangal
faoin dli naisiunta agus AE a bhi ann ceana an cinneadh
sin 6 Choimisiun AE a chur i bhfeidhm. Thionscain an
tUasal Schrems caingean athbhreithnithe bhreithidn-
aigh i gcoinne an chinnidh gan imscrddu a dhéanamh
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ar a ghearan agus mar gheall ar an gcaingean sin rinne
Ard-Chuirt na hEireann tagairt don CBAE, a sholathair a
chinneadh ar an 6 Deireadh Fémhair 2015.

(2) N6s imeacht CBAE i ndail le gearain a
bhaineann le cinnti 6 Choimisiun AE

Le riall an CBAE an 6 Deireadh Fémhair 2015 soiléirfodh
nuair a dhéantar gearan le hidaras um chosaint sonraf
AE a bhaineann le héileamh nach bhfuil cinneadh 6
Choimisiun AE comhoiritnach le priobhaideacht agus
cearta agus saoirsi bundsacha a chosaint, nach moér don
Udaras abhartha um chosaint sonrai scrddu a dhéanamh
ar an ngearan sin fil mura mbeidh an t-Udaras um
chosaint sonraf sin é féin &balta an cinneadh sin a chur i
leataobh né déiledil leis mar a bheith neamhbhainteach.
Rialaigh an CBAE ma mheasann an t-Udaras um chosaint
sonraf go bhfuil ddar maith leis an ngearan, mar sin

ni mor dul i mbun imeachtaf dlithidla os comhair na
Cuirte naisiunta agus, ma bhionn an t-amhras céanna

ar an gCuirt naisiinta maidir le bailiocht an chinnidh ¢
Choimisiun AE, ni mér don Chuirt ndisidnta ansin tagairt
a dhéanamh don CBAE le haghaidh réamhriald maidir le
bailiocht an Chinnidh 6 Choimisiun AE lena mbaineann.
Faoi mar a luaitear thuas, chealaigh Cuirt Bhreithitnais
an Aontais Eorpaigh ina breithidnas ar an 6 Deireadh
Fomhair 2015 an cinneadh ¢ Choimisidin AE chomh maith
lenar cuireadh taca faoin gcéras Tearmainn maidir le
haistrid sonrafl AE go SAM.

(3) Dréachtchinneadh an Choimisitdin Cosanta
Sonrai

I ndiaidh cheall an chérais Tearmainn maidir le haistrid
sonral pearsanta, rinne an tUasal Schrems a ghearan a
athcheapadh agus a chur isteach aris lena chuntas féin
maidir leis an imeacht sin agus d'aontaigh an Coimisiun
Cosanta Sonrai dul ar aghaidh ar bhonn an ghearain
athcheaptha sin. Scrddaigh an Coimisidn Cosanta Sonraf
gearan an Uasail Schrems i bhfianaise airteagail airithe
de Chairt um Chearta Bunusacha an AE (an Chairt), lena
n-airitear Airteagal 47 (an ceart chun leigheas éifeachtdil
i gcas go ndéantar sard ar na cearta agus saoirsi arna
rathu ag dli AE). Le linn di imscrddd a dhéanamh ar
ghearan athcheaptha an Uasail Schrems, shocraigh an
Coimisitin Cosanta Sonraf gur lean Facebook Ireland le
sonral pearsanta a aistrid chuig Facebook Inc. sna Stait
Aontaithe ar iontaoibh Usaid na CCCanna den chuid ba
mho. Ag teacht éna himscridu ar ghearan athcheaptha
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an Uasail Schrems thainig an Coimisiun Cosanta
Sonraf ar an réamhthuarim (faoi mar a cuireadh in iul i
ndréachtchinneadh an 24 Bealtaine 2016 agus faoi réir
tuilleadh aighneachtaf a fhail ¢ na pairtithe) go raibh udar
maith le gearan an Uasail Schrems. Bhi sé sin bunaithe

ar dhréacht-toradh an Choimisitin Cosanta Sonraf nach
bhfuil leigheas dlithidil atd comhoiriinach le hAirteagal 47
den Chairt ar fail i SAM do shaoranaigh AE a n-aistritear a
sonraf chuig SAM i gcas go bhféadfadh sé go mbeadh siad
i mbaol go ndéanfadh gniomhaireachtai Stait SAM iad a
rochtain agus a phroiseail chun criocha slandail ndisidnta
ar mhodh nach bhfuil comhoiriinach le hAirteagail 7
agus 8 den Chairt. Thainig an Coimisiin Cosanta Sonraf
ar an réamhthuairim nach dtéann CCCanna i ngleic leis
an easpa sin de leigheas éifeachtach atd comhoiritinach
le hAirteagal 47 agus da réir sin gur doigh go mbeidh
CCCanna féin ina sharu ar Airteagal 47 a mhéid is a
bhaineann siad le haistrid sonraf pearsanta shaoranaigh
AE go SAM a dhlisteand.

(4) Na himeachtai agus an Eisteacht

Da réir sin thionscain an Coimisiun Cosanta Sonraf
imeachtaf in Ard-Chuirt na hEireann ag lorg dearbhu
maidir le bailiocht an chinnidh 6 Choimisidn AE i ndail le
CCCanna agus réamhthagartha don CBAE ar an gceist sin.
Nior lorg an Coimisitin Cosanta Sonrai faciseamh sonrach
sna himeachtai i gcoinne Facebook Ireland né an Uasail
Schrems. Mar sin féin, rinneadh an bheirt acu a ainmnid
mar phairtithe sna himeachtai chun deis a thabhairt
doibh (ach ni oibleagaid) pairt iomlan a ghlacadh toisc go
mbeadh tionchar ag toradh na n-imeachtaf ar bhreithnid
an Choimisidin Cosanta Sonrai maidir le gearan an Uasail
Schrems i gcoinne Facebook Ireland. Roghnaigh an da
phairtl go nglacfadh siad pairt iomlan sna himeachtaf.
Rinne deich trid pairtl ar suim leo cdrsaf iarratas chun
pairt a ghlacadh mar amicus curiae (“cairde na cuirte”)
sna himeachtaf agus rialaithe an Chuirt go bhféadfadh
ceithre phairti de na deich bpairti sin (Rialtas SAM, BSA, an
Comhaontas Bogearral, an Eoraip Dhigiteach agus EPIC
(An lonad um Fhaisnéis Riomhphriobhaideachais)) mar
amici.

Tiondladh éisteacht na n-imeachtai os comhair an
Bhreithimh Uasail Costello in Ard-Chuirt na hEireann
(Ranndg Trachtala) thar 21 14 i mf Feabhra agus i mi

an Mharta 2017 agus rinneadh an breithitnas a fhor-
choimead ag concluid na héisteachta. Go hachomair,
rinneadh aighneachtai dlithidla thar ceann: (i) gach pairti,
arbhiad sin an Coimisiin Cosanta Sonraf, Facebook
Ireland agus an tUasal Schrems; agus (i) gach duine de
“chairde na Cuirte”, faoi mar ata sonraithe thuas. D'éist an
Chuirt fianaise 6 bhéal chomh maith ¢ 5 shainfhinné ar an
iomlan maidir le dlf SAM, faoi mar a leanas:

* Ashley Gorski, Uasal, sainfhinné thar ceann an Uasail
Schrems;

e An tOllamh Neil Richards, sainfhinné thar ceann an
Choimisitin Cosanta Sonraf;

e An tUasal Andrew Serwin, sainfhinné thar ceann an
Choimisitiin Cosanta Sonraf;

* An tOllamh Peter Swire, sainfhinné thar ceann Face-
book; agus
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* An tOllamh Stephen Vladeck, sainfhinné thar ceann
Facebook.

San idirthréimhse idir concluid na trialach agus solathar
an bhreithidnais ar an 3 Deireadh Fomhair 2017 (féach
thios), sholathair na pairtithe sa Chuirt lion nuashonruithe
ar an gcas-dli agus ar fhorbairti eile.

(5) Breithitinas na hArd-Chuirte

Rinne an Breitheamh Uasal Costello an breithitinas a
sholathar ar an 3 Deireadh Fémhair 2017 tri bhithin
breithilinas scriofa 152 leathanach. Sholathair an Chuirt
achoimre feidhmitchéain den breithilinas chomh maith.

Sa bhreithitinas, chinn an Breitheamh Uasal Costello go
raibh Udar maith leis na buarthaf a chuir an Coimisidn
Cosanta Sonraf in idl ina dréachtchinneadh an 24
Bealtaine 2016, agus gur cheart cuid airithe de na
ceisteanna a ardaiodh sna himeachtai sin a atreord
chuig an CBAE ionas go bhféadfadh an CBAE rialu a
dhéanamh maidir le bailiocht na gcinnti ¢ Choimisidn

AE lenar bunaiodh CCCanna mar mhodh chun aistrithe
sonraf pearsanta a dhéanamh. Go sonrach dhearbhaigh
an Chuirt go raibh ddar maith le dréacht-torthaf an
Choimisitin Cosanta Sonraf arna leagan amach ina
dréachtchinneadh an 24 Bealtaine 2016 nar chloigh dlithe
agus cleachtais SAM le ceart shaoranach AE faoi Airteagal
47 den Chairt chun leigheas éifeachtach os comhair
binse neamhspleach (a bhfuil feidhm aige, faoi mar a
luaigh an Chdirt, maidir le sonraf abhair shonraf uile AE a
n-aistriodh a sonraf chuig SAM).

Ina breithiiinas an 3 Deireadh Fémhair 2017, chinn an
Breitheamh Uasal Costello chomh maith, mar gheall

gur chuir na pairtithe in idl gur mhaith leo an deis a
ghlacadh go n-éistfi leo i ndail leis na ceisteanna a bhi le
hatreord chuig CBAE, go ndéanfadh si an cheist a liostu
le haghaidh aighneachtai ¢ na pairtithe agus ansin go
ndéanfadh si na ceisteanna bhi le hatreord chuig CBAE
a chinneadh. Chuir na pdirtithe sa chas, mar aon leis an
amicus curiae aighneachtaf faoi bhraid na Cuirte, i measc
nithe eile, maidir leis na ceisteanna a bhi le hatreord, ar
an 1 Nollaig 2017 agus ar an 16, 17 agus 18 Eanair 2018.
Le linn na n-éisteachtaf sin, rinneadh aighneachtaf thar
ceann Facebook agus Rialtas SAM maidir le “hearraidi”
ar liomhnaigh siad go ndearnadh iad i mbreithidnas an
3 Deireadh Fémhair 2017. D'fhorchoimead an Chuirt a
breithitinas maidir leis na cursaf sin.

(6) Ceisteanna a bhi le hatreoru chuig an CBAE

Ar an 12 Aibrean 2018, chuir an Breitheamh Uasal
Costello a hlarratas ar Réamhriald 6n CBAE de bhun
Airteagal 267 den CFAE in iul do na pairtithe. Sa
doiciméad leagtar amach na 11 cheist faoi leith a bhi
le hatreord chuig an CBAE, mar aon le cllra leis na
himeachtal.

Ar an data céanna, Iéirigh an Breitheamh Uasal Costello
go ndearnadh si roinnt mionathruithe ar a breithidinas

an 3 Deireadh Fémhair 2017, go sonrach ar mhireanna
175,176,191,192, 207, 213, 215, 216, 220, 221 agus 239.
Le linn na héisteachta sin, Iéirigh Facebook gur mhaith
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leis smaoineamh ar an ndéanfadh sé cinneadh na hArd-
Chuirte tagairt a dhéanamh don CBAE a achomharc né
nach ndéanfadh agus da ndéanfadh, bac ar an tagairt
arna déanamh ag an Ard-Chuirt don CBAE a lorg. Ar an
mbonn sin, liostaigh an Ard-Chuirt an cheist le haghaidh
an 30 Aibrean 2018.

Nuair a cuireadh na himeachtal os comhair na hArd-
Chuirte ar an 30 Aibrean 2018, rinne Facebook iarratas ar
bhac ar thagairt na hArd-Chuirte don CBAE ag feitheamh
le hachomharc uaidh i gcoinne dhéanamh na tagartha.
Rinne na pairtithe aighneachtai i ndail le hiarratas
Facebook ar bhac.

Ar an 2 Bealtaine 2018, sholathair an Breitheamh Uasal
Costello a breithiiinas maidir le hiarratas Facebook

ar bhac ar thagairt na hArd-Chuirte don CBAE. Ina
breithitinas, dhidltaigh an Breitheamh Uasal Costello an
t-iarratas ¢ Facebook ar bhac, ag dearbht go ndéanfadh
an éagoir is 14 de bharr dhidltd na hArd-Chuirte do bhac
ar bith agus an tagairt a sholathar laithreach don CBAE.

(7) Achomharc chun na Cuirte Uachtarai

Ar an 11 Bealtaine 2018, l6istedil Facebook achomharec,
agus rinne sé iarratas ar chead chun achomharc a
dhéanamh chun na Cuirte Uachtaral, i gcoinne bh-
reithidinais an 3 Deireadh Fémhair 2017, bhreithitinas
leasaithe an 12 Aibrean 2018 agus bhreithitnas an 2
Bealtaine 2018 lena didltafodh bac. Eisteadh iarratas
Facebook ar chead chun achomharc a dhéanamh

chun na Cuirte Uachtaraf ar an 17 IUil 2018. | mbreit-
hidnas a solathraiodh ar an 31 IUil 2018, dheonaigh an
Chuirt Uachtarach cead do Facebook ag tabhairt cead
dé a achomharc a thionscnamh sa Chuirt Uachtarach
ach d'fhag si an cheist maidir le cineal an achomhairc

a mbeadh cead é a thabhairt os comhair na Clirte
Uachtaraf oscailte. Le linn dheireadh 2018, bhi roinnt
éisteacht ndés imeachta sa Chuirt Uachtarach le hullmhu
don éisteacht shubstainteach. Tiondladh an éisteacht
shubstainteach den achomharc thar an 21, 22 agus 23
Eanair 2018 os comhair painéal 5 bhreitheamh de chuid
na Clirte Uachtaral — An Breitheamh Uasal Clarke,

an Breitheamh Uasal Charleton, an Breitheamh Uasal
Dunne, an Breitheamh Uasal Finlay Geoghegan agus

an Breitheamh Uasal O'Donnell. Rinneadh argdéinti 6
bhéal thar ceann Facebook, an Choimisitin Cosanta
Sonral, Rialtas SAM agus an Uasail Schrems. Bhain na
ceisteanna larnacha a thainig as an achomharc le cé acu
an bhféadfadh, mar abhar dli, an Chuirt Uachtarach ath-
bhreithnit a dhéanamh ar na firici a rinne an Ard-Chuirt
i ndail le dli SAM. Thainig sé sin as liomhainti a rinne
Facebook agus Rialtas SAM go raibh earraidi firicidla i
mbreithitinas na hArd-Chuirte, lenar cuireadh taca faoin
tagairt a rinneadh don CBAE.

Ar an 31 Bealtaine 2019, sholathair an Chuirt Uachtarach
a priomhbhreithitnas, ina bhfuil 77 leathanach. Go
hachomair, chaith an Chuirt Uachtarach achomharc
Facebook amach go hiomlan. Agus amhlaidh &
dhéanamh, chinn an Chuirt Uachtarach an méid seo a
leanas:
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* Niraibh sf sésta, mar &bhar dhlf na hEireann né AE,
smaoineamh ar achomharc ar bith i gcoinne cinnidh
on Ard-Chuirt maidir le tagairt a dhéanamh don CBAE.
Nior ghlac sf ach an oiread leis an gCuirt Uachtarach
bheith ag smaoineamh ar achomharc ar bith i ndail
le téarma tagartha da leithéid (i.e. na ceisteanna
sonracha a d'atreoraigh an Ard-Chuirt chuig an CBAE).
Chinn an Chuirt Uachtarach gur abhar d’Ard-Chuirt na
hEireann amhain é cé acu tagairt a dhéanamh na gan
tagairt a dhéanamh don CBAE. D4 réir sin ni raibh sé
cui don Chuirt Uachtarach, i gcomhthéacs achomharc
Facebook, anailis na hArd-Chuirte a bhreithnid a raibh
an cinneadh mar thoradh air go raibh na buarthaf
céanna aici is a bhi ag an gCoimisiun Cosanta Sonraf i
ndail le bailfocht an Cinnidh CCC. Bhi sé sin mar gheall
ar an gceist a bhi dldth-nasctha le cinneadh na hArd-
Chuirte tagairt a dhéanamh don CBAE agus nior ghlac
sé le Facebook bheith ag féachaint do sin mar phointe
achombhairc.

* Ghlac sf leis go mbreithneodh an Chuirt Uachtarach
an raibh na firici a fuair an Ard-Chuirt (i.e. na firici sin
lenar cuireadh taca faoin tagairt a rinneadh don CBAE)
inbhuanaithe faoi threoir na fianaise a cuireadh os
comhair na hArd-Chuirte, né ar cheart na firici sin a
cheall.

* Amhéid is gur cheistigh Facebook priomhcheistean-
na airithe den fhiric a fuair an Ard-Chuirt maidir le dli
SAM, ar bhonn na sainfhianaise a cuireadh os comhair
na hArd-Chuirte, nfor shainaithin an Chuirt Uachtarach
torthaf firice ar bith a bhi neamh-inbhuanaithe. D4 réir
sin, nior chealaigh an Chuirt Uachtarach ceann ar bith
de na firici a fuair an Ard-Chuirt. Ina ionad sin, bhi sé
de thuairim na Cuirte Uachtaraf gur bhain na cainti a
rinne Facebook faoi bhreithilinas na hArd-Chuirte le
tréithrid cui na mbunfhirici seachas na florfhirici.

(8) Eisteacht os comhair an CBAE

Thiondil an CBAE (an Mdér-Dhlisheomra) éisteacht ¢ bhéal
i ndail leis an tagairt a rinne Ard-Chuirt na hEireann dé

ar an 9 I4il 2019. Shuigh an CBAE le comhdhéanamh de
15 bhreitheamh, lena n-airitear Uachtaran an CBAE, an
Breitheamh Koen Lenaerts. Ba é an Breitheamh Thomas
von Danwitz an Rapoirtéir Breithimh Ceaptha. Ba é Henrik
Saugmandsgaard @e an tArd-Abhcdide a sannadh don
chas.

Ag an éisteacht, rinne an Coimisiun Cosanta Sonrai, an
tUasal Schrems agus Facebook aighneachtai ¢ bhéal os
comhair an CBAE. Tugadh cead do na 4 phairti a ghlac
pairt mar amicus curiae (“cairde na cuirte”) sa chas roimh
Chuirt na hEireann (SAM, EPIC, BSA Business Software
Alliance Inc. agus an Eoraip Dhigiteach) aighneachtaf ¢
bhéal a dhéanamh chomh maith. Lena chois sin, rinne
Parlaimint na hEorpa, Coimisiln AE agus lion Ballstat (an
Ostair, an Fhrainc, an Ghearmain, Eire, an Isiltfr, agus an
Riocht Aontaithe) a rinne gach ceann acu idirghabhail
sna himeachtaf aighneachtai ¢ bhéal chomh maith

ag an éisteacht os comhair an CBAE. Lena chois sin,

ar chuireadh 6n CBAE, chuaigh an Bord Eorpach um
Chosaint Sonrai (EDPB) os comhair an CBAE maidir le
ceisteanna faoi leith.
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(9) Tuairim an Ard-Abhcéide

Solathrafodh Tuairim Ard-Abhcéide Saugmandsgaard Je
(an AA) ar an 19 Nollaig 2019.

Sa Tuairim sin, mar réamhchursai, luaigh an AA gur
thionscain an Coimisitin Cosanta Sonraf imeachtaf i
ndail le gearan an Uasail Schrems os comhair na Cuirte
naisidnta atreoraithe i gcomhréir le mir 65 de bhreit-
hitinas an CBAE an 6 Deireadh Fémhair 2015 (faoi mar a
thuairiscitear tuilleadh thuas). Fuair an AA chomh maith
go raibh an t-iarratas ar réamhriald inghlactha.

| ndail leis na ceisteanna a d'atreoraigh Ard-Chuirt na
hEireann chuig an CBAE, chuir an AA srian go sonrach
lena bhreithnid maidir le bailiocht an Chinnidh 6
Choimisiuin AE is bonn leis na CCCanna (Cinneadh
CCCanna). On dtus, luaigh an tArd-Abhcdide go raibh an
anailis sa Tuairim, dar leis, treoraithe ag an mian cothro-
maiocht a fhail idir an ga le méid réasinta réadulachta

a thaispeaint chun caidreamh leis an gcuid eile den
domhan a éascl agus an ga leis na luachanna bunaidh
arna n-aithint in orduithe dlithidla AE, a Bhallstat agus

na Cairte um Chearta Bunusacha a dearbhu. Bhi sé den
tuairim chomh maith nach mér an Cinneadh CCCanna a
scrudu faoi threoir fhoralacha an RGCS (i gcomparaid leis
an Treoir maidir le Cosaint Sonraf (Treoir 95/46)) ar aon
dul le hAirteagal 94(2) agus luaigh an AA chomh maith go
ndéantar foralacha comhfhreagracha na Treorach maidir
le Cosaint Sonraf a atairgeadh go bunusach le foralacha
abhartha an RGCS.

Mheas an AA go bhfuil feidhm ag dli AE maidir le haistrid
sonraf pearsanta ¢ Bhallstat chuig trid tir i gcas go bhfuil
an t-aistrid sin ina chuid de ghniomhaiocht trachtala.
Maidir leis sin, ba f tuairim an AA go bhfuil feidhm ag dli
AE maidir le haistrid den chinedl sin beag beann ar cé
acu an bhféadfadh ddarais phoiblf an trid tir sin na sonraf
pearsanta a aistriodh chun criocha shlandail naisidnta
na tire sin a chosaint. Maidir le cinedl na CCCanna, ba i
tuairim an AA go léirionn na CCCanna sasra ginearalta

is infheidhme maidir leis na haistrithe beag beann ar an
trid tir cinn scribe agus an leibhéal cosanta a chinntitear
ansin.

Maidir leis an tastail i gcomhair an leibhéil chosanta a
theastaionn i ndail le cosaintf (a dfheadfadh na CCCanna
a sholathar) ata scrudaithe le hAirteagal 46 den RGCS i
gcas go bhfuil sonraf pearsanta a n-aistri amach as AE go
trid tir nach bhfuil toradh déthanach aici, ba i tuairim an
AA go gcaithfeadh an leibhéal cosanta arna chur ar fail ag
na cosainti sin a bheith comhionann go bunudsach leis an
leibhéal cosanta a chuirtear ar fail d'dbhair shonraf in AE
leis an RGCS agus leis an gCairt um Chearta Bunusacha.
Mar sin, nf athrafonn ceanglais na cosanta le haghaidh
cearta bunusacha arna gcinntiu leis an gCairt de réir an
bhoinn dhlithidil don aistriti sonraf.

| ndiaidh scridd mionsonraithe ar chineal agus abhair an
CCCanna, chinn an AA nach raibh an Cinneadh CCCanna
neamhbhaili faoi threoir na Cairte. Ina thuairim, toisc
gurbh é an cuspair leis na CCCanna easnaimh ar bith i
gcosaint na sonral pearsanta arna cur ar fail ag an trid
tire a chuiteamh, niorbh fhéidir bailiocht an Chinnidh
CCCanna brath ar an leibhéal cosanta sa triu tir. Seachas
sin ni mor ceist na bailiochta a mheas faoi threoir shlaine
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na gcosainti arna geur ar fail ag na CCCanna chun
easnaimh ar an gcosaint sa trid tir a leigheas. Ni mor na
cosainti ina bhfuil cumhachtal na n-Gdaras maoirseach-
ta faoin RGCS a chur san direamh sa mheastoireacht

sin chomh maith. Toisc go gcuireann an CCCanna an
fhreagracht ar an rialaitheoir (an t-easpoértalaf), agus na
hudaréis mhaoirseachta mar mhalairt air sin, ciallaionn sé
sin nach moér don rialaitheoir, agus na hddarais mhao-
irseachta mar mhalairt air sin, measunul a dhéanamh ar
aistrithe de réir an chais, chun measund a dhéanamh

ar cé acu an bhfuil na dlithe sa trid tir ina mbacainn ar
leibhéal déthanach cosanta a fhéil do na sonraf aistrithe,
a mhéid is go gcaithfear na haistrithe sonrai sin a
thoirmeasc né a chur ar fionraf.

Bhreithnigh an AA cinedl na n-oibleagaidi ata ar an
rialaitheoir a dhéanann easpdrtail na sonrai pearsanta
ansin, lena n-airfodh, de réir an AA, oibleagaid éigeantach
maidir le haistrid sonraf a chur ar fionrai né conradh leis
an iomportalaf a fhoirceannadh mura bhféadfadh an
iompartalai clof le fordlacha na CCCanna. Bhreithnigh an
AA na hoibleagdidf ar an iomportélal chomh maith maidir
leis sin agus rinne sé breathnuithe airithe faoi chineal an
scrudaithe ar dhlithe an trit tir ba cheart don easpértalaf
agus don iompdrtalai a dhéanamh.

Rinne an AA tagairt do chearta na n-abhar sonrai chomh
maith a chreideann sé go ndearnadh sard ar na clasail
CCC chomh maith maidir le gearan a dhéanamh leis na
hudarais mhaoirseachta, agus bhreithnigh ansin cad é
rél a mheas sé a bheith ag na hidarais mhaoirseachta
sa chomhthéacs sin ansin. Go bunusach, bhreithnigh

an AA i gcas, i ndiaidh scradd a dhéanamh, go measann
Udaras maoirseachta nach mbaineann sonrai a aistritear
g0 trid tir tairbhe as cosaint chuf toisc nach gcloitear

leis na CCCnna, gur cheart don Udaras bearta imleora

a dhéanamh chun an neamhdhleathacht sin a leigheas,
mas cui, trina ordud go gcuirfl an t-aistrid ar fionraf. Luaigh
an AA aighneachtaf an Choimisidin Cosanta Sonraf

nach bhféadfal an chumhacht chun aistrithe a chur

ar fionraf a fheidhmid ach de réir an chais agus nach
rachadh sé i ngleic le ceisteanna cérasacha a thagann
as easpa dhothanach cosanta i dtrit tir. Ag an bpointe
sin, léirigh an AA na deacrachtaf praiticidla ata nasctha
le rogha reachtach an fhreagracht a chur ar na hidarais
mhaoirseachta as a chinntit go gcloifear le cearta abhar
sonral i gcomhthéacs na n-aistrithe nd na sreafai sonraf
chuig faighteoir sonrach ach duirt sé faoi na deacrachtaf
sin nach bhfuil an chuma air nach bhfuil na CCCanna
neamhbhaili mar gheall orthu.

Cé gur shonraigh sé nach ndearna Ard-Chuirt na hEireann
an cheist maidir le bailiocht na Scéithe Priobhaideachais
a atreoraigh go soiléir chuig an CBAE, mheas an AA gur
ardaigh cuid de na ceisteanna a d'ardaigh Ard-Chuirt na
hEireann bailiocht an toraidh maidir le bailiocht a rinne
Coimisitin AE i ndail leis an Sciath Phriobhaideachais.
Mheas an AA go mbeadh sé réluath don Chuirt rialt a
dhéanamh maidir le bailiocht na Scéithe Priobhaide-
achais i gcomhthéacs na tagartha sin cé gur luaigh sé

go bhféadfadh na freagraf ar na ceisteanna a d'ardaigh
Ard-Chuirt na hEireann i ndail leis an Sciath Phriobhéaide-
achais a bheith Usaideach ar deireadh don Choimisiun
Cosanta Sonraf nios déanaf agus cinneadh & dhéanamh
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aici ar cé acu an gcuirfi nd nach geuirfi na haistrithe lena
mbaineann ar fionraf i ndairire mar gheall ar neamhlai-
threacht llomhnaithe na gcosainti cui. Rinne an AA tagairt
chomh maith, afach, don fhéidearthacht go bhféadfadh
an Coimisiuin Cosanta Sonrai sa scrudu ina dhiaidh sin ar
ghearan an Uasail Schrems, i ndiaidh sholathar bhreit-
hidnas na Clirte, a chinneadh nach bhféadfadh sé an
gearan a shocrd mura ndéanfadh an CBAE rialt ar dtus
ar cé acu an raibh an Sciath Phriobhaideachas féin ina
bacainn ar fheidhmid chumhacht an Choimisitin Cosanta
Sonraf na haistrithe lena mbaineann a chur ar fionraf.
Luaigh an AA i gcas go mbeadh amhras ar an gCoimisidn
Cosanta Sonraf faoi bhailiocht na Scéithe Priobhaide-
achais, go mbeadh sé sasta ma thugann an Coimisiun
Cosanta Sonraf an cheist os comhair Chuirt na hEireann
aris lena lorg go ndéanfai tagairt ar an bpointe sin aris
don CBAE.

In ainneoin gur ghlac an AA an seasamh go bhféadfadh
an Chuirt, i gcomhthéacs na tagartha sin, staonadh 6n
riald sin maidir le bailiocht na Scéithe Priobhaideachais
ina breithitnas, chuir sé in idl ansin, mar mhalairt, roinnt
“breathnuithe neamh-uileghabhdlacha” ar éifeachtal agus ar
bhailiocht an chinnidh maidir leis an Sciath Phriobhaide-
achais. Leagadh amach na breathnuithe sin thar thart ar
40 leathanach d'anailfs mhionsonraithe, lena n-airftear
anailis ar an raon de cad a bhi i gceist le “coibhéiseacht
riachtanach” cosanta i stat trit pairti, an cur isteach
féideartha maidir le ceart dbhar sonraf i ndail le sonraf a
aistrit go SAM mar gheall ar ghnfomhaireachtaf ndisidnta
faisnéise, ga agus comhréireacht an chur isteach sin agus
dlithe agus cleachtais na Stat Aontaithe, lena n-airitear
na cinn a bhaineann leis an gceist ar cé acu an bhfuil
leigheas breithidnach éifeachtuil i SAM do dhaoine a
n-aistriodh a sonraf go SAM agus ar gur chuir gniom-
haireachtal faisnéise SAM isteach ar a gcearta cosanta
sonral. Agus an anailis sin curtha i gcrich aige, chriochn-
aigh an AA ar deireadh tri amhras a chur in idl faoi
chomhréireacht na Scéithe Priobhaideachais maidir le
foralacha dhli AE.

(10) Breithitinas an CBAE
Sholdthair an CBAE a bhreithitinas ar an 16 IUil 2020.

Go hachomair:

 Pléadh roinnt pointi sa bhreithitinas a bhaineann le
haistrithe go ginearalta; i measc nithe eile, dhear-
bhaigh an chuirt, mar phriomhphrionsabal de dhli
AE, an moladh i gcas go n-aistritear sonrai pearsanta
shaoranach AE go trid tir, nach mor leibhéal cosanta
a thabhairt dé ndé diindail lena sonraf pearsanta a
bheidh coibhéiseach go bunusach leis an leibhéal
a chinntitear san Aontas Eorpach; go tabhachtach,
shoiléirigh an Chuirt chomh maith gur flor an moladh
beag beann ar an sasra dlithitil a dsaidtear chun Udar
a thabhairt le haistrid faoi leith.

* Dhearbhaigh an CBAE bailiocht Chinneadh 2010/87/
AE 6n gCoimisiun, arb cinneadh é lenar ghlac Co-
imisiin AE na CCCanna. Fagann sé sin go bhfuil na
CCCanna ar fail lena n-Usaid fos ag rialaitheoiri agus
ag proisealaithe i ndail le haistrithe chuig trid tiortha,
faoi réir go gcomhlionfaidh siad priomhphointf airithe
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prionsabail arna gcur i idl ag an gCuirt le linn a breit-
hidnais.

o Maidir leis sin, shoiléirigh an CBAE go bhfuil cineal
agus méid na n-oibleagaidi a bhfuil easportalaithe
sonral — agus Udarais mhaoirseachta naisidnta agus
cosanta sonrail — faoina réir i gcas ar bith ina mbraith-
fear ar CCCanna chun Udar a thabhairt le aistrithe
sonraf chuig trid tir.

* Go sonrach, léirigh na Chuirt na céimeanna ata le
déanamh ag rialaitheoirf, sula rachaidh siad i mbun
aistrithe sonraf faoi na CCCanna, lena dheimhnid,
de réir an chais agus, nuair is cui, i gcomhair leis an
iompartalal sonral, cé acu an gcinntitear né nach
gcinntitear le dIi an trid tir chuig a mbeidh na sonrai a
n-aistrid cosaint dhéthanach faoi dhli AE.

* Mar an gcéanna, dhearbhaigh an Chuirt ma chinneann
Udaras naisiuinta maoirseachta, i ndiaidh imscridu a
dhéanamh, nar tugadh leibhéal déthanach cosanta
d'abhar sonraf a n-aistriodh a sonraf pearsanta chuig
trid tri sa tir sin, ni mér don Udaras naisiiinta mao-
irseachta, mar abhar dhli AE, beart cui a dhéanamh
chun torthaf ar neamhdhdthanachta ar bith a leigheas
agus, chuige sin, ceann amhain n6 nios mé de na
bearta ceartaitheacha a sainaithniodh in 58(2) den
RGCS a fheidhmid.

* Rinneadh cuid mhor d'anailis na Cuirte a threoru chuig
measunu ar na cosainti a thugtar do shaoranaigh AE i
gcomhthéacs aistrithe AE-SAM. Maidir leis sin, fuair an
Chuirt, cé go gcuirtear teorainneacha airithe le dlithe
intfre SAM ar cheart Udarais phoibli SAM maidir le
rochtain ar shonraf aistrithe né Usaid sonraf aistrithe i
gcomhthéacs faoli leith, nach gcuirtear leibhéal cosan-
ta atd coibhéiseach go bunusach leis an leibhéal a
cheanglaitear le dIf AE ar fail leis na teorainneacha sin.

* Sa chomhthéacs sin, dhearbhaigh an Chuirt go raibh
an cinneadh lenar ghlac Coimisiun AE na socruithe
maidir leis an “Sciath Phriobhaideachais” le haghaidh
aistrithe AE-SAM neamhbhaili. Go ginearalta, d'fhéad-
faf an breithiinas a Iéamh chomh maith, ar a laghad
ar bith, mar chomhartha laidir rabhaidh a chur in idl i
ndail le husaid CCCanna le haghaidh aistrithe sonraf
chuig SAM,

Pointi a bhaineann le haistrithe go ginearalta

Rochtain ddardis phoibli ar shonraf aistrithe chun criocha
sldnddil phoibli, cosanta agus sldnddil Stait.

Maidir leis an gcéad gceist shubstainteach lenar phléigh
an Chuirt dhidltaigh sf an moladh go raibh rochtain
Udarais phoibli ar shonraf aistrithe chun criocha slandail
phoibli, cosanta agus slandail Stait lasmuigh den

raon feidhme an RGCS. | dtaca leis sin, bhi an Chuirt
tuisceanach i gcomhthéacs an dearbhaithe a tugadh (ag
mir 89 den bhreithidnas) maidir leis an RGCS “go bhjfuil
feidhm aige maidir le haistrid sonrai pearsanta chun criocha
trachtdla ag oibreoir eacnamaioch atd bunaithe i mBallstat
chuig oibreoir eacnamaioch atd bunaithe i dtrid tire, beag
beann ar cé acu, ag trdth an aistrithe no ina dhiaidh sin, an
ndéanfaidh udardis an trid tir lena mbaineann na sonrai
sin a phraisedil chun criocha sldnddil phoibli, cosanta agus
slandail Stait.”
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An leibhéal cosanta a theastaionn

Ag mir 95 den bhreithidnas, luaigh an Chuirt go sonraitear
i Réamhaithris 107 den RGCS, i gcas “nach dtugann trid tir,
no crioch né earndil shonraithe laistigh de thrid tir... leibhéal
dothanach cosanta sonrai a thuilleadh... gur cheart aistrid
na sonrai pearsanta chuig an trid tir sin .... a thoirmeasc
mura ndéanfar ceanglais [an RGCS] maidir le haistrithe atd
faoi réir cosainti cui.... a chomhlionadh”.

Maidir leis an leibhéal cosanta a cheanglaitear leis an
RGCS i gcomhthéacs aistrithe chuig triu tiortha, fuair

an Chuirt, ag mir 91 den bhreithidnas, agus faoi threoir
Airteagal 46(1) agus Airteagal 46(2)(c) den RGCS, go
bhféadfaidh rialaitheoir n6 proéisealai, ceal cinneadh leor-
dhdéthanachta, sonraf pearsanta a aistrid chuig trid tire,
agus amhain ma:

(i) sholathair an rialaitheoir né na praéisealaf ‘cosainti cuf' (a
bhféadfadh na CCCanna a bheith ina measc); agus,

(i) ar an gcoinnioll go bhfuil cearta infheidhmithe dbhar
sonraf agus leigheasanna dlithidla éifeachtula ar fail do na
habhair shonral.

Ag luaigh nach sainaithnitear in Airteagal 46, le
sainitlacht, cad is bri leis na téarmaf “cosainti cul”. “cearta
infheidhmithe” agus “leigheasanna dlithidla éifeachta-
cha”, dhearbhaigh an Chuirt, i gclinsi ina bhforailtear

in Airteagal 44 "go gcuirfear gach forail [sa chaibidil

sin] i bhfeidhm lena chinntid nach mbainfear an bonn
de leibhéal cosanta daoine aonair arna rathu [leis an
rialachan sin], go bhfagann sé go gcaithfear an leibhéal
céanna cosanta a choimedd i gcas go n-aistritear sonraf
pearsanta chuig trid tir, beag beann ar an sasra dlithiuil
trina ndéantar an t-aistrid (mfr 92 den bhreithidinas).

Ag tagairt do Réamhaithris 108, luaigh an Chuirt chomh
maith (ag mir 95 den bhreithidnas), ceal cinneadh leord-
héthanachta, nach folair né go ndéanfadh na ‘cosainti cuf
ata le cur i bhfeidhm ag an rialaitheoir né ag an bpraiseail
i gcomhreéir hAirteagal 46(1) ‘an easpa cosaint sonraf

sa trid tir a chditeamh’ d'fhonn “comhlionadh a chinntid
maidir le ceanglais um chosaint sonrai agus cearta na
n-abhar sonrai is cui' i nddil le prdisedil laistigh den Aontas”.

Da réir sin, ag baint Usaid as an teanga a d'Usaideadh
roimhe sin ina breithidnas sa chas nios luaithe Schrems
i leith an Choimisitin Cosanta Sonrai, (Cas C-362/14,
EU:C:2015:650, 6 Deireadh Fomhair 2015), luaigh an
Chuirt, ag mir 96, i gcuinsi lena bhfuil sé beartaithe le
Caibidil V den RGCS a chinntit go gcoimeadtar leibhéal
céanna cosanta a thugtar d'abhair shonraf laistigh de
AE agus nuair a aistritear a sonraf chuig trid tir, fagann
Sé, i gcas ar bith ina ndéantar sonraf pearsanta a aistrid
chuig trid tir, gurb é an leibhéal cosanta a theastaionn
ceann ata “coibhéiseach go bunusach” leis an leibhéal a
rathaitear laistigh den Aontas Eorpach”.
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Laimhseadil na CCCanna ag an gCuirt

Cur i bhfeidhm na CCCanna i ngniomh

Ag mir 126 da breithidnas, thug an Chuirt faoi deara,

cé go bhféadfadh sé go n-éascaionn na cosainti sna
CCCanna an leibhéal cosanta a chomhlionann tastail na
“coibhéiseachta riachtanal” i gcas aistrid chuig roinnt trid
tiortha, d'fhéadfadh sé go nach mbeifi abalta an leibhéal
sin cosanta a bhaint amach leis an CCCanna mar gheall
ar dhlithe agus ar chleachtais i dtriu tiortha eile. Chuir an
Chdirt an pointe sin in iUl sna téarmaf seo a leanas:

“Da réir sin, cé go bhfuil cdsanna ann, ag brath ar an
dli agus na cleachtais atd i bhfeidhm sa trid tir lena
mbaineann, ina bhfuil sé ar chumas faighteora cosaint
riachtanach na sonrai a réthd ar bhonn na gcldsal
caighdednach um chosaint sonrai amhdin, go bhfuil
casanna eile ann ina bhféadfadh sé nach mbeadh
modh ddthanach in abhar na gcldsal caighdednach
sin chun cosaint éifeachtach na sonraf pearsanta a
aistritear chuig an trid tir lena mbaineann a chinntid
i ngniomh. Is amhlaidh sin go sonrach, i gcds go
gceadaionn dii an trid tir sin da n-udardis phoibli cur
isteach ar chearta dbhar sonrai lena mbaineann na
sonrai sin.”

I ndiaidh di a léirid ag mir 128 den bhreithitnas nach
bhfuil sé riachtanach go mbeadh tionscnamh na gcosaintf
ata le tabhairt chun suntais ag an rialaitheoir ¢ chinneadh
faoi leith arna ghlacadh ag Coimisiin AE, luaigh an Chuirt,
ag mir 132, i gcas ar bith nach féidir an leibhéal cosanta

a theastaionn mar abhar dhlf AE a bhaint amach leis na
CCCanna féin n¢ iontu, féadfaidh an rialaitheoir clasail eile
a chur leis né na cosainti a thabhairt chun suntais chun
na CCCanna a fhorlionadh.

Ag dul nios faide leis sin, luaigh an Chuirt, ag mir 133, go
bhfuil CCCanna, go bunusach, ina bhforail bhonnline,
ina gcuimsitear sraith rathafochtaf conarthacha a bhfuil
sé beartaithe iad a chur i bhfeidhm go haonfhoirmeach
i ngach trid tir. Mura féidir agus a mhéid nach féidir

an leibhéal cosanta a theastafonn faoi dhli AE a bhaint
amach leis an CCCanna i gcomhthéacs aistrithe chuig
trid tir faoi leith, fagann sé nach féidir dul ar aghaidh leis
an haistrithe sin ach ma ghlacann an rialaitheoir bearta
forliontacha.

Pléadh cur i bhfeidhm praiticidil na bpointi prionsabail
sin i mireanna 134, 135, 141 agus 142 den bhreithidnas.
Go hachomair, léirigh an Chuirt, i gcasanna nach féidir na
CCCanna a Usaid mar réiteach a "oireann do chach”, ata
abalta an caighdean riachtanach cosanta a bhaint amach
i gcas gach aistrithe go trid tiortha, is ga go bhfagann sé
sin go gcaithfear measunu a dhéanamh lena fhail amach
(agus lena dheimhniu) an féidir le dlithe an trid tir cinn
scribe a chinntit go bhfuil cosaint dhéthanach ann ar an
gcaighdean a cheanglaitear le dlIi AE i gcas go ndéantar
sonral pearsanta a aistriu faoi na CCCanna, agus, mura
bhfuil, ar féidir leis an rialaitheoir cosainti breise a chur ar
fail chun easnamh ar bith a chditeamh.

Shoiléirigh an Chuirt, sa chéad dul sios, nach maér go
ndéanfadh an rialaitheoir nd an proisedil measunu da
leithéid, le hionchur fhaighteoir beartaithe na sonrai, mas
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cui. Go tabhachtach, is ionann an measunu da dtagair an
Chuirt agus ceann nach mér a dhéanamh de réir an chais,
sula dtosoidh an rialaitheoir/préisealal lena mbaineann
aistrithe chuig an trid tir sin.

Agus a larnacht d'anailis na Clirte a cur san aireamh,
leagtar amach an méid seo a leanas go hiomlan i
mireanna 134 agus 135:

“134. Maidir leis sin, faoi mar a shonraigh an
tArd-Abhcdide i bpointe 126 dd Thuairim, té an sdsra
conarthach da bhfordiltear in Airteagal 46(2)(c) den
RGCS bunaithe ar fhreagracht an rialaitheora né a
fhochonraitheora né a fochonraitheora atd bunaithe
san Aontas Eorpach agus, mar mhalairt, an t-udards
innitil maoirseachta. D4 réir sin, thar gach uile ni,

is faoin rialaitheoir nd faoin bpréisedlai sin atd sé a
dheimhnid, de réir an chdis agus, nuair is cul, i gcomhar
le faighteoir na sonrai, cé acu an gcinntitear le dii an
trivi tir cinn scribe cosaint dhdthanach, faoi dhii AE, do
shonral pearsanta a aistritear de bhun na gcldsal caigh-
dednach um chosaint sonrai, tri chosainti breise a chur
leis na cinn a sholdthraitear sna cldsail nuair is cul.

135. | gcds nach féidir leis an rialaitheoir nd leis an
bprdisedlai atd bunaithe san Aontas Eorpach bearta
breise dothanacha a dhéanamh chun cosaint dd
leithéid a rdthd, ceanglaitear ar an rialaitheoir né ar
an bprdisedlai n6, seachas sin, ar an ddards innidil
maoirseachta, aistrid na sonrai pearsanta chuig an trid
tir lena mbaineann a chur ar fionrai né a chriochnd.

Is amhlaidh an cds, go sonrach, i gcds go gcuirtear
oibleagaidi faoi dhli an trid tir sin ar fhaighteoir na
sonral pearsanta én Aontas Eorpach a thagann salach
ar na clasail sin agus a bheidh, da réir sin, dbalta sdru
a dhéanamh ar rdthu conarthach leibhéil cosanta
dhdthanaigh i gcoinne rochtain ddardis phoibli an triti
tir sin ar na sonrai sin.”

Tabharfar faoi deara, ag mir 135, gur chuir an Chuirt
rabhadh in itl go sainivil go bhféadfadh sé gurb é an

cas é, i roinnt trid tiortha, nach mbeidh méid ar bith de
chosainti forliontacha no breise abalta dul i ngleic leis

na heasnaimh sa leibhéal cosanta até ar fail. | gcas da
leithéid, bhi seasamh na Culirte an-soiléir: ni cheadaitear
aistrithe da leithéid; ma théann an rialaitheoir/préisealaf
ar aghaidh in ainneoin sin, beidh sé faoin udaras mao-
irseachta abhartha um chosaint sonrai idirghabhail a
dhéanamh chun aistrid na sonraf pearsanta chuig trid tir
da leithéid a chur ar fionraf né deireadh a chur leis ar shli
eile.

R4l na n-Udards maoirseachta um chosaint
sonrai

Ag mireanna 111 go 113 den bhreithitnas (agus aris ag
mir 146), chuir an Chuirt béim ar an rél larnach a bheidh
ag Udardis naisiinta mhaoirseachta um chosaint sonraf i
ndail le riald aistrithe sonraf chuig trid tiortha a dhéantar
faoi na CCCanna. Maidir leis sin, luaigh an Chuirt, cé gur
faoin rialaitheoir/bproéisealal abhartha ata sé, ar an gcéad
dul sfos, an measunu a tuairisciodh thuas a dhéanamh, ni
mor do na hddarais nisiinta mhaoirseachta um chosaint
sonraf idirghabhail a dhéanamh i gcas ar bith (i) nach
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féidir leis na CCCanna clof leis an trid tir lena mbaineann,
ionas nach féidir an leibhéal cosanta a cheanglaitear le
dIi AE a chinntid; agus (ii) nar chuir an rialaitheoir né an
proisealal féin an t-aistrid ar fionrai né nior chriochnaigh
siad é.

Chuir an Chuirt an cheist sna téarmal seo a leanas:

“111. Md cheapann udards maoirseachta, i ndiaidh
imscradd a dhéanamh, ndr dtugtar leibhéal déthanach
cosanta d'abhar sonrai a n-aistriodh a sonral pearsanta
chuig trid tri sa tir sin, ceanglaitear faoi dhli AE, beart
cul a dhéanamh chun torthai ar neamhdhdthanacht ar
bith a leigheas, beag beann ar an gcdis leis an neamh-
dhdthanacht sin, né ar chinedl na neamhdhdthanach-
ta sin. Chuige sin, liostaitear in Airteagal 58(2) den
rialachdn sin na cumhachtai ceartaitheacha éagsula a
fhéadfaidh an t-udards maoirseachta a ghlacadh.

112. Cé go gcaithfidh an t-udards maoirseachta an
beart is cuf agus is gd a chinneadh agus cuinsi uile
aistrid na sonrai pearsanta lena mbaineann a chur san
direamh sa chinneadh sin, ceanglaitear ar an ddards
maoirseachta mar sin féin a fhreagracht a chom-
hlionadh maidir lena chinntiu go ndéanfar an RGCS a
fhorfheidhmid go hiomldn agus le dicheall cul.

113. Maidir leis sin, faol mar a shonraigh an tArd-Abh-
coide i bpointe 148 da Thuairim, ceanglaitear ar an
udards maoirseachta, faoi Airteagal 58(2)(f) agus (j) den
Rialachdn sin, go ndéanfar aistrid sonral pearsanta
chuig trid tir a chur ar fionrai né a thoirmeasc mad
cheapann sé, i bhfianaise chuinsi uile an aistrithe sin,
nach bhfuiltear ag clof leis na cldsail chaighdednacha
um chosaint sonrai né nach féidir cloi leo sa triu tir sin
agus nach féidir cosaint na sonrai aistrithe a chean-
glaitear le dIi AE a chinntid ar bhealach eile, i gcds nach
ndearna na rialaitheoir né an bpréisedlai an t-aistrid a
chur ar fionrai nd deireadh a chur leis.”

Conclaid maidir le: bailiocht na CCCanna

Agus anailfs ar na CCCanna agus a geur i bhfeidhm

curtha i gerich i ngniomh aici, agus é tugtha faoi deara, i
bprionsabal, gur féidir iad a Usaid (le cosainti breise, nuair
is gd) chun an leibhéal cosanta a cheanglaitear le dIf AE a
bhaint amach (le sasraf cui ar fail chun aistrithe a chur ar
fionraf i gcas go mbeadh na cosainti sin i mbaol), chinn an
Chirt an méid seo a leanas:

“Fagann sé go bhfordiltear sa Chinneadh CCCanna i
leith sdsrai éifeachtacha lena chinntitear, i ngniomh,

8o ndéanfar aistriu sonrai pearsanta chuig tridl tir de
bhun na gclasal caighdednach um chosaint sonrai san
iarscribhinn a ghabhann leis an gcinneadh sin a chur ar
fionrai né a thoirmeasc i gcds nach gcloionn faighteoir
an aistrithe leis na cldsail sin n6 nach féidir leis no léi
clof leo” (mir 148).

Da réir sin, ar bhonn na hanailise ata leagtha amach ina
breithitinas, bhi an Chuirt sasta a dhearbht go raibh an
Cinneadh CCCanna baili.
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Sciath Phriobhaideachais agus an
seasamh i ndail leis na Stait Aontaithe

Chuir an Chuirt tus lena hanailis trina mheabhr, i
bprionsabal, gurb ionann rochtain ddarais phoibli ar
shonraf pearsanta duine aonair ag féachaint da gcoinneail
né da n-Usaid agus cur isteach ar na cearta bunusacha
ata cuimsithe in Airteagail 7 agus 8 den Chairt (féach
mireanna 170 agus 171 den bhreithidnas).

Cé go luann sé nach bhfuil na cearta sin ina gcearta
absaldideacha, rinne an CBAE athbhreithnid (ag mir 174
agus mireanna ina dhiaidh sin) ar phrionsabail a bhi ann
cheana de bhun nach mor forail a dhéanamh leis an dlf
maidir le teorainn ar bith ar fheidhmil na gceart agus
na saoirsi a aithnftear sa Chairt clof le bunus na gceart
agus na saoirsi sin. Rinneadh tagairt chomh maith sa
chomhthéacs sin do na cursaf seo a leanas:

o faoi réir phrionsabal na comhréireachta, nach féidir
teorainneacha a chur leis na cearta agus leis na saoirsf
sin ach mas ga agus ma chomhlionann siad i ndairire
cuspoirf an leasa ghinearalta a aithnionn an tAon-
tas nd an ga ata le cearta agus saoirsi daoine eile a
chosaint;

e nach moér raon feidhme na teorann ar fheidhm an
chirt lena mbaineann a shainid sa bhonn dlithidil féin
lena gceadalitear an cur isteach ar na cearta sin an
raon (mfr 175); agus,

e chun ceanglas na comhréireachta a chomhlionadh, ni
mor rialacha soiléire agus beachta lena rialaitear raon
feidhme agus cur i bhfeidhm an bhirt lena mbain-
eann agus foschosainti a fhorchur sa reachtaiocht
lena ndéantar forail i leith cur isteach da leithéid,
ionas (i gcomhthéacs na n-aistrithe sonrai) go mbeidh
rathalochtal déthanacha ag na daoine a n-aistriodh a
sonraf pearsanta lena sonraf pearsanta a chosaint go
héifeachtuil ar an riosca um mi-Usaid (mir 176).

Uaidh sin, shainaithin an Chuirt teipeanna sonracha
airithe a bhain le roinnt bearta aitheanta um dhli SAM,
lena n-airitear Alt 702 FISA, EO 12333 agus PPD-28, roimh
chinneadh a dhéanamh (ag mir 185),

“... nach gcuirtear teorainn leis na teorainneacha
maidir le cosaint sonrai pearsanta a thagann as dlf
intire na Stdt Aontaithe maidir le rochtain ddardis
phoibli SAM ar sonrai a aistritear én Aontas Eorpach
chuig na Stdit Aontaithe agus a n-usaid astu, ar a
ndearna an Coimisiun meastnu sa Chinneadh maidir
leis an Sciath Priobhdideachais, ar bhealach lena gcom-
hliontar na ceanglais ata coibhéiseach go bunudsach leis
na cinn a cheanglaitear, faoi dhli AE, leis an dara abairt
in Airteagal 52(1) den Chairt.”

Ar leithligh, luaigh an Chuirt gur ceistiodh toradh
Choimisiun AE sa Chinneadh maidir leis an Sciath
Phriobhaideachais — go gcinntionn na Stait Aontaithe
cosaint ata coibhéiseach go bunusach leis an gcosaint a
rathaftear le hAirteagal 47 den Chairt — ar na forais, inter
alia, nach féidir le Ombudsman na Scéithe Priobhaide-
achais na heasnaimh a fuair Coimisitn AE féin i ndail

le cosaint bhreithitinach na ndaoine a bhfuil a sonrai
pearsanta a n-aistrid go SAM a leigheas. | ndiaidh

anailis a dhéanamh ar ghnéithe abhartha de shocruithe
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an Ombudsman faoi threoir phrionsabail dhli AE is
infheidhme, chinn an Chuirt ar deireadh (ag mir 197)
“nach soldthraionn sdsra an Ombudsman... cdis ar bith le
caingean os comhair comhlachta a thairgeann rdthafochtai
do na daoine a bhfuil a sonrai d n-aistrid go dti na Stdit
Aontaithe atd coibhéiseach go bundsach leis na cinn a che-
anglaitear faoi Airteagal 47 den Chairt.”

I ndail leis sin, luaigh an Chuirt (ag mir 191 da breithidnas)
g0 bhfuair Coimisitn AE i réamhaithris 115 den
Chinneadh maidir leis an Sciath Phriobhaideachais “cé go
bhfuil lion bealai cditimh ag daoine aonair, lena n-diritear
dbhair shonrai AE....nuair a bhi siad ina n-abhair i bhfairea-
chas (leictreonach) neamhdhleathach chun criocha sldnddil
ndisiunta, ta sé chomh soiléir céanna nach bhfuil roinnt
boinn dhlithidla ar féidir le ddardis faisnéise SAM a dsdid (e.g.
E.O. 12333) cludaithe”. Mheas an Chuirt toisc go bhfuil a
leithéid de “lacuna” sa chosaint bhreithidnach i ndail le cur
isteach le clair faisnéis bunaithe ar [PPD-28] “nach féidir

a chinneadh, faoi mar a rinne an Coimisitn sa Chinneadh
maidir leis an Sciath Phriobhdideachais, go gcinntionn dli na
Stdt Aontaithe leibhéal cosaint atd coibhéiseach go bundsach
leis an leibhéal a rdthaitear le hAirteagal 47 den Chairt.”

Luaigh an Chuirt chomh maith (ag mir 192) “nach dtugann
PPD-28 nd E.O. 12333 cearta dbhar sonrai atd inchaingne
sna cdirteanna i gcoinne udardis na Stdt Aontaithe éna
bhfdgann sé nach bhfuil ceart ar bith ag dbhair shonrai
chun leigheas éifeachtach.”

Sa chomhthéacs sin, dhearbhaigh an Chuirt (ag mir 198),
ag teacht di ar a toradh in Airteagal 1(1) den Chinneadh
maidir leis an Sciath Phriobhaideachais, go gcinntionn na
Stait Aontaithe leibhéal déthanach cosanta chun sonraf
pearsanta a aistrid 6n Aontas chuig eagraiochtafi sa trid
tir sin faoi Sciath Phriobhaideachais AE-SAM, gur thug
Coimisiun AE “neamhaird ar cheanglais Airteagal 45(1)

den RGCS, arna léamh i bhfianaise Airteagail 7, 8 agus

47 den Chairt.” Uaidh sin, chinn an Chuirt (ag mir 199),
“go bhfdgann sé nach bhfuil Airteagal 1 den Chinneadh
maidir leis an Sciath Phriobhdideachais, comhoiritinach le
hAirteagal 45(1) den RGCS, arna léamh i bhfianaise Airteagail
7, 8 agus 47 den Chairt, dd réir sin.”

Ar an mbonn go raibh Airteagal 1 den Chinneadh maidir
le Sciath Phriobhaideachais “doscartha ¢ Airteagail 2

agus 6 den chinneadh sin, agus de na hiarscribhinni leis an
gcinneadh sin”, cheap an Chuirt maidir le neamhbhailiocht
Airteagal 1 “go dtéann sé i gcion ar bhailiocht an chinnidh
ina iomldine.” Da réir sin, chinn an Chuirt (ag mir 201) go
raibh an Cinneadh maidir leis an Sciath Phriobhaideachais
neamhbhaili ina iomlaine.
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Raitis Airgeadais don Bhliain go dti an

1 Eanair go 31 Nollaig 2020 agus Raiteas
maidir le Rialuithe Inmheanacha an
Choimisiuin Cosanta Sonrai

Ta Cuntas Airgeadas an Choimisitin Cosanta Sonrai don bhliain 6n 1 Eanair
go dti an 31 Nollaig 2020 agus an Raiteas maidir le Rialuithe Inmheanacha
don tréimhse chéanna a n-ullmhu ag an gCoimisiun Cosanta Sonraf agus
ceanglofar den tuarascail seo iad i ndiaidh don Ard-Reachtaire Cuntas agus
Ciste iniichadh a dhéanamh maidir le 2020.
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